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Glossary

*-property (star property):�$�%HOO�/D3DGXOD�VHFXULW\�PRGHO�UXOH�DOORZLQJ�D
VXEMHFW�ZULWH�DFFHVV�WR�DQ�REMHFW�RQO\�LI�WKH�VHFXULW\�OHYHO�RI�WKH�VXEMHFW�LV
GRPLQDWHG�E\�WKH�VHFXULW\�OHYHO�RI�WKH�REMHFW��$OVR�NQRZQ�DV�WKH�confine-
ment property�

$
acceptance inspection:�7KH�ILQDO�LQVSHFWLRQ�WR�GHWHUPLQH�ZKHWKHU�D�IDFLO�
LW\�RU�V\VWHP�PHHWV� WKH�VSHFLILHG� WHFKQLFDO� DQG�SHUIRUPDQFH� VWDQGDUGV�
1RWH��7KLV�LQVSHFWLRQ�LV�KHOG�LPPHGLDWHO\�DIWHU�IDFLOLW\�DQG�VRIWZDUH�WHVW�
LQJ�DQG�LV�WKH�EDVLV�IRU�FRPPLVVLRQLQJ�RU�DFFHSWLQJ�WKH�LQIRUPDWLRQ�V\V�
WHP�

acceptance procedure:�$�SURFHGXUH�ZKLFK�WDNHV�REMHFWV�SURGXFHG�GXULQJ
WKH�GHYHORSPHQW��SURGXFWLRQ��DQG�PDLQWHQDQFH�SURFHVVHV�IRU�D�WDUJHW�RI
HYDOXDWLRQ� DQG�� DV� D� SRVLWLYH� DFW�� SODFHV� WKHP� XQGHU� WKH� FRQWUROV� RI� D
FRQILJXUDWLRQ�FRQWURO�V\VWHP�

access:�����7KH�DELOLW\�DQG�PHDQV�WR�FRPPXQLFDWH�ZLWK��WKDW�LV��LQSXW�WR
RU� UHFHLYH� RXWSXW� IURP�� RU� RWKHUZLVH� PDNH� XVH� RI� DQ\� LQIRUPDWLRQ�� UH�
VRXUFH�� RU� FRPSRQHQW� LQ� DQ� LQIRUPDWLRQ� WHFKQRORJ\� �,7�� SURGXFW�� ���� $
VSHFLILF�W\SH�RI� LQWHUDFWLRQ�EHWZHHQ�D�VXEMHFW�DQG�DQ�REMHFW� WKDW�UHVXOWV
LQ�WKH�IORZ�RI�LQIRUPDWLRQ�IURP�RQH�WR�WKH�RWKHU��1RWH��$Q�LQGLYLGXDO�GRHV
QRW�KDYH�´DFFHVVµ�LI�WKH�SURSHU�DXWKRULW\�RU�D�SK\VLFDO��WHFKQLFDO��RU�SUR�
FHGXUDO�PHDVXUH�SUHYHQWV�KLP�RU�KHU�IURP�REWDLQLQJ�NQRZOHGJH�RU�KDYLQJ
DQ�RSSRUWXQLW\�WR�DOWHU�LQIRUPDWLRQ��PDWHULDO��UHVRXUFHV��RU�FRPSRQHQWV�

access control: ����7KH�SURFHVV�RI� OLPLWLQJ�DFFHVV�WR� WKH�UHVRXUFHV�RI�DQ
LQIRUPDWLRQ�WHFKQRORJ\� �,7��SURGXFW�RQO\� WR�DXWKRUL]HG�XVHUV��SURJUDPV�
SURFHVVHV�� V\VWHPV� �LQ� D� QHWZRUN��� RU� RWKHU� ,7� SURGXFWV�� �6\QRQ\PRXV
ZLWK�controlled access�DQG� limited access��� ����7KH�OLPLWLQJ�RI�ULJKWV�RU�FD�
SDELOLWLHV� RI� D� VXEMHFW� WR� FRPPXQLFDWH� ZLWK� RWKHU� VXEMHFWV�� RU� WR� XVH
IXQFWLRQV�RU� VHUYLFHV� LQ�D� FRPSXWHU� V\VWHP�RU�QHWZRUN�� ����5HVWULFWLRQV
FRQWUROOLQJ�D�VXEMHFW·V�DFFHVV�WR�DQ�REMHFW�

access control list:� ���� $�PHFKDQLVP� LPSOHPHQWLQJ� GLVFUHWLRQDU\� DFFHVV
FRQWURO�LQ�DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�WKDW�LGHQWLILHV�WKH�XVHUV
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ZKR�PD\�DFFHVV�DQ�REMHFW�DQG�WKH�W\SH�RI�DFFHVV�WR�WKH�REMHFW�WKDW�D�XVHU
LV�SHUPLWWHG������$�OLVW�RI�VXEMHFWV�DXWKRUL]HG�IRU�VSHFLILF�DFFHVV�WR�DQ�RE�
MHFW�� ���� $� OLVW� RI� HQWLWLHV�� WRJHWKHU� ZLWK� WKHLU� DFFHVV� ULJKWV�� ZKLFK� DUH
DXWKRUL]HG�WR�KDYH�DFFHVV�WR�D�UHVRXUFH�

access control mechanism:�����6HFXULW\�VDIHJXDUGV�GHVLJQHG�WR�GHWHFW�DQG
SUHYHQW�XQDXWKRUL]HG� DFFHVV�� DQG� WR� SHUPLW� DXWKRUL]HG� DFFHVV� LQ� DQ� ,7
�LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�� ����+DUGZDUH�RU�VRIWZDUH� IHDWXUHV��RS�
HUDWLQJ�SURFHGXUHV��PDQDJHPHQW�SURFHGXUHV�� DQG� YDULRXV� FRPELQDWLRQV
RI�WKHVH�GHVLJQHG�WR�GHWHFW�DQG�SUHYHQW�XQDXWKRUL]HG�DFFHVV�DQG�WR�SHU�
PLW�DXWKRUL]HG�DFFHVV�LQ�DQ�DXWRPDWHG�V\VWHP�

access level:�7KH�KLHUDUFKLFDO�SRUWLRQ�RI�WKH�VHFXULW\�OHYHO�XVHG�WR�LGHQWLI\
WKH�VHQVLWLYLW\�RI�GDWD�DQG�WKH�FOHDUDQFH�RU�DXWKRUL]DWLRQ�RI�XVHUV��1RWH�
7KH� DFFHVV� OHYHO�� LQ� FRQMXQFWLRQ� ZLWK� WKH� QRQKLHUDUFKLFDO� FDWHJRULHV�
IRUPV� WKH� VHQVLWLYLW\� ODEHO� RI� DQ� REMHFW�� �6HH� category, security level,� DQG
sensitivity label��

access list:�6\QRQ\PRXV�ZLWK�access control list�

access mediation:�3URFHVV�RI�PRQLWRULQJ�DQG�FRQWUROOLQJ�DFFHVV�WR�WKH�UH�
VRXUFHV�RI�DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW��LQFOXGLQJ�EXW�QRW�OLP�
LWHG�WR�WKH�PRQLWRULQJ�DQG�XSGDWLQJ�RI�SROLF\�DWWULEXWHV�GXULQJ�DFFHVVHV
DV�ZHOO�DV� WKH�SURWHFWLRQ�RI�XQDXWKRUL]HG�RU� LQDSSURSULDWH�DFFHVVHV� �VHH
access control��

access period:� $� VHJPHQW� RI� WLPH�� JHQHUDOO\� H[SUHVVHG� RQ� D� GDLO\� RU
ZHHNO\�EDVLV��GXULQJ�ZKLFK�DFFHVV�ULJKWV�SUHYDLO�

access port:�$�ORJLFDO�RU�SK\VLFDO� LGHQWLILHU�WKDW�D�FRPSXWHU�XVHV�WR�GLV�
WLQJXLVK�GLIIHUHQW�WHUPLQDO�LQSXW�RXWSXW�GDWD�VWUHDPV�

access type:� 7KH� QDWXUH� RI� DQ� DFFHVV� ULJKW� WR� D� SDUWLFXODU� GHYLFH�� SUR�
JUDP��RU�ILOH��IRU�H[DPSOH��UHDG��ZULWH��H[HFXWH��DSSHQG��PRGLI\��GHOHWH��RU
FUHDWH��

accountability:� ����0HDQV�RI�OLQNLQJ�LQGLYLGXDOV�WR�WKHLU�LQWHUDFWLRQV�ZLWK
DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW��WKHUHE\�VXSSRUWLQJ�LGHQWLILFDWLRQ
RI� DQG� UHFRYHU\� IURP� XQH[SHFWHG� RU� XQDYRLGDEOH� IDLOXUHV� RI� WKH� FRQWURO
REMHFWLYHV������7KH�TXDOLW\�RU�VWDWH�WKDW�HQDEOHV�DFWLRQV�RQ�DQ�$'3��DXWR�
PDWHG�GDWD�SURFHVVLQJ��V\VWHP�WR�EH�WUDFHG�WR�LQGLYLGXDOV�ZKR�PD\�WKHQ
EH�KHOG�UHVSRQVLEOH��7KHVH�DFWLRQV�LQFOXGH�YLRODWLRQV�DQG�DWWHPSWHG�YLR�
ODWLRQV�RI�WKH�VHFXULW\�SROLF\��DV�ZHOO�DV�DOORZHG�DFWLRQV������7KH�SURSHUW\
WKDW�HQDEOHV�DFWLYLWLHV�RQ�D�V\VWHP�WR�EH� WUDFHG�WR� LQGLYLGXDOV�ZKR�PD\
WKHQ�EH�KHOG�UHVSRQVLEOH�IRU�WKHLU�DFWLRQV�
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accreditation:�����7KH�SURFHGXUH�IRU�DFFHSWLQJ�DQ�,7��LQIRUPDWLRQ�WHFKQRO�
RJ\�� V\VWHP� WR� SURFHVV� VHQVLWLYH� LQIRUPDWLRQ�ZLWKLQ� D� SDUWLFXODU� RSHUD�
WLRQDO� HQYLURQPHQW�� ���� 7KH� IRUPDO� SURFHGXUH� IRU� UHFRJQL]LQJ� ERWK� WKH
WHFKQLFDO� FRPSHWHQFH� DQG� WKH� LPSDUWLDOLW\� RI� DQ� ,7� WHVW� ODERUDWRU\
�HYDOXDWLRQ�ERG\��WR�FDUU\�RXW�LWV�DVVRFLDWHG�WDVNV������)RUPDO�GHFODUDWLRQ
E\�D�GHVLJQDWHG�DSSURYLQJ�DXWKRULW\�WKDW�DQ�DXWRPDWHG�LQIRUPDWLRQ�V\V�
WHP� �$,6�� LV� DSSURYHG� WR� RSHUDWH� LQ� D� SDUWLFXODU� VHFXULW\� FRQILJXUDWLRQ
XVLQJ� D� SUHVFULEHG� VHW� RI� VDIHJXDUGV�� ���� 7KH� PDQDJHULDO� DXWKRUL]DWLRQ
DQG�DSSURYDO�JUDQWHG�WR�DQ�$'3� �DXWRPDWHG�GDWD�SURFHVVLQJ��V\VWHP�RU
QHWZRUN� WR�SURFHVV� VHQVLWLYH�GDWD� LQ� DQ� RSHUDWLRQDO� HQYLURQPHQW��PDGH
RQ� WKH� EDVLV� RI� D� FHUWLILFDWLRQ� E\� GHVLJQDWHG� WHFKQLFDO� SHUVRQQHO� RI� WKH
H[WHQW� WR� ZKLFK� GHVLJQ� DQG� LPSOHPHQWDWLRQ� RI� WKH� V\VWHP� PHHW� SUH�
VSHFLILHG�WHFKQLFDO�UHTXLUHPHQWV��IRU�H[DPSOH��7&6(&��7UXVWHG�&RPSXWHU
6\VWHP�(YDOXDWLRQ�&ULWHULD��� IRU�DFKLHYLQJ�DGHTXDWH�GDWD�VHFXULW\��0DQ�
DJHPHQW�FDQ�DFFUHGLW�D�V\VWHP�WR�RSHUDWH�DW�D�KLJKHU�RU�ORZHU�OHYHO�WKDQ
WKH�ULVN�OHYHO�UHFRPPHQGHG��IRU�H[DPSOH��E\�WKH�UHTXLUHPHQWV�JXLGHOLQH�
IRU�WKH�FHUWLILFDWLRQ�OHYHO�RI�WKH�V\VWHP��,I�PDQDJHPHQW�DFFUHGLWV�WKH�V\V�
WHP�WR�RSHUDWH�DW�D�KLJKHU� OHYHO� WKDQ� LV�DSSURSULDWH� IRU� WKH�FHUWLILFDWLRQ
OHYHO��PDQDJHPHQW�LV�DFFHSWLQJ�WKH�DGGLWLRQDO�ULVN�LQFXUUHG������$�IRUPDO
GHFODUDWLRQ� E\� WKH� '$$� �GHVLJQDWHG� DSSURYLQJ� DXWKRULW\�� WKDW� WKH� $,6
�DXWRPDWHG� LQIRUPDWLRQ� V\VWHP�� LV� DSSURYHG� WR� RSHUDWH� LQ� D� SDUWLFXODU
VHFXULW\�PRGH�XVLQJ�D�SUHVFULEHG�VHW�RI�VDIHJXDUGV��$FFUHGLWDWLRQ� LV� WKH
RIILFLDO�PDQDJHPHQW�DXWKRUL]DWLRQ� IRU� RSHUDWLRQ� RI� DQ�$,6� DQG� LV� EDVHG
RQ�WKH�FHUWLILFDWLRQ�SURFHVV�DV�ZHOO�DV�RWKHU�PDQDJHPHQW�FRQVLGHUDWLRQV�
7KH�DFFUHGLWDWLRQ�VWDWHPHQW�DIIL[HV�VHFXULW\� UHVSRQVLELOLW\�ZLWK� WKH�'$$
DQG�VKRZV�WKDW�GXH�FDUH�KDV�EHHQ�WDNHQ�IRU�VHFXULW\�

accreditation authority:�6\QRQ\PRXV�ZLWK�designated approving authority�

accreditation range:� 7KH� accreditation range� RI� D� KRVW� ZLWK� UHVSHFW� WR� D
SDUWLFXODU�QHWZRUN�LV�D�VHW�RI�PDQGDWRU\�DFFHVV�FRQWURO�OHYHOV��DFFRUGLQJ
WR�´&RPSXWHU�6HFXULW\�5HTXLUHPHQWV��*XLGDQFH�IRU�$SSO\LQJ�WKH�'HSDUW�
PHQW�RI�'HIHQVH�7UXVWHG�&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD�LQ�6SHFLILF
(QYLURQPHQWV�µ� &6&�67'��������� IRU� GDWD� VWRUDJH�� SURFHVVLQJ�� DQG
WUDQVPLVVLRQ��7KH�DFFUHGLWDWLRQ�UDQJH�ZLOO�JHQHUDOO\�UHIOHFW�WKH�VHQVLWLYLW\
OHYHOV�RI�GDWD�WKDW�WKH�DFFUHGLWDWLRQ�DXWKRULW\�EHOLHYHV�WKH�KRVW�FDQ�UHOLD�
EO\�NHHS�VHJUHJDWHG�ZLWK�DQ�DFFHSWDEOH�OHYHO�RI�ULVN�LQ�WKH�FRQWH[W�RI�WKH
SDUWLFXODU�QHWZRUN� IRU�ZKLFK� WKH�DFFUHGLWDWLRQ� UDQJH� LV� JLYHQ��7KXV�� DO�
WKRXJK�D�KRVW�V\VWHP�PLJKW�EH�DFFUHGLWHG�WR�XVH�WKH�PDQGDWRU\�DFFHVV
FRQWURO�OHYHOV�&RQILGHQWLDO��6HFUHW��DQG�7RS�6HFUHW� LQ�VWDQG�DORQH�RSHUD�
WLRQ�� LW�PLJKW�KDYH�DQ�DFFUHGLWDWLRQ�UDQJH�FRQVLVWLQJ�RI� WKH�VLQJOH�YDOXH
7RS�6HFUHW�IRU�DWWDFKPHQW�WR�VRPH�QHWZRUN�

add-on security:�7KH�UHWURILWWLQJ�RI�SURWHFWLRQ�PHFKDQLVPV�� LPSOHPHQWHG
E\�KDUGZDUH�RU�VRIWZDUH�
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administration documentation:�7KH� LQIRUPDWLRQ�DERXW�D� WDUJHW�RI�HYDOXD�
WLRQ�VXSSOLHG�E\�WKH�GHYHORSHU�IRU�XVH�E\�DQ�DGPLQLVWUDWRU�

administrative security: 7KH�PDQDJHPHQW� FRQVWUDLQWV� DQG� VXSSOHPHQWDO
FRQWUROV�HVWDEOLVKHG�WR�SURYLGH�DQ�DFFHSWDEOH�OHYHO�RI�SURWHFWLRQ�IRU�GDWD�
�6\QRQ\PRXV�ZLWK�procedural security��

administrator:� $� SHUVRQ� LQ� FRQWDFW� ZLWK� WKH� WDUJHW� RI� HYDOXDWLRQ�ZKR� LV
UHVSRQVLEOH�IRU�PDLQWDLQLQJ�LWV�RSHUDWLRQDO�FDSDELOLW\�

algorithm:� $�PDWKHPDWLFDO� SURFHGXUH� WKDW� FDQ� XVXDOO\� EH� H[SOLFLWO\� HQ�
FRGHG� LQ�D�VHW�RI�FRPSXWHU� ODQJXDJH� LQVWUXFWLRQV�WKDW�PDQLSXODWH�GDWD�
&U\SWRJUDSKLF� DOJRULWKPV� DUH� PDWKHPDWLFDO� SURFHGXUHV� XVHG� IRU� VXFK
SXUSRVHV�DV�HQFU\SWLQJ�DQG�GHFU\SWLQJ�PHVVDJHV�DQG�VLJQLQJ�GRFXPHQWV
GLJLWDOO\�

application program interface:� 6\VWHP� DFFHVV� SRLQW� RU� OLEUDU\� IXQFWLRQ
WKDW� KDV� D� ZHOO�GHILQHG� V\QWD[� DQG� LV� DFFHVVLEOH� IURP� DSSOLFDWLRQ� SUR�
JUDPV�RU�XVHU�FRGH�WR�SURYLGH�ZHOO�GHILQHG�IXQFWLRQDOLW\�

approval/accreditation:�7KH�RIILFLDO�DXWKRUL]DWLRQ�WKDW� LV�JUDQWHG�WR�DQ
$'3� �DXWRPDWHG� GDWD� SURFHVVLQJ�� V\VWHP� WR� SURFHVV� VHQVLWLYH� LQIRU�
PDWLRQ� LQ� LWV� RSHUDWLRQDO� HQYLURQPHQW�� EDVHG� XSRQ� FRPSUHKHQVLYH
VHFXULW\�HYDOXDWLRQ�RI�WKH�V\VWHP·V�KDUGZDUH�� ILUPZDUH��DQG�VRIWZDUH
VHFXULW\�GHVLJQ�� FRQILJXUDWLRQ�� DQG� LPSOHPHQWDWLRQ�� DQG�RI� WKH� RWKHU
V\VWHP� SURFHGXUDO�� DGPLQLVWUDWLYH�� SK\VLFDO�� 7(03(67�� SHUVRQQHO�
DQG�FRPPXQLFDWLRQV�VHFXULW\�FRQWUROV�

architectural design:�$�SKDVH�RI�WKH�GHYHORSPHQW�SURFHVV�ZKHUHLQ�WKH�WRS�
OHYHO�GHILQLWLRQ�DQG�GHVLJQ�RI�D�WDUJHW�RI�HYDOXDWLRQ�DUH�VSHFLILHG�

assignment:�5HTXLUHPHQW�LQ�D�SURWHFWLRQ�SURILOH�WDNHQ�GLUHFWO\�DV�VWDWHG�
ZLWKRXW� FKDQJH�� IURP� WKH� OLVW� RI� FRPSRQHQWV� RU� GHULYHG� E\� SODFLQJ� D
ERXQG�RQ�D� WKUHVKROG�GHILQLWLRQ��1RWH��7KH�DVVLJQPHQW�RI� HQYLURQPHQW�
VSHFLILF� UHTXLUHPHQWV� WR� JHQHULF� FRPSRQHQW� UHTXLUHPHQWV� LV� SHUIRUPHG
ZKHQ�D�FRPSRQHQW� UHTXLUHPHQW�FRUUHVSRQGV� WR�DQ�HQYLURQPHQW�VSHFLILF
UHTXLUHPHQW�

assurance:�6HH�profile assurance�DQG�development and evaluation assurance�
����7KH�GHJUHH�RI�FRQILGHQFH�WKDW�D�WDUJHW�RI�HYDOXDWLRQ�DGHTXDWHO\�IXOILOOV
WKH�VHFXULW\�UHTXLUHPHQWV������$�PHDVXUH�RI�FRQILGHQFH�WKDW�WKH�VHFXULW\
IHDWXUHV�DQG�DUFKLWHFWXUH�RI� DQ�$,6�DFFXUDWHO\�PHGLDWH�DQG�HQIRUFH� WKH
VHFXULW\� SROLF\�� 1RWH�� 7KH� WZR�PDLQ� DVSHFWV� RI� DVVXUDQFH� DUH� HIIHFWLYH�
QHVV�DQG�FRUUHFWQHVV��,76(&�³�,QIRUPDWLRQ�7HFKQRORJ\�6HFXULW\�(YDOXD�
WLRQ�&ULWHULD��RU�GHYHORSPHQW�DQG�HYDOXDWLRQ�DVVXUDQFH��)HGHUDO�&ULWHULD��
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assurance level:� ,Q� HYDOXDWLRQ� FULWHULD�� D� VSHFLILF� OHYHO� RQ� D�KLHUDUFKLFDO
VFDOH� UHSUHVHQWLQJ� VXFFHVVLYHO\� LQFUHDVHG� FRQILGHQFH� WKDW� D� WDUJHW� RI
HYDOXDWLRQ�DGHTXDWHO\�IXOILOOV�WKH�VHFXULW\�UHTXLUHPHQWV�

assurance profile:�$Q�DVVXUDQFH�UHTXLUHPHQW�IRU�D�72(��WDUJHW�RI�HYDOXD�
WLRQ��ZKHUHE\�GLIIHUHQW�OHYHOV�RI�FRQILGHQFH�DUH�UHTXLUHG�LQ�GLIIHUHQW�VHFX�
ULW\�HQIRUFLQJ�IXQFWLRQV�

attack:�7KH�DFW�RI�WU\LQJ�WR�E\SDVV�VHFXULW\�FRQWUROV�RQ�D�V\VWHP��$Q�DW�
WDFN�PD\�EH�DFWLYH��UHVXOWLQJ�LQ�WKH�DOWHUDWLRQ�RI�GDWD��RU�SDVVLYH��UHVXOW�
LQJ�LQ�WKH�UHOHDVH�RI�GDWD��1RWH��7KH�IDFW�WKDW�DQ�DWWDFN�LV�PDGH�GRHV�QRW
QHFHVVDULO\�PHDQ�WKDW�LW�ZLOO�VXFFHHG��7KH�GHJUHH�RI�VXFFHVV�GHSHQGV�RQ
WKH�YXOQHUDELOLW\�RI�WKH�V\VWHP�RU�DFWLYLW\�DQG�WKH�HIIHFWLYHQHVV�RI�H[LVWLQJ
FRXQWHUPHDVXUHV�

audit:� ,QGHSHQGHQW� UHYLHZ� DQG� H[DPLQDWLRQ� RI� UHFRUGV� DQG� DFWLYLWLHV� WR
GHWHUPLQH�FRPSOLDQFH�ZLWK�HVWDEOLVKHG�XVDJH�SROLFLHV�DQG�WR�GHWHFW�SRV�
VLEOH�LQDGHTXDFLHV�LQ�SURGXFW�WHFKQLFDO�VHFXULW\�SROLFLHV�RI�WKHLU�HQIRUFH�
PHQW�

audit trail:� ����$�VHW�RI�UHFRUGV�WKDW�FROOHFWLYHO\�SURYLGH�GRFXPHQWDU\�HYL�
GHQFH�RI�SURFHVVLQJ�XVHG�WR�DLG�LQ�WUDFLQJ�IURP�RULJLQDO�WUDQVDFWLRQV�IRU�
ZDUG�WR�UHODWHG�UHFRUGV�DQG�UHSRUWV��DQG�RU�EDFNZDUG�IURP�UHFRUGV�DQG
UHSRUWV� WR� WKHLU�FRPSRQHQW�VRXUFH� WUDQVDFWLRQV�� ����$�FKURQRORJLFDO� UHF�
RUG� RI� V\VWHP� DFWLYLWLHV� WKDW� LV� VXIILFLHQW� WR� HQDEOH� WKH� UHFRQVWUXFWLRQ�
UHYLHZLQJ��DQG�H[DPLQDWLRQ�RI�WKH�VHTXHQFH�RI�HQYLURQPHQWV�DQG�DFWLYL�
WLHV�VXUURXQGLQJ�RU�OHDGLQJ�WR�DQ�RSHUDWLRQ��D�SURFHGXUH��RU�DQ�HYHQW�LQ�D
WUDQVDFWLRQ�IURP�LWV�LQFHSWLRQ�WR�ILQDO�UHVXOWV������,QIRUPDWLRQ�FROOHFWHG�RU
XVHG�WR�IDFLOLWDWH�D�VHFXULW\�DXGLW��1RWH��$XGLW�WUDLO�PD\�DSSO\�WR�LQIRUPD�
WLRQ�LQ�DQ� ,7� �LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�RU�DQ�$,6� �DXWRPDWHG� LQ�
IRUPDWLRQ� V\VWHP�� RU� WR� WKH� WUDQVIHU� RI� &206(&� �FRPPXQLFDWLRQV
VHFXULW\��PDWHULDO�

authenticate:�����7R�YHULI\�WKH�LGHQWLW\�RI�D�XVHU��XVHU�GHYLFH��RU�RWKHU�HQ�
WLW\��RU�WKH�LQWHJULW\�RI�GDWD�VWRUHG��WUDQVPLWWHG��RU�RWKHUZLVH�H[SRVHG�WR
XQDXWKRUL]HG�PRGLILFDWLRQ�LQ�DQ�,7� �LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�� ���
7R�YHULI\�WKH�YDOLGLW\�RI�D�FODLPHG�LGHQWLW\�RI�D�XVHU��GHYLFH��RU�RWKHU�HQWLW\
LQ� D� FRPSXWHU� V\VWHP�� RIWHQ� DV� D� SUHUHTXLVLWH� WR� DOORZLQJ� DFFHVV� WR� UH�
VRXUFHV� LQ� D� V\VWHP�� ���� 7R� YHULI\� WKH� LQWHJULW\� RI� GDWD� WKDW� KDYH� EHHQ
VWRUHG��WUDQVPLWWHG��RU�RWKHUZLVH�H[SRVHG�WR�SRVVLEOH�XQDXWKRUL]HG�PRGL�
ILFDWLRQ�

authentication:� ���� 7R� HVWDEOLVK� WKH� YDOLGLW\� RI� D� FODLPHG� LGHQWLW\�� ���� 7R
SURYLGH� SURWHFWLRQ� DJDLQVW� IUDXGXOHQW� WUDQVDFWLRQV� E\� HVWDEOLVKLQJ� WKH
YDOLGLW\�RI�D�PHVVDJH��VWDWLRQ��LQGLYLGXDO��RU�RULJLQDWRU������0HDQV�RI�YHUL�
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I\LQJ� DQ� HQWLW\·V� �IRU� H[DPSOH�� LQGLYLGXDO� XVHU·V��PDFKLQH·V�� RU� VRIWZDUH
FRPSRQHQW·V��HOLJLELOLW\�WR�UHFHLYH�VSHFLILF�FDWHJRULHV�RI�LQIRUPDWLRQ�

authenticator:�7KH�PHDQV�XVHG�WR�FRQILUP�WKH�LGHQWLW\�RU�WR�YHULI\�WKH�HOL�
JLELOLW\�RI�D�VWDWLRQ��RULJLQDWRU��RU�LQGLYLGXDO�

authorization:�$FFHVV�ULJKWV�JUDQWHG�WR�D�XVHU��SURJUDP��RU�SURFHVV�

authorized:�(QWLWOHG�WR�D�VSHFLILF�PRGH�RI�DFFHVV�

automated data processing (ADP) security:� 6\QRQ\PRXV� ZLWK� automated
information systems security�

automated data processing (ADP) system:� $Q� DVVHPEO\� RI� FRPSXWHU
KDUGZDUH��ILUPZDUH��DQG�VRIWZDUH�FRQILJXUHG�IRU�WKH�SXUSRVH�RI�FODVVLI\�
LQJ�� VRUWLQJ�� FDOFXODWLQJ�� FRPSXWLQJ�� VXPPDUL]LQJ�� WUDQVPLWWLQJ� DQG� UH�
FHLYLQJ�� VWRULQJ�� DQG� UHWULHYLQJ� GDWD�� ZLWK� D� PLQLPXP� RI� KXPDQ
LQWHUYHQWLRQ�

automated information system (AIS):�����$Q\�HTXLSPHQW�RU�LQWHUFRQQHFWHG
V\VWHPV�RU�VXEV\VWHPV�RI�HTXLSPHQW�WKDW�DUH�XVHG�LQ�WKH�DXWRPDWLF�DF�
TXLVLWLRQ�� VWRUDJH�� PDQLSXODWLRQ�� PDQDJHPHQW�� PRYHPHQW�� FRQWURO�� GLV�
SOD\�� VZLWFKLQJ�� LQWHUFKDQJH�� WUDQVPLVVLRQ�� RU� UHFHSWLRQ� RI� GDWD� DQG
LQFOXGH�FRPSXWHU�VRIWZDUH�� ILUPZDUH��DQG�KDUGZDUH�� ����$Q�DVVHPEO\�RI
FRPSXWHU� KDUGZDUH�� VRIWZDUH�� DQG�RU� DXWRPDWHG� LQIRUPDWLRQ� V\VWHP
�$,6��ILUPZDUH�FRQILJXUHG�WR�FROOHFW��FUHDWH��FRPPXQLFDWH��FRPSXWH��GLV�
VHPLQDWH�� SURFHVV�� VWRUH�� DQG�RU� FRQWURO� GDWD� RU� LQIRUPDWLRQ�� 1RWH�� ,Q�
FOXGHG� DUH� FRPSXWHUV�� ZRUG� SURFHVVLQJ� V\VWHPV�� QHWZRUNV� RU� RWKHU
HOHFWURQLF�LQIRUPDWLRQ�KDQGOLQJ�V\VWHPV��DQG�DVVRFLDWHG�HTXLSPHQW�

automated information systems (AIS) security:�0HDVXUHV�DQG�FRQWUROV�WKDW
SURWHFW�DQ�$,6�DJDLQVW�GHQLDO�RI�VHUYLFH�DQG�XQDXWKRUL]HG��DFFLGHQWDO�RU
LQWHQWLRQDO��GLVFORVXUH��PRGLILFDWLRQ��RU�GHVWUXFWLRQ�RI�$,6V�DQG�GDWD��$,6
VHFXULW\� LQFOXGHV� FRQVLGHUDWLRQ� RI� DOO� KDUGZDUH� DQG�RU� VRIWZDUH� IXQF�
WLRQV��FKDUDFWHULVWLFV��DQG�RU�IHDWXUHV��RSHUDWLRQDO�SURFHGXUHV��DFFRXQW�
DELOLW\�SURFHGXUHV��DQG�DFFHVV�FRQWUROV�DW� WKH�FHQWUDO� FRPSXWHU�� UHPRWH
FRPSXWHU�� DQG� WHUPLQDO� IDFLOLWLHV�� PDQDJHPHQW� FRQVWUDLQWV�� SK\VLFDO
VWUXFWXUHV� DQG� GHYLFHV�� DQG� SHUVRQQHO� DQG� FRPPXQLFDWLRQ� FRQWUROV
QHHGHG�WR�SURYLGH�DQ�DFFHSWDEOH�OHYHO�RI�ULVN�IRU�WKH�$,6�DQG�IRU�WKH�GDWD
DQG�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�$,6��,W�LQFOXGHV�WKH�WRWDOLW\�RI�VHFXULW\
VDIHJXDUGV� QHHGHG� WR� SURYLGH� DQ� DFFHSWDEOH� SURWHFWLRQ� OHYHO� IRU� DQ� $,6
DQG�IRU�GDWD�KDQGOHG�E\�DQ�$,6�

automated security monitoring:� 7KH�XVH�RI� DXWRPDWHG�SURFHGXUHV� WR� HQ�
VXUH�WKDW�VHFXULW\�FRQWUROV�DUH�QRW�FLUFXPYHQWHG�
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availability:� ����7KH�DELOLW\� WR�DFFHVV�D�VSHFLILF�UHVRXUFH�ZLWKLQ�D�VSHFLILF
WLPH� IUDPH� DV� GHILQHG� ZLWKLQ� WKH� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW
VSHFLILFDWLRQ������7KH�DELOLW\�WR�XVH�RU�DFFHVV�REMHFWV�DQG�UHVRXUFHV�DV�UH�
TXLUHG��7KH�SURSHUW\�UHODWHV�WR�WKH�FRQFHUQ�WKDW�LQIRUPDWLRQ�REMHFWV�DQG
RWKHU�V\VWHP�UHVRXUFHV�DUH�DFFHVVLEOH�ZKHQ�QHHGHG�DQG�ZLWKRXW�XQGXH
GHOD\������7KH�SUHYHQWLRQ�RI�WKH�XQDXWKRUL]HG�ZLWKKROGLQJ�RI�LQIRUPDWLRQ
RU�UHVRXUFHV�

%
back door:�6\QRQ\PRXV�ZLWK�trap door�

backup plan:�6\QRQ\PRXV�ZLWK�contingency plan�

bandwidth:� ���� $� FKDUDFWHULVWLF� RI� D� FRPPXQLFDWLRQ� FKDQQHO� WKDW� LV� WKH
DPRXQW�RI�LQIRUPDWLRQ�WKDW�FDQ�EH�SDVVHG�WKURXJK�LW�LQ�D�JLYHQ�DPRXQW
RI�WLPH��XVXDOO\�H[SUHVVHG�LQ�ELWV�SHU�VHFRQG������5DWH�DW�ZKLFK�LQIRUPD�
WLRQ�LV�WUDQVPLWWHG�WKURXJK�D�FKDQQHO���6HH�channel capacity���1RWH��%DQG�
ZLGWK�ZDV�RULJLQDOO\�D�WHUP�XVHG�LQ�DQDORJ�FRPPXQLFDWLRQ��PHDVXUHG�LQ
KHUW]�� DQG� UHODWHG� WR� WKH� LQIRUPDWLRQ� UDWH� E\� WKH� ´VDPSOLQJ� WKHRUHPµ
�JHQHUDOO\� DWWULEXWHG� WR� +�� 1\TXLVW�� DOWKRXJK� WKH� WKHRUHP� ZDV� LQ� IDFW
NQRZQ�EHIRUH�1\TXLVW�XVHG�LW� LQ�FRPPXQLFDWLRQ�WKHRU\���1\TXLVW·V�VDP�
SOLQJ�WKHRUHP�VD\V�WKDW�WKH�LQIRUPDWLRQ�UDWH�LQ�ELWV��VDPSOHV��SHU�VHFRQG
LV�DW�PRVW�WZLFH�WKH�EDQGZLGWK�LQ�KHUW]�RI�DQ�DQDORJ�VLJQDO�FUHDWHG�IURP�D
VTXDUH�ZDYH��,Q�D�FRYHUW�FKDQQHO�FRQWH[W��´EDQGZLGWKµ�LV�JLYHQ�LQ�ELWV�SHU
VHFRQG�UDWKHU�WKDQ�KHUW]�DQG�LV�FRPPRQO\�XVHG��LQ�D�QRQVWDQGDUG�XVH�RI
WHUPLQRORJ\��DV�D�V\QRQ\P�IRU�LQIRUPDWLRQ�UDWH�

basic component:�$�FRPSRQHQW� WKDW� LV� LGHQWLILDEOH�DW� WKH� ORZHVW�KLHUDU�
FKLFDO�OHYHO�RI�D�VSHFLILFDWLRQ�SURGXFHG�GXULQJ�GHWDLOHG�GHVLJQ�

Bell-LaPadula model:� ����$�IRUPDO�VWDWH�WUDQVLWLRQ�PRGHO�RI�FRPSXWHU�VH�
FXULW\�SROLF\� WKDW�GHVFULEHV�D� VHW� RI� DFFHVV� FRQWURO� UXOHV�� ,Q� WKLV� IRUPDO
PRGHO��WKH�HQWLWLHV�LQ�D�FRPSXWHU�V\VWHP�DUH�GLYLGHG�LQWR�DEVWUDFW�VHWV�RI
VXEMHFWV� DQG� REMHFWV�� 7KH� QRWLRQ� RI� D� VHFXUH� VWDWH� LV� GHILQHG�� DQG� LW� LV
SURYHQ�WKDW�HDFK�VWDWH� WUDQVLWLRQ�SUHVHUYHV�VHFXULW\�E\�PRYLQJ� IURP�VH�
FXUH�VWDWH�WR�VHFXUH�VWDWH��WKHUHE\�LQGXFWLYHO\�SURYLQJ�WKDW�WKH�V\VWHP�LV
VHFXUH��$�V\VWHP�VWDWH�LV�GHILQHG�WR�EH�´VHFXUHµ�LI�WKH�RQO\�SHUPLWWHG�DF�
FHVV�PRGHV�RI�VXEMHFWV�WR�REMHFWV�DUH�LQ�DFFRUGDQFH�ZLWK�D�VSHFLILF�VHFX�
ULW\�SROLF\��7R�GHWHUPLQH�ZKHWKHU�D�VSHFLILF�DFFHVV�PRGH� LV�DOORZHG�� WKH
FOHDUDQFH�RI� D� VXEMHFW� LV� FRPSDUHG�ZLWK� WKH� FODVVLILFDWLRQ�RI� WKH� REMHFW�
DQG�D�GHWHUPLQDWLRQ�LV�PDGH�DV�WR�ZKHWKHU�WKH�VXEMHFW�LV�DXWKRUL]HG�IRU
WKH� VSHFLILF� DFFHVV� PRGH�� 7KH� FOHDUDQFH�FODVVLILFDWLRQV� VFKHPH� LV� H[�
SUHVVHG� LQ�WHUPV�RI�D� ODWWLFH�� �6HH� *-property� (star property)��simple security
property,�DQG�lattice�������$�IRUPDO�VWDWH�WUDQVLWLRQ�PRGHO�RI�D�WHFKQLFDO�VH�
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FXULW\�SROLF\�IRU�DQ�$,6��DXWRPDWHG�LQIRUPDWLRQ�V\VWHP��WKDW�SUHVHQWV���D�
DFFHVV�FRQVWUDLQWV��LQFOXGLQJ�LQLWLDO�VWDWH�FRQVWUDLQWV�DQG�YDULDQWV�RU�WKH
VLPSOH�VHFXULW\�DQG�VWDU�SURSHUWLHV��� �E��DOORZHG�VWDWH� WUDQVLWLRQV� �FDOOHG
´UXOHV� RI� RSHUDWLRQµ��� DQG� �F�� D� SURRI� WKDW� WKH� DOORZHG� VWDWH� WUDQVLWLRQV
JXDUDQWHH�VDWLVIDFWLRQ�RI�WKH�FRQVWUDLQWV�

benign environment:� $� QRQKRVWLOH� HQYLURQPHQW� WKDW� PD\� EH� SURWHFWHG
IURP� H[WHUQDO� KRVWLOH� HOHPHQWV� E\� SK\VLFDO�� SHUVRQQHO�� DQG� SURFHGXUDO
VHFXULW\�FRXQWHUPHDVXUHV�

between-the-lines entry:� 8QDXWKRUL]HG� DFFHVV� REWDLQHG� E\� WDSSLQJ� WKH
WHPSRUDULO\�LQDFWLYH�WHUPLQDO�RI�D�OHJLWLPDWH�XVHU���6HH�piggyback��

beyond A1:� $� OHYHO� RI� WUXVW� GHILQHG�E\� WKH�86�'R'� �'HSDUWPHQW� RI�'H�
IHQVH��7UXVWHG�&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD��7&6(&��WKDW�LV�EH�
\RQG� WKH� VWDWH�RI�WKH�DUW� WHFKQRORJ\� DYDLODEOH� DW� WKH� WLPH� WKH� FULWHULD
ZHUH�GHYHORSHG��,W�LQFOXGHV�DOO�WKH�$��OHYHO�IHDWXUHV�SOXV�DGGLWLRQDO�RQHV
QRW�UHTXLUHG�DW�WKH�$��OHYHO�

binding of security functionality:� 7KH� DELOLW\� RI� VHFXULW\�HQIRUFLQJ� IXQF�
WLRQV�DQG�PHFKDQLVPV� WR�ZRUN� WRJHWKHU� LQ�D�ZD\� WKDW� LV�PXWXDOO\�VXS�
SRUWLYH�DQG�SURYLGHV�DQ�LQWHJUDWHG�DQG�HIIHFWLYH�ZKROH�

bit:�6KRUW�IRU�ELQDU\�GLJLW�³���RU����.H\V�DUH�VWULQJV�RI�ELWV�

browsing:� 7KH�DFW� RI� VHDUFKLQJ� WKURXJK�VWRUDJH� WR� ORFDWH� RU� DFTXLUH� LQ�
IRUPDWLRQ�ZLWKRXW�QHFHVVDULO\�NQRZLQJ�RI� WKH�H[LVWHQFH�RU� WKH� IRUPDW�RI
WKH�LQIRUPDWLRQ�EHLQJ�VRXJKW�

&
call back:�$�SURFHGXUH� IRU� LGHQWLI\LQJ�D� UHPRWH� WHUPLQDO�� ,Q�D� FDOO� EDFN�
WKH� KRVW� V\VWHP� GLVFRQQHFWV� WKH� FDOOHU� DQG� WKHQ� GLDOV� WKH� DXWKRUL]HG
WHOHSKRQH�QXPEHU�RI� WKH� UHPRWH� WHUPLQDO� WR� UHHVWDEOLVK� WKH�FRQQHFWLRQ�
�6\QRQ\PRXV�ZLWK�dial back��

Canadian Trusted Computer Product Evaluation Criteria (CTCPEC):�&DQD�
GLDQ�VHFXUH�SURGXFWV�FULWHULD�

candidate TCB (trusted computing base) subset:�7KH� LGHQWLILFDWLRQ�RI� WKH
KDUGZDUH��ILUPZDUH��DQG�VRIWZDUH�WKDW�PDNH�XS�WKH�SURSRVHG�7&%�VXE�
VHW��DORQJ�ZLWK�WKH�LGHQWLILFDWLRQ�RI�LWV�VXEMHFWV�DQG�REMHFWV�³�RQH�RI�WKH
FRQGLWLRQV�IRU�HYDOXDWLRQ�E\�SDUWV�
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capability:�$�SURWHFWHG�LGHQWLILHU�WKDW�ERWK�LGHQWLILHV�WKH�REMHFW�DQG�VSHFL�
ILHV�WKH�DFFHVV�ULJKWV�WR�EH�DOORZHG�WR�WKH�DFFHVVRU�ZKR�SRVVHVVHV�WKH�FD�
SDELOLW\��,Q�D�FDSDELOLW\�EDVHG�V\VWHP��DFFHVV�WR�SURWHFWHG�REMHFWV�VXFK�DV
ILOHV� LV� JUDQWHG� LI� WKH� ZRXOG�EH� DFFHVVRU� SRVVHVVHV� D� FDSDELOLW\� IRU� WKH
REMHFW�

category:�����$�JURXSLQJ�RI�REMHFWV�WR�ZKLFK�D�QRQKLHUDUFKLFDO�UHVWULFWLYH
ODEHO� LV� DSSOLHG� �IRU� H[DPSOH�� SURSULHWDU\�� FRPSDUWPHQWHG� LQIRUPDWLRQ��
6XEMHFWV�PXVW�EH�SULYLOHJHG�WR�DFFHVV�D�FDWHJRU\������5HVWULFWLYH�ODEHO�WKDW
KDV� EHHQ� DSSOLHG� WR� ERWK� FODVVLILHG� DQG� XQFODVVLILHG� GDWD�� WKHUHE\� LQ�
FUHDVLQJ�WKH�UHTXLUHPHQW�IRU�SURWHFWLRQ�RI��DQG�UHVWULFWLQJ�WKH�DFFHVV�WR�
WKH� GDWD�� 1RWH�� ([DPSOHV� LQFOXGH� VHQVLWLYH� FRPSDUWPHQWHG� LQIRUPDWLRQ
DQG�SURSULHWDU\� LQIRUPDWLRQ�� ,QGLYLGXDOV�DUH�JUDQWHG�DFFHVV�WR�D�VSHFLDO
FDWHJRU\�RI�LQIRUPDWLRQ�RQO\�DIWHU�EHLQJ�JUDQWHG�IRUPDO�DFFHVV�DXWKRUL]D�
WLRQ�

cellular transmission:�'DWD�WUDQVPLVVLRQ�YLD�LQWHUFKDQJHDEOH�ZLUHOHVV��UD�
GLR�� FRPPXQLFDWLRQV� LQ� D� QHWZRUN� RI� QXPHURXV� VPDOO� JHRJUDSKLF� FHOOV�
0RVW�FXUUHQW�WHFKQRORJ\�LV�DQDORJ�³�UHSUHVHQWHG�DV�HOHFWULFDO�OHYHOV��QRW
ELWV��+RZHYHU��WKH�WUHQG�LV�WRZDUG�GLJLWDO�FHOOXODU�GDWD�WUDQVPLVVLRQ�

certification:�����&RPSUHKHQVLYH�HYDOXDWLRQ�RI�WKH�WHFKQLFDO�DQG�QRQWHFK�
QLFDO� VHFXULW\� IHDWXUHV� RI� DQ� $,6� �DXWRPDWHG� LQIRUPDWLRQ� V\VWHP�� DQG
RWKHU�VDIHJXDUGV��PDGH�LQ�VXSSRUW�RI�WKH�DSSURYDO�DFFUHGLWDWLRQ�SURFHVV�
WR�HVWDEOLVK�WKH�H[WHQW�WR�ZKLFK�D�SDUWLFXODU�GHVLJQ�DQG�LPSOHPHQWDWLRQ
PHHW� D� VHW� RI� VSHFLILHG� VHFXULW\� UHTXLUHPHQWV�� 1RWH�� 7KHUH� UHPDLQ� WZR
RWKHU�GHILQLWLRQV�LQ�DFWLYH�FRPPRQ�XVDJH�WKDW�GLIIHU�DFFRUGLQJ�WR�FLUFXP�
VWDQFHV���6HH�IT (information technology) security certification�DQG�site certifica-
tion��� ���� 7KH� LVVXH� RI� D� IRUPDO� VWDWHPHQW� FRQILUPLQJ� WKH� UHVXOWV� RI� DQ
HYDOXDWLRQ��DQG�WKDW� WKH�HYDOXDWLRQ�FULWHULD�XVHG�ZHUH�FRUUHFWO\�DSSOLHG�
6\QRQ\P�IRU�IT (information technology) security certification�

certification body:� $Q� LQGHSHQGHQW� DQG� LPSDUWLDO� QDWLRQDO� RUJDQL]DWLRQ
WKDW�SHUIRUPV�FHUWLILFDWLRQ��$OVR�UHIHUUHG�WR�DV�DQ�evaluation body RU entity�

channel:�$Q�LQIRUPDWLRQ�WUDQVIHU�SDWK�ZLWKLQ�D�V\VWHP�³�PD\�DOVR�UHIHU
WR�WKH�PHFKDQLVP�E\�ZKLFK�WKH�SDWK�LV�HIIHFWHG�

channel capacity:�0D[LPXP�SRVVLEOH�HUURU�IUHH�UDWH��PHDVXUHG�LQ�ELWV�SHU
VHFRQG��DW�ZKLFK�LQIRUPDWLRQ�FDQ�EH�VHQW�DORQJ�D�FRPPXQLFDWLRQV�SDWK�

cleartext:� ,QWHOOLJLEOH� GDWD�� WKH� VHPDQWLF� FRQWHQW� RI� ZKLFK� LV� DYDLODEOH�
$OVR�UHIHUUHG�WR�DV�plaintext�
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closed security environment:� $Q� HQYLURQPHQW� LQ� ZKLFK� ERWK� RI� WKH� IRO�
ORZLQJ� FRQGLWLRQV�KROG� WUXH�� ���� $SSOLFDWLRQ�GHYHORSHUV� �LQFOXGLQJ�PDLQ�
WDLQHUV�� KDYH� VXIILFLHQW� FOHDUDQFHV� DQG� DXWKRUL]DWLRQV� WR� SURYLGH� DQ
DFFHSWDEOH� SUHVXPSWLRQ� WKDW� WKH\� KDYH� QRW� LQWURGXFHG� PDOLFLRXV� ORJLF
DQG� ����FRQILJXUDWLRQ�FRQWURO�SURYLGHV�VXIILFLHQW�DVVXUDQFH� WKDW�DSSOLFD�
WLRQV�DQG�WKH�HTXLSPHQW�DUH�SURWHFWHG�DJDLQVW� WKH� LQWURGXFWLRQ�RI�PDOL�
FLRXV�ORJLF�SULRU�WR�DQG�GXULQJ�WKH�RSHUDWLRQ�RI�V\VWHP�DSSOLFDWLRQV�

closed user group:� $� FORVHG� XVHU� JURXS� SHUPLWV� XVHUV� EHORQJLQJ� WR� D
JURXS� WR� FRPPXQLFDWH�ZLWK� HDFK� RWKHU�� EXW� SUHFOXGHV� FRPPXQLFDWLRQV
ZLWK�RWKHU�XVHUV�ZKR�DUH�QRW�PHPEHUV�RI�WKH�JURXS�

Common Criteria for Information Technology Security (CC):�(YROYLQJ�LQWHU�
QDWLRQDO�VHFXULW\�HYDOXDWLRQ�FULWHULD�EHLQJ�GHYHORSHG�E\�WKH�86��&DQDGD�
WKH�8.��*HUPDQ\��DQG�)UDQFH�

communication channel:�7KH�SK\VLFDO�PHGLD�DQG�GHYLFHV�WKDW�SURYLGH�WKH
PHDQV�IRU�WUDQVPLWWLQJ�LQIRUPDWLRQ�IURP�RQH�FRPSRQHQW�RI�D�QHWZRUN�WR
�RQH�RU�PRUH��RWKHU�FRPSRQHQWV�

communication link:� 7KH� SK\VLFDO� PHDQV� RI� FRQQHFWLQJ� RQH� ORFDWLRQ� WR
DQRWKHU�IRU�WKH�SXUSRVH�RI�WUDQVPLWWLQJ�DQG�RU�UHFHLYLQJ�GDWD�

communications security� (COMSEC):�0HDVXUHV� WDNHQ� WR�GHQ\�XQDXWKRU�
L]HG� SHUVRQV� LQIRUPDWLRQ� GHULYHG� IURP� WHOHFRPPXQLFDWLRQV� RI� DQ� HQWLW\
FRQFHUQLQJ� QDWLRQDO� RU� RUJDQL]DWLRQDO� VHFXULW\�� DQG� WR� HQVXUH� WKH
DXWKHQWLFLW\� RI� VXFK� WHOHFRPPXQLFDWLRQV�� &RPPXQLFDWLRQV� VHFXULW\� LQ�
FOXGHV� FU\SWRVHFXULW\�� WUDQVPLVVLRQ� VHFXULW\�� HPLVVLRQ� VHFXULW\�� DQG
SK\VLFDO�VHFXULW\�RI�FRPPXQLFDWLRQV�VHFXULW\�PDWHULDO�DQG�LQIRUPDWLRQ�

compartment:�����$�GHVLJQDWLRQ�DSSOLHG�WR�D�W\SH�RI�VHQVLWLYH�LQIRUPDWLRQ�
LQGLFDWLQJ�WKH�VSHFLDO�KDQGOLQJ�SURFHGXUHV�WR�EH�XVHG�IRU�WKH�LQIRUPDWLRQ
DQG�WKH�JHQHUDO�FODVV�RI�SHRSOH�ZKR�PD\�KDYH�DFFHVV�WR�WKH�LQIRUPDWLRQ�
,W� FDQ� UHIHU� WR� WKH� GHVLJQDWLRQ� RI� LQIRUPDWLRQ�EHORQJLQJ� WR� RQH� RU�PRUH
FDWHJRULHV�� ���� $� FODVV� RI� LQIRUPDWLRQ� LQ� WKH� 86� JRYHUQPHQW� WKDW� KDV
QHHG�WR�NQRZ�DFFHVV�FRQWUROV�EH\RQG�WKRVH�QRUPDOO\�SURYLGHG�IRU�DFFHVV
WR�&RQILGHQWLDO��6HFUHW��RU�7RS�6HFUHW�LQIRUPDWLRQ�

compartmented mode or compartmented security mode:�6HH�modes of op-
eration�

component:� ����$�GHYLFH� RU� VHW� RI� GHYLFHV� FRQVLVWLQJ� RI� KDUGZDUH�� DORQJ
ZLWK�LWV�ILUPZDUH�DQG�RU�VRIWZDUH��WKDW�SHUIRUPV�D�VSHFLILF�IXQFWLRQ�RQ�D
FRPSXWHU�FRPPXQLFDWLRQV�QHWZRUN��$�FRPSRQHQW� LV�D�SDUW�RI�WKH� ODUJHU
V\VWHP� DQG� PD\� LWVHOI� FRQVLVW� RI� RWKHU� FRPSRQHQWV�� ([DPSOHV� LQFOXGH
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PRGHPV�� WHOHFRPPXQLFDWLRQV� FRQWUROOHUV�� PHVVDJH� VZLWFKHV�� WHFKQLFDO
FRQWURO�GHYLFHV��KRVW�FRPSXWHUV��JDWHZD\V��FRPPXQLFDWLRQV�VXEQHWV��DQG
VR�RQ������$Q�LGHQWLILDEOH�DQG�VHOI�FRQWDLQHG�SRUWLRQ�RI�D�WDUJHW�RI�HYDOXD�
WLRQ�ZKLFK�LV�VXEMHFWHG�WR�VHFXULW\�HYDOXDWLRQ������$Q�RUJDQL]DWLRQ�WKDW�LV
SDUW�RI�D�ODUJHU�RUJDQL]DWLRQ��IRU�H[DPSOH��D�86�'HIHQVH�&RPSRQHQW������$
UHTXLUHPHQW� WKDW� LV� SDUW� RI� D� ODUJHU� VHW� RI� UHTXLUHPHQWV� WKDW� PD\� EH
FDOOHG� D� SDFNDJH�� )RU� H[DPSOH�� SURWHFWLRQ� SURILOHV� DUH� DVVHPEOHG� IURP
FRPSRQHQWV�� *URXSV� RI� FRPSRQHQWV� FDQ� EH� DVVHPEOHG� LQWR� SUHGHILQHG
SDFNDJHV�

component reference monitor:�$Q�DFFHVV�FRQWURO�FRQFHSW�WKDW�UHIHUV�WR�DQ
DEVWUDFW�PDFKLQH�WKDW�PHGLDWHV�DOO�DFFHVV�WR�REMHFWV�ZLWKLQ�D�FRPSRQHQW
E\�VXEMHFWV�ZLWKLQ�WKH�FRPSRQHQW�

compromise:�$�YLRODWLRQ�RI� WKH�VHFXULW\�V\VWHP�VXFK� WKDW�DQ�XQDXWKRU�
L]HG�GLVFORVXUH�RI�VHQVLWLYH�LQIRUPDWLRQ�PD\�KDYH�RFFXUUHG�

compromising emanations:� 8QLQWHQWLRQDO� GDWD�UHODWHG� RU� LQWHOOLJHQFH�
EHDULQJ�VLJQDOV�WKDW��LI�LQWHUFHSWHG�DQG�DQDO\]HG��GLVFORVH�WKH�LQIRUPDWLRQ
WUDQVPLVVLRQ�UHFHLYHG��KDQGOHG��RU�RWKHUZLVH�SURFHVVHG�E\�DQ\� LQIRUPD�
WLRQ�SURFHVVLQJ�HTXLSPHQW���6HH�TEMPEST��

computer abuse:� 7KH� PLVXVH�� DOWHUDWLRQ�� GLVUXSWLRQ�� RU� GHVWUXFWLRQ� RI
GDWD� SURFHVVLQJ� UHVRXUFHV�� 7KH� NH\� DVSHFW� LV� WKDW� LW� LV� LQWHQWLRQDO� DQG
LPSURSHU�

computer architecture:�7KH�VHW�RI�OD\HUV�DQG�SURWRFROV��LQFOXGLQJ�IRUPDWV
DQG� VWDQGDUGV� WKDW� GLIIHUHQW� KDUGZDUH�VRIWZDUH� PXVW� FRPSO\� ZLWK� WR
DFKLHYH�VWDWHG�REMHFWLYHV��ZKLFK�GHILQH�D�FRPSXWHU�V\VWHP��&RPSXWHU�DU�
FKLWHFWXUH�IHDWXUHV�FDQ�EH�DYDLODEOH�WR�DSSOLFDWLRQ�SURJUDPV�DQG�V\VWHP
SURJUDPPHUV�LQ�VHYHUDO�PRGHV��LQFOXGLQJ�D�SURWHFWHG�PRGH��)RU�H[DPSOH�
WKH�V\VWHP�OHYHO�IHDWXUHV�RI�FRPSXWHU�DUFKLWHFWXUH�PD\�LQFOXGH������PHP�
RU\� PDQDJHPHQW�� ���� SURWHFWLRQ�� ���� PXOWLWDVNLQJ�� ���� LQSXW�RXWSXW�� ���
H[FHSWLRQV� DQG� PXOWLSURFHVVLQJ�� ���� LQLWLDOL]DWLRQ�� ���� FRSURFHVVLQJ� DQG
PXOWLSURFHVVLQJ������GHEXJJLQJ��DQG�����FDFKH�PDQDJHPHQW�

computer cryptography:�7KH�XVH�RI�D�FU\SWRDOJRULWKP�LQ�D�FRPSXWHU��PL�
FURSURFHVVRU�� RU�PLFURFRPSXWHU� WR� SHUIRUP� HQFU\SWLRQ� RU� GHFU\SWLRQ� LQ
RUGHU� WR�SURWHFW� LQIRUPDWLRQ�RU� WR�DXWKHQWLFDWH�XVHUV�� VRXUFHV�� RU� LQIRU�
PDWLRQ�

computer fraud:� &RPSXWHU�UHODWHG� FULPHV� LQYROYLQJ� GHOLEHUDWH�PLVUHSUH�
VHQWDWLRQ��DOWHUDWLRQ��RU�GLVFORVXUH�RI�GDWD� WR�REWDLQ� VRPHWKLQJ�RI� YDOXH
�XVXDOO\�IRU�PRQHWDU\�JDLQ���$�FRPSXWHU�V\VWHP�PXVW�KDYH�EHHQ�LQYROYHG
LQ� WKH�SHUSHWUDWLRQ�RU�FRYHU�XS�RI� WKH�DFW� RU� VHULHV� RI� DFWV��$� FRPSXWHU
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V\VWHP�PLJKW�KDYH�EHHQ� LQYROYHG� WKURXJK� LPSURSHU�PDQLSXODWLRQ�RI� LQ�
SXW�GDWD��RXWSXW�RU�UHVXOWV��DSSOLFDWLRQV�SURJUDPV��GDWD� ILOHV�� FRPSXWHU
RSHUDWLRQV��FRPPXQLFDWLRQV��RU�FRPSXWHU�KDUGZDUH��V\VWHPV�VRIWZDUH��RU
ILUPZDUH�

computer security (COMPUSEC) :�6\QRQ\PRXV�ZLWK�automated information
systems (AIS) security�

computer security subsystem:�$�GHYLFH�GHVLJQHG�WR�SURYLGH� OLPLWHG�FRP�
SXWHU�VHFXULW\�IHDWXUHV�LQ�D�ODUJHU�V\VWHP�HQYLURQPHQW�

Computer Security Technical Vulnerability Reporting Program (CSTVRP):�$
SURJUDP�WKDW� IRFXVHV�RQ� WHFKQLFDO�YXOQHUDELOLWLHV� LQ�FRPPHUFLDOO\�DYDLO�
DEOH�KDUGZDUH��ILUPZDUH��DQG�VRIWZDUH�SURGXFWV�DFTXLUHG�E\�WKH�86�'H�
SDUWPHQW�RI�'HIHQVH��&67953�SURYLGHV�IRU�WKH�UHSRUWLQJ��FDWDORJLQJ��DQG
GLVFUHHW�GLVVHPLQDWLRQ�RI� WHFKQLFDO�YXOQHUDELOLW\�DQG�FRUUHFWLYH�PHDVXUH
LQIRUPDWLRQ�WR�'HIHQVH�&RPSRQHQWV�RQ�D�QHHG�WR�NQRZ�EDVLV�

concealment system:�$�PHWKRG�RI�DFKLHYLQJ�FRQILGHQWLDOLW\�LQ�ZKLFK�VHQ�
VLWLYH�LQIRUPDWLRQ�LV�KLGGHQ�E\�HPEHGGLQJ�LW�LQ�LUUHOHYDQW�GDWD�

confidentiality:�����7KH�DVVXUDQFH�WKDW�LQIRUPDWLRQ�LV�QRW�GLVFORVHG�WR�LQ�
DSSURSULDWH�HQWLWLHV�RU�SURFHVVHV������7KH�SURSHUW\�WKDW�LQIRUPDWLRQ�LV�QRW
PDGH�DYDLODEOH�RU�GLVFORVHG� WR�XQDXWKRUL]HG�HQWLWLHV�� ����7KH�SUHYHQWLRQ
RI�WKH�XQDXWKRUL]HG�GLVFORVXUH�RI�LQIRUPDWLRQ������7KH�FRQFHSW�RI�KROGLQJ
VHQVLWLYH�GDWD� LQ�FRQILGHQFH�� OLPLWHG�WR�DQ�DSSURSULDWH�VHW�RI� LQGLYLGXDOV
RU�RUJDQL]DWLRQV�

configuration:� 6HOHFWLRQ� RI� RQH� RI� WKH� VHWV� RI� SRVVLEOH� FRPELQDWLRQV� RI
IHDWXUHV�RI�D�V\VWHP�RU�WDUJHW�RI�HYDOXDWLRQ�

configuration control:�����$�V\VWHP�RI�FRQWUROV�LPSRVHG�RQ�FKDQJLQJ�FRQ�
WUROOHG�REMHFWV�SURGXFHG�GXULQJ� WKH�GHYHORSPHQW��SURGXFWLRQ�DQG�PDLQ�
WHQDQFH�SURFHVVHV�IRU�D�WDUJHW�RI�HYDOXDWLRQ������0DQDJHPHQW�RI�FKDQJHV
PDGH� WR� D� V\VWHP·V� KDUGZDUH�� VRIWZDUH�� ILUPZDUH�� DQG� GRFXPHQWDWLRQ
WKURXJKRXW� WKH� GHYHORSPHQW� DQG� RSHUDWLRQDO� OLIH� RI� WKH� V\VWHP�� ���� 7KH
SURFHVV�RI�FRQWUROOLQJ�PRGLILFDWLRQV�WR� WKH�V\VWHP·V�KDUGZDUH�� ILUPZDUH�
VRIWZDUH��DQG�GRFXPHQWDWLRQ�WKDW�SURYLGHV�VXIILFLHQW�DVVXUDQFH�WKDW�WKH
V\VWHP� LV� SURWHFWHG� DJDLQVW� WKH� LQWURGXFWLRQ� RI� LPSURSHU� PRGLILFDWLRQV
SULRU�WR��GXULQJ��DQG�DIWHU�V\VWHP�LPSOHPHQWDWLRQ���&RPSDUH�configuration
management��

configuration management:�7KH�PDQDJHPHQW�RI�VHFXULW\�IHDWXUHV�DQG�DV�
VXUDQFHV�WKURXJK�FRQWURO�RI�FKDQJHV�PDGH�WR�D�V\VWHP·V�KDUGZDUH��VRIW�
ZDUH�� ILUPZDUH�� GRFXPHQWDWLRQ�� WHVW�� WHVW� IL[WXUHV�� DQG� WHVW
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GRFXPHQWDWLRQ� WKURXJKRXW� WKH� GHYHORSPHQW� DQG� RSHUDWLRQDO� OLIH� RI� WKH
V\VWHP���&RPSDUH�configuration control��

confinement:�7KH�SUHYHQWLRQ�RI�WKH� OHDNLQJ�RI�VHQVLWLYH�GDWD�IURP�D�SUR�
JUDP�

confinement channel:�6\QRQ\PRXV�ZLWK�covert channel.

confinement property:�6\QRQ\PRXV�ZLWK�*-property (star property)�

connection:� $� OLDLVRQ�� LQ� WKH� VHQVH� RI� D� QHWZRUN� LQWHUUHODWLRQVKLS�� EH�
WZHHQ�WZR�KRVWV�IRU�D�SHULRG�RI�WLPH��7KH�OLDLVRQ�LV�HVWDEOLVKHG��E\�DQ�LQL�
WLDWLQJ�KRVW��IRU�WKH�SXUSRVH�RI�LQIRUPDWLRQ�WUDQVIHU��ZLWK�WKH�DVVRFLDWHG
KRVW���7KH�SHULRG�RI�WLPH�LV�WKH�WLPH�UHTXLUHG�WR�FDUU\�RXW�WKH�LQWHQW�RI�WKH
OLDLVRQ� �IRU� H[DPSOH�� WUDQVIHU� RI� D� ILOH�� D� FKDWWHU� VHVVLRQ�� RU� GHOLYHU\� RI
PDLO���,Q�PDQ\�FDVHV��D�FRQQHFWLRQ��LQ�WKH�VHQVH�RI�WKLV�JORVVDU\��ZLOO�FR�
LQFLGH�ZLWK�D�KRVW�KRVW�FRQQHFWLRQ� �LQ�D�VSHFLDO� WHFKQLFDO�VHQVH�� WKDW� LV
HVWDEOLVKHG� YLD� 7&3� �7UDQVPLVVLRQ� &RQWURO� 3URWRFRO�� RU� DQ� HTXLYDOHQW
SURWRFRO��+RZHYHU��D�FRQQHFWLRQ��OLDLVRQ��FDQ�DOVR�H[LVW�ZKHQ�RQO\�D�SUR�
WRFRO�VXFK�DV�,3��,QWHUQHW�3URWRFRO��LV�LQ�XVH���,3�KDV�QR�FRQFHSW�RI�D�FRQ�
QHFWLRQ� WKDW� SHUVLVWV� IRU� D� SHULRG� RI� WLPH��� +HQFH�� WKH� QRWLRQ� RI
FRQQHFWLRQ�FDQ�EH�LQGHSHQGHQW�RI�WKH�SDUWLFXODU�SURWRFROV�LQ�XVH�GXULQJ�D
OLDLVRQ�RI�WZR�KRVWV�

construction:�7KH�SURFHVV�RI�FUHDWLQJ�D�WDUJHW�RI�HYDOXDWLRQ�

consumers:�,QGLYLGXDOV�RU�JURXSV�UHVSRQVLEOH�IRU�VSHFLI\LQJ�UHTXLUHPHQWV
IRU�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�VHFXULW\��IRU�H[DPSOH��SROLF\�PDN�
HUV� DQG� UHJXODWRU\� RIILFLDOV�� V\VWHP� DUFKLWHFWV�� LQWHJUDWRUV�� DFTXLVLWLRQ
PDQDJHUV��SURGXFW�SXUFKDVHUV��DQG�HQG�XVHUV��

contamination:�7KH�LQWHUPL[LQJ�RI�GDWD�DW�GLIIHUHQW�VHQVLWLYLW\�DQG�QHHG�
WR�NQRZ� OHYHOV�� 7KH� ORZHU� OHYHO� GDWD� LV� VDLG� WR� EH� FRQWDPLQDWHG� E\� WKH
KLJKHU�OHYHO�GDWD��WKXV��WKH�FRQWDPLQDWLQJ��KLJKHU�OHYHO��GDWD�PD\�QRW�UH�
FHLYH�WKH�UHTXLUHG�OHYHO�RI�SURWHFWLRQ�

content-dependent access control:�$FFHVV�FRQWURO� LQ�ZKLFK�DFFHVV� LV�GH�
WHUPLQHG�E\�WKH�YDOXH�RI�WKH�GDWD�WR�EH�DFFHVVHG�

context-dependent access control:�$FFHVV�FRQWURO� LQ�ZKLFK�DFFHVV� LV�GH�
WHUPLQHG� E\� WKH� VSHFLILF� FLUFXPVWDQFHV� XQGHU� ZKLFK� WKH� GDWD� LV� EHLQJ
DFFHVVHG�

contingency plan:�$�SODQ�IRU�HPHUJHQF\�UHVSRQVH��EDFNXS�RSHUDWLRQV��DQG
SRVWGLVDVWHU�UHFRYHU\�PDLQWDLQHG�E\�DQ�DFWLYLW\�DV�D�SDUW�RI� LWV�VHFXULW\
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SURJUDP�WKDW�ZLOO� HQVXUH� WKH�DYDLODELOLW\�RI� FULWLFDO� UHVRXUFHV�DQG� IDFLOL�
WDWH�WKH�FRQWLQXLW\�RI�RSHUDWLRQV�LQ�DQ�HPHUJHQF\�VLWXDWLRQ��6\QRQ\PRXV
ZLWK�disaster plan�DQG�emergency plan�

control objective:�5HTXLUHG�UHVXOW�RI�SURWHFWLQJ� LQIRUPDWLRQ�ZLWKLQ�DQ� ,7
�LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�DQG�LWV�LPPHGLDWH�HQYLURQPHQW�

control zone:�7KH�VSDFH��H[SUHVVHG�LQ�IHHW�RI�UDGLXV��VXUURXQGLQJ�HTXLS�
PHQW�SURFHVVLQJ� VHQVLWLYH� LQIRUPDWLRQ�� WKDW� LV�XQGHU� VXIILFLHQW� SK\VLFDO
DQG�WHFKQLFDO�FRQWURO�WR�SUHFOXGH�DQ�XQDXWKRUL]HG�HQWU\�RU�FRPSURPLVH�

controlled access:�6HH�access control�

controlled sharing:�7KH�FRQGLWLRQ� WKDW�H[LVWV�ZKHQ�DFFHVV� FRQWURO� LV� DS�
SOLHG�WR�DOO�XVHUV�DQG�FRPSRQHQWV�RI�D�V\VWHP�

corporate security policy:�7KH�VHW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJX�
ODWH�KRZ�DVVHWV� LQFOXGLQJ�VHQVLWLYH� LQIRUPDWLRQ�DUH�PDQDJHG��SURWHFWHG�
DQG�GLVWULEXWHG�ZLWKLQ�D�XVHU�RUJDQL]DWLRQ�

correctness: ���� $� SURSHUW\� RI� D� UHSUHVHQWDWLRQ� RI� D� WDUJHW� RI� HYDOXDWLRQ
VXFK�WKDW�LW�DFFXUDWHO\�UHIOHFWV�WKH�VWDWHG�VHFXULW\�WDUJHW�IRU�WKDW�V\VWHP
RU� SURGXFW�� &RUUHFWQHVV� FRQVLVWV� RI� GHWHUPLQLQJ� LI� WKH� GHVFULSWLRQ� DQG
LPSOHPHQWDWLRQ� DUH� FRQVLVWHQW�� 7KHUH� DUH� OHYHOV� RI� FRUUHFWQHVV� WKDW� GH�
SHQG�RQ�WKH�HYLGHQFH�UHTXLUHPHQWV�DQG�WKH� LQWHQVLW\�RI�YHULILFDWLRQ�DQG
DQDO\VLV�� ���� ,Q� VHFXULW\� HYDOXDWLRQ�� WKH�SUHVHUYDWLRQ�RI� UHOHYDQW�SURSHU�
WLHV�EHWZHHQ�VXFFHVVLYH� OHYHOV�RI�UHSUHVHQWDWLRQV��([DPSOHV�RI�UHSUHVHQ�
WDWLRQV� FRXOG� EH� WRS�OHYHO� IXQFWLRQDO� VSHFLILFDWLRQ�� GHWDLOHG� GHVLJQ
VSHFLILFDWLRQ��DQG�DFWXDO�LPSOHPHQWDWLRQ��7KLV�LV�DQ�DVSHFW�RI�DVVXUDQFH�
����&RUUHFWQHVV�LQ�WKH�GUDIW�)HGHUDO�&ULWHULD�HTXDWHV�WR�DVVXUDQFH�LQ�WKH
,QIRUPDWLRQ� 7HFKQRORJ\� 6HFXULW\� (YDOXDWLRQ� &ULWHULD�� 'HYHORSPHQW� DQG
HYDOXDWLRQ�DVVXUDQFH�FRQVWLWXWH�FRUUHFWQHVV�FULWHULD��(IIHFWLYHQHVV�LV�DG�
GUHVVHG� LQ� YHWWLQJ� RI� SURWHFWLRQ� SURILOHV�� ���� 7KH� H[WHQW� WR�ZKLFK� D� SUR�
JUDP�VDWLVILHV�LWV�VSHFLILFDWLRQV�

cost-risk analysis:�7KH�DVVHVVPHQW�RI�WKH�FRVWV�RI�SURYLGLQJ�GDWD�SURWHF�
WLRQ�IRU�D�V\VWHP�YHUVXV�WKH�FRVW�RI�ORVLQJ�RU�FRPSURPLVLQJ�WKH�GDWD�

countermeasure:�$FWLRQ��GHYLFH��SURFHGXUH�� WHFKQLTXH��RU�RWKHU�PHDVXUH
WKDW� UHGXFHV� WKH� YXOQHUDELOLW\� RI� D� V\VWHP�� VXFK� DV� DQ� $,6� �DXWRPDWHG
LQIRUPDWLRQ�V\VWHP��

covert channel: ���� $� FRPPXQLFDWLRQ� FKDQQHO� WKDW� DOORZV� D� SURFHVV� WR
WUDQVIHU�LQIRUPDWLRQ�LQ�D�PDQQHU�WKDW�YLRODWHV�WKH�V\VWHP·V�VHFXULW\�SRO�
LF\��$�FRYHUW�FKDQQHO�W\SLFDOO\�FRPPXQLFDWHV�E\�H[SORLWLQJ�D�PHFKDQLVP
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QRW� LQWHQGHG� WR� EH� XVHG� IRU� FRPPXQLFDWLRQ�� �6HH� covert storage channel
DQG� covert timing channel��� ���� 7KH�XVH� RI� D�PHFKDQLVP�QRW� LQWHQGHG� IRU
FRPPXQLFDWLRQ�WR�WUDQVIHU�LQIRUPDWLRQ�LQ�D�ZD\�WKDW�YLRODWHV�VHFXULW\�����
8QLQWHQGHG�DQG�RU�XQDXWKRUL]HG�FRPPXQLFDWLRQV�SDWK�WKDW�FDQ�EH�XVHG
WR�WUDQVIHU�LQIRUPDWLRQ�LQ�D�PDQQHU�WKDW�YLRODWHV�DQ�$,6��DXWRPDWHG�LQ�
IRUPDWLRQ�V\VWHP��VHFXULW\�SROLF\�� �6HH�overt channel�DQG�exploitable chan-
nel��

covert storage channel:�$�FRYHUW�FKDQQHO�WKDW�LQYROYHV�WKH�GLUHFW�RU�LQGL�
UHFW�ZULWLQJ�RI�D�VWRUDJH�ORFDWLRQ�E\�RQH�SURFHVV�DQG�WKH�GLUHFW�RU�LQGLUHFW
UHDGLQJ�RI�WKH�VWRUDJH�ORFDWLRQ�E\�DQRWKHU�SURFHVV��&RYHUW�VWRUDJH�FKDQ�
QHOV� W\SLFDOO\� LQYROYH� D� ILQLWH� UHVRXUFH� �IRU� H[DPSOH�� VHFWRUV� RQ� D� GLVN�
WKDW�LV�VKDUHG�E\�WZR�VXEMHFWV�DW�GLIIHUHQW�VHFXULW\�OHYHOV�

covert timing channel: ���� $� FRYHUW� FKDQQHO� E\� ZKLFK� D� SURFHVV� VLJQDOV
LQIRUPDWLRQ�WR�DQRWKHU�SURFHVV�E\�PRGXODWLQJ�LWV�RZQ�XVH�RI�V\VWHP�UH�
VRXUFHV� �IRU� H[DPSOH�� &38� WLPH�� LQ� VXFK� D� ZD\� WKDW� WKLV�PDQLSXODWLRQ
DIIHFWV� WKH� UHDO� UHVSRQVH� WLPH� REVHUYHG� E\� WKH� VHFRQG� SURFHVV�� ���� $
FRPPXQLFDWLRQV� FKDQQHO� WKDW� DOORZV� WZR� FRRSHUDWLQJ� SURFHVVHV� WR
WUDQVIHU�LQIRUPDWLRQ�LQ�D�PDQQHU�WKDW�YLRODWHV�WKH�V\VWHP·V�VHFXULW\�SRO�
LF\��6\QRQ\PRXV�ZLWK�confinement channel�

criteria:�6HH�DoD Trusted Computer System Evaluation Criteria��([DPSOHV�RI
RWKHU�FULWHULD�DUH�WKH�,QIRUPDWLRQ�7HFKQRORJ\�6HFXULW\�(YDOXDWLRQ�&ULWHULD
�(XURSH���&DQDGLDQ�7UXVWHG�&RPSXWHU�3URGXFW�(YDOXDWLRQ�&ULWHULD��)HG�
HUDO� &ULWHULD� IRU� ,QIRUPDWLRQ� 7HFKQRORJ\� 6HFXULW\�� 'UDIW� �86��� DQG� WKH
IRUWKFRPLQJ�&RPPRQ�&ULWHULD�IRU�,QIRUPDWLRQ�7HFKQRORJ\�6HFXULW\��LQWHU�
QDWLRQDO��

critical mechanism:� $� PHFKDQLVP� ZLWKLQ� D� WDUJHW� RI� HYDOXDWLRQ� ZKRVH
IDLOXUH�ZRXOG�FUHDWH�D�VHFXULW\�ZHDNQHVV�

cryptoalgorithm:� $�ZHOO�GHILQHG�SURFHGXUH� RU� VHTXHQFH� RI� UXOHV� RU� VWHSV
XVHG�WR�SURGXFH�D�NH\�VWUHDP�RU�FLSKHUWH[W�IURP�SODLQWH[W�DQG�YLFH�YHUVD�

cryptography: ���� 7KH�SULQFLSOHV��PHDQV�� DQG�PHWKRGV� IRU� UHQGHULQJ� LQ�
IRUPDWLRQ�XQLQWHOOLJLEOH��DQG�IRU�UHVWRULQJ�HQFU\SWHG�LQIRUPDWLRQ�WR�LQWHO�
OLJLEOH� IRUP�� ���� 7KH� WUDQVIRUPDWLRQ� RI� RUGLQDU\� WH[W�� RU� ´SODLQWH[W�µ� LQWR
FRGHG� IRUP� E\� HQFU\SWLRQ� DQG� WKH� WUDQVIRUPDWLRQ� RI� FRGHG� WH[W� LQWR
SODLQWH[W�E\�GHFU\SWLRQ��&U\SWRJUDSK\�FDQ�EH�XVHG�WR�VXSSRUW�GLJLWDO�VLJ�
QDWXUH��NH\�PDQDJHPHQW�RU�H[FKDQJH��DQG�FRPPXQLFDWLRQV�SULYDF\�

cryptosecurity:�7KH�VHFXULW\�RU�SURWHFWLRQ�UHVXOWLQJ�IURP�WKH�SURSHU�XVH�RI
WHFKQLFDOO\�VRXQG�FU\SWRV\VWHPV�
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'
data:�,QIRUPDWLRQ�ZLWK�D�VSHFLILF�SK\VLFDO�UHSUHVHQWDWLRQ�

data confidentiality:�7KH�VWDWH�WKDW�H[LVWV�ZKHQ�GDWD�LV�KHOG�LQ�FRQILGHQFH
DQG�LV�SURWHFWHG�IURP�XQDXWKRUL]HG�GLVFORVXUH�

Data Encryption Standard (DES): ���� $� FU\SWRJUDSKLF� DOJRULWKP� IRU� WKH
SURWHFWLRQ� RI� XQFODVVLILHG� GDWD�� SXEOLVKHG� LQ� 86� )HGHUDO� ,QIRUPDWLRQ
3URFHVVLQJ�6WDQGDUG��),36������7KH�'(6��ZKLFK�ZDV�DSSURYHG�E\�WKH�86
1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG� 7HFKQRORJ\� �1,67��� LV� LQWHQGHG� IRU
SXEOLF� DQG� JRYHUQPHQW� XVH�� ���� $� 1,67� )HGHUDO� ,QIRUPDWLRQ� 3URFHVVLQJ
6WDQGDUG�DQG�FRPPRQO\�XVHG�VHFUHW�NH\�FU\SWRJUDSKLF�DOJRULWKP�IRU�HQ�
FU\SWLQJ�DQG�GHFU\SWLQJ�GDWD�DQG�SHUIRUPLQJ�RWKHU�IXQFWLRQV��)RU�H[DP�
SOH�� '(6� FDQ� EH� XVHG� WR� FKHFN�PHVVDJH� LQWHJULW\�� '(6� VSHFLILHV� D� NH\
OHQJWK�RI����ELWV�

data flow control:�6\QRQ\PRXV�ZLWK�information flow control�

data integrity: ���� 7KH� SURSHUW\� WKDW� GDWD� KDV� QRW� EHHQ� DOWHUHG� RU� GH�
VWUR\HG�LQ�DQ�XQDXWKRUL]HG�PDQQHU������7KH�VWDWH�WKDW�H[LVWV�ZKHQ�FRP�
SXWHUL]HG�GDWD�LV�WKH�VDPH�DV�WKDW�LQ�WKH�VRXUFH�GRFXPHQWV�DQG�KDV�QRW
EHHQ�H[SRVHG�WR�DFFLGHQWDO�RU�PDOLFLRXV�DOWHUDWLRQ�RU�GHVWUXFWLRQ�

data security:� 7KH� SURWHFWLRQ� RI� GDWD� IURP� XQDXWKRUL]HG� �DFFLGHQWDO� RU
LQWHQWLRQDO��PRGLILFDWLRQ��GHVWUXFWLRQ��RU�GLVFORVXUH�

database management system:�$�FRPSXWHU�V\VWHP�ZKRVH�PDLQ� IXQFWLRQ
LV�WR�IDFLOLWDWH�WKH�VKDULQJ�RI�D�FRPPRQ�VHW�RI�GDWD�DPRQJ�PDQ\�GLIIHUHQW
XVHUV�� ,W� PD\� RU� PD\� QRW� PDLQWDLQ� VHPDQWLF� UHODWLRQVKLSV� DPRQJ� WKH
GDWD�LWHPV�

DBMS:�$EEUHYLDWLRQ�IRU�database management system�

declassification of AIS storage media:�$Q�DGPLQLVWUDWLYH�GHFLVLRQ�RU�SUR�
FHGXUH�WR�UHPRYH�RU�UHGXFH�WKH�VHFXULW\�FODVVLILFDWLRQ�RI�WKH�VXEMHFW�PH�
GLD�

decomposition:� 5HTXLUHPHQW� LQ� D� SURWHFWLRQ� SURILOH� WKDW� VSDQV� VHYHUDO
FRPSRQHQWV��1RWH��7KH�GHFRPSRVLWLRQ�RI�D�VSHFLILF�UHTXLUHPHQW�EHFRPHV
QHFHVVDU\�ZKHQ� WKDW� UHTXLUHPHQW�PXVW�EH�DVVLJQHG� WR�PXOWLSOH� FRPSR�
QHQWV�RI�WKH�JHQHULF�SURGXFW�UHTXLUHPHQWV�GXULQJ�WKH�LQWHUSUHWDWLRQ�SUR�
FHVV�

dedicated security mode:�6HH�modes of operation�
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default classification:� $� WHPSRUDU\� FODVVLILFDWLRQ� UHIOHFWLQJ� WKH� KLJKHVW
FODVVLILFDWLRQ� EHLQJ� SURFHVVHG� LQ� D� V\VWHP�� 7KH� GHIDXOW� FODVVLILFDWLRQ� LV
LQFOXGHG�LQ�WKH�FDXWLRQ�VWDWHPHQW�DIIL[HG�WR�WKH�REMHFW�

degauss:�7R� UHGXFH�PDJQHWLF� IOX[�GHQVLW\� WR� ]HUR�E\�DSSO\LQJ�D� UHYHUVH
PDJQHWL]LQJ�ILHOG�

degausser:�$Q�HOHFWULFDO�GHYLFH�WKDW�FDQ�JHQHUDWH�D�PDJQHWLF�ILHOG�IRU�WKH
SXUSRVH�RI�GHJDXVVLQJ�PDJQHWLF�VWRUDJH�PHGLD�

Degausser Products List (DPL):�$�OLVW�RI�FRPPHUFLDOO\�SURGXFHG�GHJDXVV�
HUV�WKDW�PHHW�86�1DWLRQDO�6HFXULW\�$JHQF\��16$��VSHFLILFDWLRQV��7KLV�OLVW
LV� LQFOXGHG� LQ�16$·V� ´,QIRUPDWLRQ�6\VWHPV�6HFXULW\� 3URGXFWV� DQG�6HUY�
LFHV�&DWDORJXH�µ�DYDLODEOH�WKURXJK�WKH�86�*RYHUQPHQW�3ULQWLQJ�2IILFH�

delivery:�7KH�SURFHVV�ZKHUHE\�D�FRS\�RI�WKH�WDUJHW�RI�HYDOXDWLRQ�LV�WUDQV�
IHUUHG�IURP�WKH�GHYHORSHU�WR�D�FXVWRPHU�

denial of service: ����7KH�SUHYHQWLRQ�RI�DXWKRUL]HG�DFFHVV�WR�V\VWHP�DVVHWV
RU� VHUYLFHV� RU� WKH� GHOD\LQJ� RI� WLPH�FULWLFDO� RSHUDWLRQV�� ���� $Q\� DFWLRQ� RU
VHULHV�RI�DFWLRQV�WKDW�SUHYHQWV�DQ\�SDUW�RI�D�V\VWHP�IURP�IXQFWLRQLQJ� LQ
DFFRUGDQFH� ZLWK� LWV� LQWHQGHG� SXUSRVH�� 7KLV� LQFOXGHV� DQ\� DFWLRQ� WKDW
FDXVHV�XQDXWKRUL]HG�GHVWUXFWLRQ��PRGLILFDWLRQ��RU�GHOD\�RI�VHUYLFH���6\Q�
RQ\PRXV�ZLWK�interdiction��

dependency:� &RQGLWLRQ� LQ� ZKLFK� WKH� FRUUHFWQHVV� RI� RQH� 7&%� �WUXVWHG
FRPSXWLQJ�EDVH��VXEVHW�LV�FRQWLQJHQW��GHSHQGV�IRU�LWV�FRUUHFWQHVV��RQ�WKH
FRUUHFWQHVV�RI�DQRWKHU�7&%�VXEVHW��1RWH��$�7&%�VXEVHW�$�GHSHQGV�IRU�LWV
FRUUHFWQHVV�RQ�7&%�VXEVHW�%�LI�DQG�RQO\�LI�WKH��HQJLQHHULQJ��DUJXPHQWV�RI
WKH�FRUUHFW�LPSOHPHQWDWLRQ�RI�$�ZLWK�UHVSHFW�WR�LWV�VSHFLILFDWLRQ�DVVXPH�
ZKROO\�RU�LQ�SDUW��WKDW�WKH�VSHFLILFDWLRQ�RI�%�KDV�EHHQ�LPSOHPHQWHG�FRU�
UHFWO\�

descriptive top level specification (DTLS):�$�WRS�OHYHO�VSHFLILFDWLRQ�WKDW�LV
ZULWWHQ�LQ�D�QDWXUDO�ODQJXDJH��IRU�H[DPSOH��(QJOLVK���DQ�LQIRUPDO�GHVLJQ
QRWDWLRQ��RU�D�FRPELQDWLRQ�RI�WKH�WZR�

designated approving authority (DAA): ���� 2IILFLDO� ZLWK� WKH� DXWKRULW\� WR
IRUPDOO\�DVVXPH�UHVSRQVLELOLW\� IRU�RSHUDWLQJ�DQ� ,7� �LQIRUPDWLRQ� WHFKQRO�
RJ\��SURGXFW�� DQ�$,6� �DXWRPDWHG� LQIRUPDWLRQ� V\VWHP��� RU�QHWZRUN�DW� DQ
DFFHSWDEOH�OHYHO�RI�ULVN������7KH�RIILFLDO�ZKR�KDV�WKH�DXWKRULW\�WR�GHFLGH�RQ
DFFHSWLQJ� WKH� VHFXULW\� VDIHJXDUGV� SUHVFULEHG� IRU� DQ� $,6� RU� WKDW� RIILFLDO
ZKR�PD\�EH�UHVSRQVLEOH�IRU�LVVXLQJ�DQ�DFFUHGLWDWLRQ�VWDWHPHQW�WKDW�UHF�
RUGV�WKH�GHFLVLRQ�WR�DFFHSW�WKRVH�VDIHJXDUGV�
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detailed design:�$�SKDVH�RI�WKH�GHYHORSPHQW�SURFHVV�ZKHUHLQ�WKH�WRS�OHYHO
GHILQLWLRQ�DQG�GHVLJQ�RI�D�WDUJHW�RI�HYDOXDWLRQ�DUH�UHILQHG�DQG�H[SDQGHG
WR�D�OHYHO�RI�GHWDLO�WKDW�FDQ�EH�XVHG�DV�D�EDVLV�IRU�LPSOHPHQWDWLRQ�

developer:� 7KH� SHUVRQ� RU� RUJDQL]DWLRQ� WKDW� PDQXIDFWXUHV� D� WDUJHW� RI
HYDOXDWLRQ�

developer security:� 7KH� SK\VLFDO�� SURFHGXUDO�� DQG� SHUVRQQHO� VHFXULW\
FRQWUROV�LPSRVHG�E\�D�GHYHORSHU�RQ�LWV�GHYHORSPHQW�HQYLURQPHQW�

development assurance: ���� (VWDEOLVKHV� VSHFLILF� UHTXLUHPHQWV� WR� GRFX�
PHQW� DSSURSULDWH� DVSHFWV� RI� WKH� GHYHORSPHQW� SURFHVV�� WKH� GHYHORSPHQW
HQYLURQPHQW�� DQG� RSHUDWLRQDO� VXSSRUW� RI� WKH� SURGXFW�� 'HYHORSPHQW� DV�
VXUDQFH� VSHFLILHV� WKH� PDQQHU� LQ� ZKLFK� SURGXFWV� VKRXOG� EH� GHYHORSHG
DQG�RU�GHWDLOV�WKH�DPRXQW�DQG�NLQG�RI�HYLGHQFH�WR�EH�SURGXFHG�DQG�UH�
WDLQHG� GXULQJ� GHYHORSPHQW�� ���� 6RXUFHV� RI� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�
SURGXFW�DVVXUDQFH�UDQJLQJ�IURP�KRZ�D�SURGXFW�ZDV�GHVLJQHG�DQG�LPSOH�
PHQWHG�WR�KRZ�LW�LV�WHVWHG��RSHUDWHG��DQG�PDLQWDLQHG�

development assurance component:� )XQGDPHQWDO� EXLOGLQJ� EORFN�� VSHFL�
I\LQJ� KRZ� DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� LV� GHYHORSHG�� IURP
ZKLFK�GHYHORSPHQW�DVVXUDQFH�UHTXLUHPHQWV�DUH�DVVHPEOHG�

development assurance package:� *URXSLQJ� RI� GHYHORSPHQW� DVVXUDQFH
FRPSRQHQWV�DVVHPEOHG�WR�HDVH�VSHFLILFDWLRQ�DQG�FRPPRQ�XQGHUVWDQGLQJ
RI�KRZ�DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�LV�GHYHORSHG�

development assurance requirements:�5HTXLUHPHQWV� LQ�D�SURWHFWLRQ�SUR�
ILOH�WKDW�DGGUHVV�KRZ�HDFK�FRQIRUPLQJ� ,7� �LQIRUPDWLRQ�WHFKQRORJ\��SURG�
XFW� LV� GHYHORSHG�� LQFOXGLQJ� WKH� SURGXFWLRQ� RI� DSSURSULDWH� VXSSRUWLQJ
GHYHORSPHQWDO� SURFHVV� HYLGHQFH� DQG� KRZ� WKDW� SURGXFW� ZLOO� EH� PDLQ�
WDLQHG�

development environment:�7KH�RUJDQL]DWLRQDO�PHDVXUHV��SURFHGXUHV��DQG
VWDQGDUGV�XVHG�ZKLOH�FRQVWUXFWLQJ�D�WDUJHW�RI�HYDOXDWLRQ�

development process:� 7KH� VHW� RI� SKDVHV� DQG� WDVNV�ZKHUHE\� D� WDUJHW� RI
HYDOXDWLRQ�LV�FRQVWUXFWHG��WUDQVODWLQJ�UHTXLUHPHQWV�LQWR�DFWXDO�KDUGZDUH
DQG�VRIWZDUH�

dial back:�6\QRQ\PRXV�ZLWK�call back�

dial-up:�7KH�VHUYLFH�ZKHUHE\�D�FRPSXWHU�WHUPLQDO�FDQ�XVH�WKH�WHOHSKRQH
WR�LQLWLDWH�DQG�HIIHFW�FRPPXQLFDWLRQ�ZLWK�D�FRPSXWHU�
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digital signature:� $� FU\SWRJUDSKLF�PHWKRG�� SURYLGHG� E\� SXEOLF� NH\� FU\S�
WRJUDSK\��XVHG�E\�D�PHVVDJH·V�UHFLSLHQW�DQG�DQ\�WKLUG�SDUW\�WR�YHULI\�WKH
LGHQWLW\�RI�WKH�PHVVDJH·V�VHQGHU��,W�FDQ�DOVR�EH�XVHG�WR�YHULI\�WKH�DXWKHQ�
WLFLW\�RI�WKH�PHVVDJH��$�VHQGHU�FUHDWHV�D�GLJLWDO�VLJQDWXUH�RU�D�PHVVDJH�E\
WUDQVIRUPLQJ�WKH�PHVVDJH�ZLWK�KLV�RU�KHU�SULYDWH�NH\��$�UHFLSLHQW��XVLQJ
WKH�VHQGHU·V�SXEOLF�NH\��YHULILHV�WKH�GLJLWDO�VLJQDWXUH�E\�DSSO\LQJ�D�FRUUH�
VSRQGLQJ�WUDQVIRUPDWLRQ�WR�WKH�PHVVDJH�DQG�WKH�VLJQDWXUH�

Digital Signature Standard (DSS):� $� 86� )HGHUDO� ,QIRUPDWLRQ� 3URFHVVLQJ
6WDQGDUG� SURSRVHG� E\� 1,67� �1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG� 7HFK�
QRORJ\��WR�VXSSRUW�GLJLWDO�VLJQDWXUH�

digital telephony:� 7HOHSKRQH� V\VWHPV� WKDW� XVH� GLJLWDO� FRPPXQLFDWLRQV
WHFKQRORJ\�

disaster plan:�6\QRQ\PRXV�ZLWK�contingency plan�

discretionary access control (DAC): ���� $�PHDQV� RI� UHVWULFWLQJ� DFFHVV� WR
REMHFWV� EDVHG� RQ� WKH� LGHQWLW\� RI� VXEMHFWV� DQG�RU� JURXSV� WR� ZKLFK� WKH\
EHORQJ��7KH�FRQWUROV�DUH�GLVFUHWLRQDU\�LQ�WKH�VHQVH�WKDW�D�VXEMHFW�ZLWK�D
FHUWDLQ�DFFHVV�SHUPLVVLRQ�LV�FDSDEOH�RI�SDVVLQJ�WKDW�SHUPLVVLRQ��SHUKDSV
LQGLUHFWO\�� RQ� WR�DQ\� RWKHU� VXEMHFW� �XQOHVV� UHVWUDLQHG�E\�PDQGDWRU\� DF�
FHVV� FRQWURO��� ���� 0HWKRGV� RI� UHVWULFWLQJ� DFFHVV� WR� REMHFWV� RU� RWKHU� UH�
VRXUFHV� EDVHG� SULPDULO\� RQ� WKH� LQVWUXFWLRQV� RI� DUELWUDU\� XQSULYLOHJHG
XVHUV��1RWH��'$&�LV�RIWHQ�XVHG�WR�HQIRUFH�QHHG�WR�NQRZ�

documentation:�7KH�ZULWWHQ� �RU� RWKHUZLVH� UHFRUGHG�� LQIRUPDWLRQ�DERXW�D
WDUJHW�RI�HYDOXDWLRQ�UHTXLUHG�IRU�DQ�HYDOXDWLRQ��7KLV�LQIRUPDWLRQ�PD\��EXW
QHHG�QRW��EH�FRQWDLQHG�ZLWKLQ�D�VLQJOH�GRFXPHQW�SURGXFHG�IRU�WKH�VSHFL�
ILHG�SXUSRVH�

DoD Trusted Computer System Evaluation Criteria (TCSEC):� $� GRFXPHQW
SXEOLVKHG� E\� WKH� 86� 1DWLRQDO� &RPSXWHU� 6HFXULW\� &HQWHU� FRQWDLQLQJ� D
XQLIRUP� VHW� RI� EDVLF� UHTXLUHPHQWV� DQG� HYDOXDWLRQ� FODVVHV� IRU� DVVHVVLQJ
GHJUHHV�RI�DVVXUDQFH�LQ�WKH�HIIHFWLYHQHVV�RI�KDUGZDUH�DQG�VRIWZDUH�VHFX�
ULW\�FRQWUROV�EXLOW�LQWR�V\VWHPV��7KHVH�FULWHULD�DUH�LQWHQGHG�IRU�XVH�LQ�WKH
GHVLJQ�DQG�HYDOXDWLRQ�RI�V\VWHPV�WKDW�ZLOO�SURFHVV�DQG�RU�VWRUH�VHQVLWLYH
RU�FODVVLILHG�GDWD��7KLV�GRFXPHQW�LV�JRYHUQPHQW�VWDQGDUG�'R'���������
67'�DQG�LV�IUHTXHQWO\�UHIHUUHG�WR�DV�´7KH�&ULWHULDµ�RU�´7KH�2UDQJH�%RRN�µ

domain:�7KH�XQLTXH�FRQWH[W� �IRU�H[DPSOH��DFFHVV�FRQWURO�SDUDPHWHUV�� LQ
ZKLFK�D�SURJUDP�LV�RSHUDWLQJ�³�LQ�HIIHFW��WKH�VHW�RI�REMHFWV�WKDW�D�VXEMHFW
KDV�WKH�DELOLW\�WR�DFFHVV��1RWH��$�VXEMHFW·V�GRPDLQ�GHWHUPLQHV�ZKLFK�DF�
FHVV� FRQWURO� DWWULEXWHV� DQ� REMHFW� PXVW� KDYH� IRU� D� VXEMHFW� RSHUDWLQJ� LQ
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WKDW�GRPDLQ�WR�KDYH�D�GHVLJQDWHG� IRUP�RI�DFFHVV�� �6HH�process DQG�sub-
ject��

dominate:� 6HFXULW\� OHYHO� 6�� LV� VDLG� WR� GRPLQDWH� VHFXULW\� OHYHO� 6�� LI� WKH
KLHUDUFKLFDO�FODVVLILFDWLRQ�RI�6��LV�JUHDWHU�WKDQ�RU�HTXDO�WR�WKDW�RI�6��DQG
WKH�QRQKLHUDUFKLFDO�FDWHJRULHV�RI�6��LQFOXGH�DOO�WKRVH�RI�6��DV�D�VXEVHW�

dominated by (the relation): ����$�VHFXULW\�OHYHO�$�LV�GRPLQDWHG�E\�VHFXULW\
OHYHO� %� LI� WKH� FOHDUDQFH�FODVVLILFDWLRQ� LQ� $� LV� OHVV� WKDQ� RU� HTXDO� WR� WKH
FOHDUDQFH�FODVVLILFDWLRQ� LQ�%�DQG� WKH�VHW�RI�DFFHVV�DSSURYDOV� �IRU� H[DP�
SOH��FRPSDUWPHQW�GHVLJQDWRUV�� LQ�$�LV�FRQWDLQHG�LQ� �WKH�VHW�UHODWLRQ�� WKH
VHW�RI�DFFHVV�DSSURYDOV�LQ�%��WKDW�LV��HDFK�DFFHVV�DSSURYDO�DSSHDULQJ�LQ�$
DOVR�DSSHDUV�LQ�%���'HSHQGLQJ�RQ�WKH�SROLF\�HQIRUFHG��IRU�H[DPSOH��QRQ�
GLVFORVXUH�RU�LQWHJULW\���WKH�GHILQLWLRQ�RI�´OHVV�WKDQ�RU�HTXDO�WRµ�DQG�´FRQ�
WDLQHG�LQµ�PD\�YDU\��)RU�H[DPSOH��WKH�OHYHO�RI�DQ�REMHFW�RI�KLJK�LQWHJULW\
�WKDW� LV��DQ�REMHFW�ZKLFK�VKRXOG�EH�PRGLILDEOH� RQO\�E\� YHU\� WUXVWZRUWK\
LQGLYLGXDOV��PD\�EH�GHILQHG�WR�EH�´OHVV�WKDQµ�WKH�OHYHO�RI�DQ�REMHFW�RI�ORZ
LQWHJULW\��WKDW�LV��DQ�REMHFW�ZKLFK�LV�PRGLILDEOH�E\�HYHU\RQH�������6HFXULW\
OHYHO�$�LV�GRPLQDWHG�E\�VHFXULW\�OHYHO�%�LI��D��WKH�FOHDUDQFH�FODVVLILFDWLRQ
LQ�$�LV�OHVV�WKDQ�RU�HTXDO�WR�WKH�FOHDUDQFH�FODVVLILFDWLRQ�LQ�%��DQG��E��WKH
VHW� RI� DFFHVV� DSSURYDOV� �IRU� H[DPSOH�� FRPSDUWPHQW� GHVLJQDWRUV�� LQ� $� LV
FRQWDLQHG� LQ� WKH� VHW� RI� DFFHVV� DSSURYDOV� LQ�%� �WKDW� LV�� HDFK� DFFHVV� DS�
SURYDO� DSSHDULQJ� LQ�$� DOVR� DSSHDUV� LQ�%��� 7KLV� GRPLQDQFH� UHODWLRQ� LV� D
VSHFLDO�FDVH�RI�D�SDUWLDO�RUGHU�

dominates (the relation):� ´6HFXULW\� OHYHO�%�GRPLQDWHV� VHFXULW\� OHYHO�$µ� LV
V\QRQ\PRXV�ZLWK�´VHFXULW\�OHYHO�$�LV�GRPLQDWHG�E\�VHFXULW\�OHYHO�%�µ��6HH
dominated by��

(
ease of use:�$Q�DVSHFW�RI�WKH�DVVHVVPHQW�RI�WKH�HIIHFWLYHQHVV�RI�D�WDUJHW�RI
HYDOXDWLRQ�� QDPHO\�� WKDW� LW� FDQQRW� EH� FRQILJXUHG� RU� XVHG� LQ� D� PDQQHU
ZKLFK� LV� LQVHFXUH� EXW� ZKLFK� DQ� DGPLQLVWUDWRU� RU� HQG� XVHU� ZRXOG� UHD�
VRQDEO\�EHOLHYH�WR�EH�VHFXUH��1RWH��7KLV�WHUP�FDQ�EH�XVHG�DV�D�UHIHUHQFH
IRU�HDFK�W\SH�RI�LWHP�WR�EH�HYDOXDWHG�RU�XQGHU�HYDOXDWLRQ�

effectiveness: ���� $� SURSHUW\� RI� D� WDUJHW� RI� HYDOXDWLRQ� UHSUHVHQWLQJ� KRZ
ZHOO� LW� SURYLGHV� VHFXULW\� LQ� WKH� FRQWH[W� RI� LWV� DFWXDO� RU� SURSRVHG� RSHUD�
WLRQDO�XVH�� ���� ,Q�VHFXULW\�HYDOXDWLRQV��DQ�DVSHFW�RI�DVVXUDQFH�DVVHVVLQJ
KRZ� ZHOO� WKH� DSSOLHG� VHFXULW\� IXQFWLRQV� DQG� PHFKDQLVPV� ZRUNLQJ� WR�
JHWKHU�ZLOO�DFWXDOO\�VDWLVI\�WKH�VHFXULW\�UHTXLUHPHQWV������(IIHFWLYHQHVV�LV
HVWDEOLVKHG�E\�HYDOXDWLRQ��YHWWLQJ��RI�D�SURWHFWLRQ�SURILOH��RU�VHFXULW\�WDU�
JHW�� LI� WKHUH� LV� QR� SURWHFWLRQ� SURILOH�� GHVFULSWLRQ� RI� DQWLFLSDWHG� WKUHDWV�
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LQWHQGHG�PHWKRG�RI�XVH��DQG�UHVLGXDO�ULVN��(IIHFWLYHQHVV�LQFOXGHV�HVWDE�
OLVKLQJ�VXLWDELOLW\�IRU�XVH�LQ�WKH�VSHFLILHG�HQYLURQPHQW�

emanations:�6HH�compromising emanations�

embedded system:�$�V\VWHP�WKDW�SHUIRUPV�RU�FRQWUROV�D�IXQFWLRQ��HLWKHU
LQ�ZKROH�RU�LQ�SDUW��DV�DQ�LQWHJUDO�HOHPHQW�RI�D�ODUJHU�V\VWHP�RU�VXEV\V�
WHP�

emergency plan:�6\QRQ\PRXV�ZLWK�contingency plan�

emission security:� 7KH� SURWHFWLRQ� UHVXOWLQJ� IURP� DOO� PHDVXUHV� WDNHQ� WR
GHQ\� XQDXWKRUL]HG� SHUVRQV� LQIRUPDWLRQ� RI� YDOXH� WKDW� PLJKW� EH� GHULYHG
IURP� LQWHUFHSWLRQ� DQG� IURP� DQ� DQDO\VLV� RI� FRPSURPLVLQJ� HPDQDWLRQV
IURP�V\VWHPV�

encryption:�7KH�SURFHVV�RI�PDNLQJ�LQIRUPDWLRQ�LQGHFLSKHUDEOH�WR�SURWHFW
LW� IURP� XQDXWKRUL]HG� YLHZLQJ� RU� XVH�� HVSHFLDOO\� GXULQJ� WUDQVPLVVLRQ� RU
VWRUDJH��(QFU\SWLRQ�LV�EDVHG�RQ�DQ�DOJRULWKP�DQG�DW�OHDVW�RQH�NH\��(YHQ
LI� WKH�DOJRULWKP�LV�NQRZQ�� WKH� LQIRUPDWLRQ�FDQQRW�EH�GHFU\SWHG�ZLWKRXW
WKH�NH\�V��

end-to-end encryption:� 7KH� SURWHFWLRQ� RI� LQIRUPDWLRQ� SDVVHG� LQ� D� WHOH�
FRPPXQLFDWLRQV�V\VWHP�E\�FU\SWRJUDSKLF�PHDQV��IURP�SRLQW�RI�RULJLQ�WR
SRLQW�RI�GHVWLQDWLRQ�

end user:�$�SHUVRQ�LQ�FRQWDFW�ZLWK�D�WDUJHW�RI�HYDOXDWLRQ�ZKR�PDNHV�XVH
RQO\�RI�LWV�RSHUDWLRQDO�FDSDELOLW\�

Endorsed Tools List (ETL):�7KH�OLVW�RI�IRUPDO�YHULILFDWLRQ�WRROV�HQGRUVHG�E\
WKH�86�1&6&��1DWLRQDO�&RPSXWHU�6HFXULW\�&HQWHU��IRU�WKH�GHYHORSPHQW�RI
V\VWHPV�ZLWK�KLJK�OHYHOV�RI�WUXVW�

enhanced hierarchical development methodology:� $Q� LQWHJUDWHG� VHW� RI
WRROV� GHVLJQHG� WR� DLG� LQ� FUHDWLQJ�� DQDO\]LQJ�� PRGLI\LQJ�� PDQDJLQJ�� DQG
GRFXPHQWLQJ� SURJUDP� VSHFLILFDWLRQV� DQG� SURRIV�� 7KLV� PHWKRGRORJ\� LQ�
FOXGHV�D�VSHFLILFDWLRQ�SDUVHU�DQG�W\SH�FKHFNHU��D�WKHRUHP�SURYHU��DQG�D
PXOWLOHYHO�VHFXULW\�FKHFNHU��1RWH��7KLV�PHWKRGRORJ\� LV�QRW�EDVHG�RQ� WKH
KLHUDUFKLFDO�GHYHORSPHQW�PHWKRGRORJ\�

entrapment:�7KH�GHOLEHUDWH�SODQWLQJ�RI�DSSDUHQW�IODZV�LQ�D�V\VWHP�IRU�WKH
SXUSRVH�RI�GHWHFWLQJ�DWWHPSWHG�SHQHWUDWLRQV�

environment: ���� $OO� HQWLWLHV� ³� XVHUV�� SURFHGXUHV�� FRQGLWLRQV�� REMHFWV�
$,6V� �DXWRPDWHG� LQIRUPDWLRQ� V\VWHPV��� DQG� RWKHU� ,7� �LQIRUPDWLRQ� WHFK�
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QRORJ\��SURGXFWV�³�WKDW�LQWHUDFW�ZLWK��DIIHFW�WKH�GHYHORSPHQW��RSHUDWLRQ�
DQG�PDLQWHQDQFH�RI��DQ�,7�SURGXFW�� ����7KH�DJJUHJDWH�RI�H[WHUQDO�SURFH�
GXUHV�� FRQGLWLRQV�� DQG� REMHFWV� WKDW� DIIHFW� WKH� GHYHORSPHQW�� RSHUDWLRQ�
DQG�PDLQWHQDQFH�RI�D�V\VWHP�

erasure:�$�SURFHVV�E\�ZKLFK�D�VLJQDO�UHFRUGHG�RQ�PDJQHWLF�PHGLD� LV�UH�
PRYHG��(UDVXUH� LV�DFFRPSOLVKHG� LQ� WZR�ZD\V�� ����E\�DOWHUQDWLQJ�FXUUHQW
HUDVXUH��E\�ZKLFK�WKH�LQIRUPDWLRQ�LV�GHVWUR\HG�E\�DSSO\LQJ�DQ�DOWHUQDWLQJ
KLJK�DQG�ORZ�PDJQHWLF�ILHOG�WR�WKH�PHGLD��RU�����E\�GLUHFW�FXUUHQW�HUDVXUH�
E\�ZKLFK�WKH�PHGLD�DUH�VDWXUDWHG�E\�DSSO\LQJ�D�XQLGLUHFWLRQDO�PDJQHWLF
ILHOG�

Evaluated Products List (EPL):� $� OLVW� RI� HTXLSPHQW�� KDUGZDUH�� VRIWZDUH�
DQG�ILUPZDUH�WKDW�KDYH�EHHQ�HYDOXDWHG�DJDLQVW��DQG�IRXQG�WR�EH�WHFKQL�
FDOO\�FRPSOLDQW��DW�D�SDUWLFXODU� OHYHO�RI�WUXVW��ZLWK�WKH�'R'��86�'HSDUW�
PHQW�RI�'HIHQVH��7&6(&��7UXVWHG�&RPSXWHU�6\VWHP�6HFXULW\�(YDOXDWLRQ
&ULWHULD��E\� WKH�1&6&� �1DWLRQDO�&RPSXWHU�6HFXULW\�&HQWHU��� 7KH�(3/� LV
LQFOXGHG� LQ�16$·V� ´,QIRUPDWLRQ�6\VWHPV�6HFXULW\�3URGXFWV�DQG�6HUYLFHV
&DWDORJXH�µ�ZKLFK�LV�DYDLODEOH�WKURXJK�WKH�*RYHUQPHQW�3ULQWLQJ�2IILFH�

evaluation: ���� 7HFKQLFDO� DVVHVVPHQW� RI� D� FRPSRQHQW·V�� SURGXFW·V�� VXE�
V\VWHP·V�� RU� V\VWHP·V� VHFXULW\� SURSHUWLHV� WKDW� HVWDEOLVKHV� ZKHWKHU� WKH
FRPSRQHQW�� SURGXFW�� VXEV\VWHP�� RU� V\VWHP� PHHWV� D� VSHFLILF� VHW� RI� UH�
TXLUHPHQWV��IRU�H[DPSOH��GHILQHG�HYDOXDWLRQ�FULWHULD��1RWH��(YDOXDWLRQ�LV�D
WHUP�WKDW�FDXVHV�PXFK�FRQIXVLRQ�LQ�WKH�VHFXULW\�FRPPXQLW\��EHFDXVH�LW
LV�XVHG�LQ�PDQ\�GLIIHUHQW�ZD\V��,W�LV�VRPHWLPHV�XVHG�LQ�WKH�JHQHUDO�(QJ�
OLVK� VHQVH� �MXGJPHQW� RU� GHWHUPLQDWLRQ� RI� ZRUWK� RU� TXDOLW\��� %DVHG� RQ
FRPPRQ�XVDJH� RI� WKH� WHUP� LQ� WKH� VHFXULW\� FRPPXQLW\�� RQH� FDQ� GLVWLQ�
JXLVK�EHWZHHQ� WZR� W\SHV� RI� HYDOXDWLRQ�� �D�� HYDOXDWLRQV� WKDW� H[FOXGH� WKH
HQYLURQPHQW��DQG��E��HYDOXDWLRQV�WKDW�LQFOXGH�WKH�HQYLURQPHQW��7KLV�VHF�
RQG� W\SH�RI� HYDOXDWLRQ��DQ�DVVHVVPHQW�RI�D� V\VWHP·V� VHFXULW\�SURSHUWLHV
ZLWK� UHVSHFW� WR� D� VSHFLILF� RSHUDWLRQDO� PLVVLRQ�� LV� WHUPHG� FHUWLILFDWLRQ�
(YDOXDWLRQV�WKDW�H[FOXGH�WKH�HQYLURQPHQW�DUH�DVVHVVPHQWV�RI� WKH�VHFX�
ULW\�SURSHUWLHV�DJDLQVW�D�GHILQHG�FULWHULRQ������7KH�SURFHVV�³�JLYHQ�D�VH�
FXULW\�SROLF\��D�FRQVLVWHQW�GHVFULSWLRQ�RI�UHTXLUHG�VHFXULW\�IXQFWLRQV��DQG
D�WDUJHWHG�DVVXUDQFH�OHYHO�³�RI�DFKLHYLQJ�DVVXUDQFH��(YDOXDWLRQ�DOVR�LQ�
FOXGHV�WKH�FKHFNLQJ�IRU�VHFXULW\�YXOQHUDELOLWLHV��LQ�UHODWLRQ�WR�WKH�VHFXULW\
SROLF\��� ���� 7KH� DVVHVVPHQW� RI� DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� V\VWHP� RU
SURGXFW�DJDLQVW�GHILQHG�HYDOXDWLRQ�FULWHULD�

evaluation assurance: ���� 6RXUFH� RI� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW
DVVXUDQFH� EDVHG� RQ� WKH� NLQG� DQG� LQWHQVLW\� RI� WKH� HYDOXDWLRQ� DQDO\VLV
SHUIRUPHG� RQ� WKH� SURGXFW�� ���� 6SHFLILHV� WKH� QDWXUH� DQG� LQWHQVLW\� RI
HYDOXDWLRQ� DFWLYLWLHV� WR� EH� SHUIRUPHG� RQ� D� 72(� �WDUJHW� RI� HYDOXDWLRQ��
EDVHG�RQ�WKH�H[SHFWHG�WKUHDW�DQG�WKH�LQWHQGHG�HQYLURQPHQWV�
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evaluation assurance component:�)XQGDPHQWDO�EXLOGLQJ�EORFN��VSHFLI\LQJ
WKH� W\SH� DQG� WKH� ULJRU� RI� UHTXLUHG� HYDOXDWLRQ� DFWLYLWLHV�� IURP� ZKLFK
HYDOXDWLRQ�DVVXUDQFH�UHTXLUHPHQWV�DUH�DVVHPEOHG�

evaluation assurance package:�*URXSLQJ�RI�HYDOXDWLRQ�DVVXUDQFH�FRPSR�
QHQWV�DVVHPEOHG�WR�HDVH�VSHFLILFDWLRQ�DQG�FRPPRQ�XQGHUVWDQGLQJ�RI�WKH
W\SH�DQG�WKH�ULJRU�RI�UHTXLUHG�HYDOXDWLRQ�DFWLYLWLHV�

evaluation assurance requirements:�5HTXLUHPHQWV� LQ� D� SURWHFWLRQ�SURILOH
ZKLFK�DGGUHVV�ERWK�WKH�W\SH�DQG�WKH�ULJRU�RI�DFWLYLWLHV� WKDW�PXVW�RFFXU
GXULQJ�SURGXFW�HYDOXDWLRQ�

evaluation body RU entity:�6HH�certification body�

evaluation criteria:� $� VHW� RI� UHTXLUHPHQWV� GHILQLQJ� WKH� FRQGLWLRQV� XQGHU
ZKLFK�DQ�HYDOXDWLRQ�LV�SHUIRUPHG��7KHVH�UHTXLUHPHQWV�FDQ�DOVR�EH�XVHG
LQ�VSHFLILFDWLRQ�DQG�GHYHORSPHQW�RI�V\VWHPV�DQG�SURGXFWV�

evaluator:� ����7KH� LQGHSHQGHQW�SHUVRQ� RU� RUJDQL]DWLRQ� WKDW� SHUIRUPV� DQ
HYDOXDWLRQ�� ���� ,QGLYLGXDO� RU� JURXS� UHVSRQVLEOH� IRU� WKH� LQGHSHQGHQW� DV�
VHVVPHQW� RI� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� VHFXULW\� �IRU� H[DPSOH�
SURGXFW� HYDOXDWRUV�� V\VWHP� VHFXULW\� RIILFHUV�� V\VWHP� FHUWLILHUV�� DQG� V\V�
WHP�DFFUHGLWRUV��

evaluator actions:�$�FRPSRQHQW�RI�WKH�HYDOXDWLRQ�FULWHULD�IRU�D�SDUWLFXODU
SKDVH�RU�DVSHFW�RI�HYDOXDWLRQ��LGHQWLI\LQJ�ZKDW�WKH�HYDOXDWRU�PXVW�GR�WR
FKHFN�WKH�LQIRUPDWLRQ�VXSSOLHG�E\�WKH�VSRQVRU�RI�WKH�HYDOXDWRU��DQG�WKH
DGGLWLRQDO�DFWLYLWLHV�KH�PXVW�SHUIRUP�

executive state:�����2QH�RI�VHYHUDO�VWDWHV�LQ�ZKLFK�D�V\VWHP�PD\�RSHUDWH
DQG� WKH� RQO\� RQH� LQ� ZKLFK� FHUWDLQ� SULYLOHJHG� LQVWUXFWLRQV�PD\� EH� H[H�
FXWHG��6XFK�LQVWUXFWLRQV�FDQQRW�EH�H[HFXWHG�ZKHQ�WKH�V\VWHP�LV�RSHUDW�
LQJ�LQ�RWKHU��IRU�H[DPSOH��XVHU��VWDWHV��6\QRQ\PRXV�ZLWK�supervisor state�
����$�SULYLOHJHG�VWDWH�WKDW�FDQ�EH�XVHG�E\�VXSHUYLVRU\�VRIWZDUH�IRU�PXOWL�
WDVNLQJ� RSHUDWLRQV�� 5HOLDEOH� PXOWLWDVNLQJ� UHTXLUHV� SURWHFWLRQ�� VXFK� DV
VHJPHQW�OHYHO�SURWHFWLRQ��)RU�H[DPSOH��VHJPHQW�OHYHO�SURWHFWLRQ�FDQ�KDYH
WKH�IROORZLQJ�SURWHFWLRQ�FKHFNV���D��W\SH�FKHFN���E��OLPLW�FKHFN���F��UHVWULF�
WLRQ�RI�DGGUHVVDEOH�GRPDLQ���G��UHVWULFWLRQ�RI�SURFHGXUH�HQWU\�SRLQWV��DQG
�H��UHVWULFWLRQ�RI�LQVWUXFWLRQ�VHW�

explain:�*LYH�UHTXLUHG�LQIRUPDWLRQ�DQG�VKRZ�WKDW�LW�VDWLVILHV�DOO�UHOHYDQW
UHTXLUHPHQWV�

exploitable channel: ����$Q\�FKDQQHO�WKDW�LV�XVDEOH�RU�GHWHFWDEOH�E\�VXE�
MHFWV�H[WHUQDO�WR�WKH�WUXVWHG�FRPSXWLQJ�EDVH������$�FRYHUW�FKDQQHO�WKDW�LV



*ORVVDU\ ���

XVDEOH�RU�GHWHFWDEOH�E\� VXEMHFWV� H[WHUQDO� WR� WKH�$,6·V� �DXWRPDWHG� LQIRU�
PDWLRQ�V\VWHP·V��WUXVWHG�FRPSXWLQJ�EDVH�DQG�FDQ�EH�XVHG�WR�YLRODWH�WKH
$,6·V� WHFKQLFDO� VHFXULW\� SROLF\�� �6HH� covert channel��� ���� $Q\� LQIRUPDWLRQ
FKDQQHO� WKDW� LV�XVDEOH�RU�GHWHFWDEOH�E\�VXEMHFWV�H[WHUQDO� WR� WKH� WUXVWHG
FRPSXWLQJ� EDVH� ZKRVH� SXUSRVH� LV� WR� YLRODWH� WKH� VHFXULW\� SROLF\� RI� WKH
V\VWHP���6HH�covert channel��

external security controls:� 0HDVXUHV� WKDW� LQFOXGH� SK\VLFDO�� SHUVRQQHO�
SURFHGXUDO�� DQG� DGPLQLVWUDWLYH� VHFXULW\� UHTXLUHPHQWV� DQG� D� VHSDUDWH
FHUWLILFDWLRQ� DQG� DFFUHGLWDWLRQ� SURFHVV� ZKLFK� JRYHUQ� SK\VLFDO� DFFHVV� WR
DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW��1RWH��7KHVH�PHDVXUHV�FRQVWLWXWH
DVVXPSWLRQV�DQG�ERXQGDU\�FRQGLWLRQV�WKDW�DUH�SDUW�RI� WKH�HQYLURQPHQW
GHVFULEHG�LQ�D�SURWHFWLRQ�SURILOH�

)
fail safe:�3HUWDLQLQJ�WR�WKH�DXWRPDWLF�SURWHFWLRQ�RI�SURJUDPV�DQG�RU�SURF�
HVVLQJ�V\VWHPV�WR�PDLQWDLQ�VDIHW\�ZKHQ�D�KDUGZDUH�RU�VRIWZDUH�IDLOXUH�LV
GHWHFWHG�LQ�D�V\VWHP�

fail soft:� 3HUWDLQLQJ� WR� WKH� VHOHFWLYH� WHUPLQDWLRQ� RI� DIIHFWHG� QRQHVVHQWLDO
SURFHVVLQJ�ZKHQ�D�KDUGZDUH�RU�VRIWZDUH�IDLOXUH�LV�GHWHFWHG�LQ�D�V\VWHP�

failure access:� $Q�XQDXWKRUL]HG� DQG�XVXDOO\� LQDGYHUWHQW� DFFHVV� WR� GDWD
UHVXOWLQJ�IURP�D�KDUGZDUH�RU�VRIWZDUH�IDLOXUH�LQ�WKH�V\VWHP�

failure control:�7KH�PHWKRGRORJ\�XVHG�WR�GHWHFW� IDLOXUHV�DQG�SURYLGH�IDLO�
VDIH�RU�IDLO�VRIW�UHFRYHU\�IURP�KDUGZDUH�DQG�VRIWZDUH�IDLOXUHV�LQ�D�V\VWHP�

fault:� $� FRQGLWLRQ� WKDW� FDXVHV� D� GHYLFH� RU� V\VWHP� FRPSRQHQW� WR� IDLO� WR
SHUIRUP�LQ�D�UHTXLUHG�PDQQHU�

Federal Criteria for Information Technology Security (FC) (draft):�86�GUDIW
VHFXULW\�FULWHULD�IRU�WUXVWHG�V\VWHPV�

fetch protection: ���� $� V\VWHP�SURYLGHG� UHVWULFWLRQ� WR� SUHYHQW� D� SURJUDP
IURP�DFFHVVLQJ�GDWD�LQ�DQRWKHU�XVHU·V�VHJPHQW�RI�VWRUDJH������7KH�DJJUH�
JDWH�RI�DOO�SURFHVVHV�DQG�SURFHGXUHV�LQ�D�V\VWHP�GHVLJQHG�WR�LQKLELW�XQ�
DXWKRUL]HG�DFFHVV��FRQWDPLQDWLRQ��RU�HOLPLQDWLRQ�RI�D�ILOH�

file security:� 7KH�PHDQV�E\�ZKLFK�DFFHVV� WR� FRPSXWHU� ILOHV� LV� OLPLWHG� WR
DXWKRUL]HG�XVHUV�RQO\�

flaw:�$Q�HUURU�RI�FRPPLVVLRQ��RPLVVLRQ��RU�RYHUVLJKW�LQ�D�V\VWHP�WKDW�DO�
ORZV�SURWHFWLRQ�PHFKDQLVPV�WR�EH�E\SDVVHG�
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flaw hypothesis methodology:� $� V\VWHP� DQDO\VLV� DQG� SHQHWUDWLRQ� WHFK�
QLTXH�ZKHUH� VSHFLILFDWLRQV� DQG� GRFXPHQWDWLRQ� IRU� WKH� V\VWHP� DUH� DQD�
O\]HG� DQG� WKHQ� IODZV� LQ� WKH� V\VWHP� DUH� K\SRWKHVL]HG�� 7KH� OLVW� RI
K\SRWKHVL]HG�IODZV�LV�WKHQ�SULRULWL]HG�RQ�WKH�EDVLV�RI�WKH�HVWLPDWHG�SURE�
DELOLW\�WKDW�D�IODZ�DFWXDOO\�H[LVWV�DQG��DVVXPLQJ�D�IODZ�GRHV�H[LVW��RQ�WKH
HDVH�RI�H[SORLWLQJ�LW�DQG�RQ�WKH�H[WHQW�RI�FRQWURO�RU�FRPSURPLVH�LW�ZRXOG
SURYLGH��7KH�SULRULWL]HG�OLVW�LV�XVHG�WR�GLUHFW�WKH�DFWXDO�WHVWLQJ�RI�DQG�RU
SHQHWUDWLRQ�DWWDFN�DJDLQVW�WKH�V\VWHP�

flow control:�6HH�information flow control�

formal access approval:�'RFXPHQWHG�DSSURYDO�E\�D�GDWD�RZQHU� WR�DOORZ
DFFHVV�WR�D�SDUWLFXODU�FDWHJRU\�RI�LQIRUPDWLRQ�

formal development methodology:�$�FROOHFWLRQ�RI�ODQJXDJHV�DQG�WRROV�WKDW
HQIRUFHV�D�ULJRURXV�PHWKRG�RI�YHULILFDWLRQ��7KLV�PHWKRGRORJ\�XVHV�WKH�,QD
-R� VSHFLILFDWLRQ� ODQJXDJH� IRU� VXFFHVVLYH� VWDJHV� RI� V\VWHP� GHYHORSPHQW�
LQFOXGLQJ�LGHQWLILFDWLRQ�DQG�PRGHOLQJ�RI�UHTXLUHPHQWV��KLJK�OHYHO�GHVLJQ�
DQG�SURJUDP�GHVLJQ�

formal model of security policy:� $Q� XQGHUO\LQJ�PRGHO� RI� VHFXULW\� SROLF\
H[SUHVVHG�LQ�D�IRUPDO�VW\OH��WKDW�LV��DQ�DEVWUDFW�VWDWHPHQW�RI�WKH�LPSRU�
WDQW�SULQFLSOHV�RI�VHFXULW\�WKDW�D�72(��WDUJHW�RI�HYDOXDWLRQ��ZLOO�HQIRUFH�

formal proof:� $� FRPSOHWH� DQG� FRQYLQFLQJ� PDWKHPDWLFDO� DUJXPHQW�� SUH�
VHQWLQJ�WKH�IXOO�ORJLFDO�MXVWLILFDWLRQ�IRU�HDFK�SURRI�VWHS��IRU�WKH�WUXWK�RI�D
WKHRUHP�RU�VHW�RI� WKHRUHPV��7KH� IRUPDO�YHULILFDWLRQ�SURFHVV�XVHV� IRUPDO
SURRIV�WR�VKRZ�WKH�WUXWK�RI�FHUWDLQ�SURSHUWLHV�RI�IRUPDO�VSHFLILFDWLRQ�DQG
WR�VKRZ�WKDW�FRPSXWHU�SURJUDPV�VDWLVI\� WKHLU�VSHFLILFDWLRQV��$XWRPDWHG
WRROV�PD\��EXW�QHHG�QRW��EH�XVHG�WR�IRUPXODWH�DQG�RU�FKHFN�WKH�SURRI�

formal security policy model: ����$�PDWKHPDWLFDOO\�SUHFLVH�VWDWHPHQW�RI�D
VHFXULW\�SROLF\��7R�EH�DGHTXDWHO\�SUHFLVH�� VXFK�D�PRGHO�PXVW� UHSUHVHQW
WKH�LQLWLDO�VWDWH�RI�D�V\VWHP��WKH�ZD\�LQ�ZKLFK�WKH�V\VWHP�SURJUHVVHV�IURP
RQH�VWDWH�WR�DQRWKHU��DQG�D�GHILQLWLRQ�RI�D�´VHFXUHµ�VWDWH�RI�WKH�V\VWHP��7R
EH�DFFHSWDEOH�DV�D�EDVLV� IRU�D�7&%� �WUXVWHG�FRPSXWLQJ�EDVH��� WKH�PRGHO
PXVW�EH�VXSSRUWHG�E\�D�IRUPDO�SURRI�WKDW�LI�WKH�LQLWLDO�VWDWH�RI�WKH�V\VWHP
VDWLVILHV�WKH�GHILQLWLRQ�RI�D�´VHFXUHµ�VWDWH�DQG�LI�DOO�DVVXPSWLRQV�UHTXLUHG
E\� WKH�PRGHO� KROG�� WKHQ� DOO� IXWXUH� VWDWHV� RI� WKH� V\VWHP�ZLOO� EH� VHFXUH�
6RPH�IRUPDO�PRGHOLQJ�WHFKQLTXHV�LQFOXGH�VWDWH�WUDQVLWLRQ�PRGHOV��GHQR�
WDWLRQDO�VHPDQWLFV�PRGHOV��DQG�DOJHEUDLF�VSHFLILFDWLRQ�PRGHOV�� �6HH�Bell-
LaPadula model� DQG� security policy model��� ���� 0DWKHPDWLFDOO\� SUHFLVH
VWDWHPHQW� FRQVLVWLQJ� RI� �D�� D� IRUPDO� WHFKQLFDO� VHFXULW\� SROLF\� �JLYHQ� E\
FRQVWUDLQWV� RQ�D�SURGXFW·V� H[WHUQDO� LQWHUIDFH� DQG�RU� FRQVWUDLQWV� RQ� WKH
KDQGOLQJ�RI�FRQWUROOHG�HQWLWLHV�LQWHUQDO�WR�WKH�SURGXFW����E��UXOHV�RI�RSHUD�
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WLRQ�WKDW�VKRZ�KRZ�WKH�GHILQLWLRQ�RI�VHFXULW\�LV�WR�EH�HQIRUFHG��DQG��F��D
IRUPDO�SURRI�VKRZLQJ�WKDW�WKH�UXOHV�RI�RSHUDWLRQ�JXDUDQWHH�VDWLVIDFWLRQ�RI
WKH�GHILQLWLRQ�RI�VHFXULW\�

formal specification:� 6WDWHPHQW� DERXW� D� SURGXFW� PDGH� XVLQJ� WKH� UH�
VWULFWHG�V\QWD[�DQG�JUDPPDU�RI�D� IRUPDO�UHDVRQLQJ�V\VWHP�DQG�D�VHW�RI
WHUPV� WKDW�KDYH�EHHQ�SUHFLVHO\�DQG�XQLTXHO\�GHILQHG�RU� VSHFLILHG��1RWH�
7KH�IRUPDO�VWDWHPHQW�VKRXOG�EH�DXJPHQWHG�E\�DQ�LQIRUPDO�H[SODQDWLRQ�RI
WKH�FRQYHQWLRQV�XVHG�DQG�WKH�LGHDV�EHLQJ�H[SUHVVHG��$�ZHOO�IRUPHG�V\Q�
WD[� DQG� VHPDQWLFV� ZLWK� FRPSOHWH� VSHFLILFDWLRQ� RI� DOO� FRQVWUXFWV� XVHG
PXVW�EH�UHIHUHQFHG�

formal top level specification (FTLS):�$�WRS�OHYHO�VSHFLILFDWLRQ�WKDW�LV�ZULW�
WHQ� LQ� D� IRUPDO�PDWKHPDWLFDO� ODQJXDJH� WR� DOORZ� WKHRUHPV� VKRZLQJ� WKH
FRUUHVSRQGHQFH�RI�WKH�V\VWHP�VSHFLILFDWLRQ�WR�LWV�IRUPDO�UHTXLUHPHQWV�WR
EH�K\SRWKHVL]HG�DQG�IRUPDOO\�SURYHQ�

formal verification:�7KH�SURFHVV�RI�XVLQJ�IRUPDO�SURRIV�WR�GHPRQVWUDWH�WKH
FRQVLVWHQF\� �GHVLJQ�YHULILFDWLRQ��EHWZHHQ�D� IRUPDO�VSHFLILFDWLRQ�RI�D�V\V�
WHP�DQG� D� IRUPDO� VHFXULW\� SROLF\�PRGHO� RU� �LPSOHPHQWDWLRQ� YHULILFDWLRQ�
EHWZHHQ�WKH�IRUPDO�VSHFLILFDWLRQ�DQG�LWV�SURJUDP�LPSOHPHQWDWLRQ�

front-end security filter: ����$�SURFHVV�WKDW�LV�LQYRNHG�WR�SURFHVV�GDWD�DF�
FRUGLQJ� WR�D�VSHFLILHG�VHFXULW\�SROLF\�SULRU� WR� UHOHDVLQJ� WKH�GDWD�RXWVLGH
WKH� SURFHVVLQJ� HQYLURQPHQW� RU� XSRQ� UHFHLYLQJ� GDWD� IURP� DQ� H[WHUQDO
VRXUFH�� ����$�SURFHVV� LPSOHPHQWHG� LQ�KDUGZDUH�RU�VRIWZDUH� WKDW� LV� ORJL�
FDOO\�VHSDUDWHG�IURP�WKH�UHPDLQGHU�RI�WKH�V\VWHP�WR�SURWHFW�WKH�V\VWHP·V
LQWHJULW\�

functional component:�)XQGDPHQWDO�EXLOGLQJ�EORFN��VSHFLI\LQJ�ZKDW�DQ�,7
�LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW�PXVW� EH� FDSDEOH� RI� GRLQJ�� IURP�ZKLFK
IXQFWLRQDO�SURWHFWLRQ�UHTXLUHPHQWV�DUH�DVVHPEOHG�

functional package:� *URXSLQJ� RI� IXQFWLRQDO� FRPSRQHQWV� DVVHPEOHG� WR
HDVH�VSHFLILFDWLRQ�DQG�FRPPRQ�XQGHUVWDQGLQJ�RI�ZKDW�DQ�,7��LQIRUPDWLRQ
WHFKQRORJ\��SURGXFW�LV�FDSDEOH�RI�GRLQJ�

functional protection requirements:� 5HTXLUHPHQWV� LQ� D� SURWHFWLRQ� SURILOH
WKDW�DGGUHVV�ZKDW�FRQIRUPLQJ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFWV�PXVW
EH�FDSDEOH�RI�GRLQJ�

functional testing:�7KH�SRUWLRQ�RI�VHFXULW\�WHVWLQJ�LQ�ZKLFK�WKH�DGYHUWLVHG
IHDWXUHV�RI�D�V\VWHP�DUH�WHVWHG��XQGHU�RSHUDWLRQDO�FRQGLWLRQV��IRU�FRUUHFW
RSHUDWLRQ�
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functional unit:�$�IXQFWLRQDOO\�GLVWLQFW�SDUW�RI�D�EDVLF�FRPSRQHQW�

functionality: ���� 6HW� RI� IXQFWLRQDO� SURWHFWLRQ� UHTXLUHPHQWV� WR� EH� LPSOH�
PHQWHG� LQ� ,7� �LQIRUPDWLRQ�WHFKQRORJ\��SURGXFWV�� ����7KH�WRWDOLW\�RI� IXQF�
WLRQDO� SURSHUWLHV� RI� D� 72(� �WDUJHW� RI� HYDOXDWLRQ�� WKDW� FRQWULEXWHV� WR
VHFXULW\�

functionality class:� $� GHILQHG� VHW� RI� VHFXULW\� IXQFWLRQV� LQ� D� V\VWHP� RU
SURGXFW��GHVLJQHG�WR�PHHW�D�VHFXULW\�SROLF\�

*
general-purpose system:� $� FRPSXWHU� V\VWHP� WKDW� LV� GHVLJQHG� WR� DLG� LQ
VROYLQJ�D�ZLGH�YDULHW\�RI�SUREOHPV�

generic threat:�&ODVV�RI�WKUHDWV�ZLWK�FRPPRQ�FKDUDFWHULVWLFV�SHUWDLQLQJ�WR
YXOQHUDELOLWLHV��DJHQWV��HYHQW�VHTXHQFHV��DQG�UHVXOWLQJ�PLVIRUWXQHV�

global requirements:� 7KRVH�ZKLFK� UHTXLUH� DQDO\VLV� RI� WKH� HQWLUH� V\VWHP
DQG�IRU�ZKLFK�VHSDUDWH�DQDO\VLV�RI�WKH�LQGLYLGXDO�7&%��WUXVWHG�FRPSXWLQJ
EDVH��VXEVHWV�GRHV�QRW�VXIILFH�

granularity: ����5HODWLYH�ILQHQHVV�RU�FRDUVHQHVV�WR�ZKLFK�DQ�DFFHVV�FRQWURO
PHFKDQLVP� RU� RWKHU� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� DVSHFW� FDQ� EH
DGMXVWHG�� ���� $Q� H[SUHVVLRQ� RI� WKH� UHODWLYH� VL]H� RI� D� GDWD� REMHFW�� 1RWH�
3URWHFWLRQ�DW�WKH�ILOH�OHYHO�LV�FRQVLGHUHG�FRXUVH�JUDQXODULW\��ZKHUHDV�SUR�
WHFWLRQ�DW�WKH�ILHOG�OHYHO�LV�FRQVLGHUHG�WR�EH�ILQHU�JUDQXODULW\��7KH�SKUDVH
´WKH� JUDQXODULW\� RI� D� VLQJOH�XVHUµ�PHDQV� WKH� DFFHVV� FRQWURO�PHFKDQLVP
FDQ�EH�DGMXVWHG�WR�LQFOXGH�RU�H[FOXGH�DQ\�VLQJOH�XVHU�

granularity of a requirement:�'HWHUPLQDWLRQ�RI�ZKHWKHU�D�UHTXLUHPHQW�DS�
SOLHV� WR� DOO� WKH� DWWULEXWHV� RI� XVHUV�� VXEMHFWV�� RU� REMHFWV�� DQG� DOO� 7&%
�WUXVWHG�FRPSXWLQJ�EDVH��IXQFWLRQDO�FRPSRQHQWV�

group:�1DPHG�FROOHFWLRQ�RI�XVHU�LGHQWLILHUV�

guard:�$�SURFHVVRU� WKDW�SURYLGHV�D� ILOWHU�EHWZHHQ�WZR�GLVSDUDWH�V\VWHPV
RSHUDWLQJ� DW� GLIIHUHQW� VHFXULW\� OHYHOV� RU� EHWZHHQ� D� XVHU� WHUPLQDO� DQG� D
GDWDEDVH�WR�ILOWHU�RXW�GDWD�WKDW�WKH�XVHU�LV�QRW�DXWKRUL]HG�WR�DFFHVV�

Gypsy verification environment:�$Q� LQWHJUDWHG�VHW�RI� WRROV� IRU�VSHFLI\LQJ�
FRGLQJ�� DQG� YHULI\LQJ� SURJUDPV� ZULWWHQ� LQ� WKH� *\SV\� ODQJXDJH�� D� ODQ�
JXDJH� VLPLODU� WR� 3DVFDO�ZKLFK� KDV� ERWK� VSHFLILFDWLRQ� DQG� SURJUDPPLQJ
IHDWXUHV��7KLV�PHWKRGRORJ\�LQFOXGHV�DQ�HGLWRU��D�VSHFLILFDWLRQ�SURFHVVRU�
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D�YHULILFDWLRQ�FRQGLWLRQ�JHQHUDWRU��D�XVHU�GLUHFWHG�WKHRUHP�SURYHU��DQG�DQ
LQIRUPDWLRQ�IORZ�WRRO�

+
handshaking procedure:�$�GLDORJXH�EHWZHHQ� WZR�HQWLWLHV� �IRU� H[DPSOH�� D
XVHU�DQG�D�FRPSXWHU��D�FRPSXWHU�DQG�DQRWKHU�FRPSXWHU��RU�D�SURJUDP
DQG�DQRWKHU�SURJUDP�� IRU� WKH�SXUSRVH�RI� LGHQWLI\LQJ�DQG�DXWKHQWLFDWLQJ
WKH�HQWLWLHV�WR�RQH�DQRWKHU�

hierarchical decomposition:� 7KH� RUGHUHG�� VWUXFWXUHG� UHGXFWLRQ� RI� D� V\V�
WHP�RU�D�FRPSRQHQW�WR�SULPLWLYHV�

hierarchical development methodology:�$�PHWKRGRORJ\�IRU�VSHFLI\LQJ�DQG
YHULI\LQJ� WKH� GHVLJQ� SURJUDPV� ZULWWHQ� LQ� WKH� 6SHFLDO� VSHFLILFDWLRQ� ODQ�
JXDJH�� 7KH� WRROV� IRU� WKLV� PHWKRGRORJ\� LQFOXGH� WKH� 6SHFLDO� VSHFLILFDWLRQ
SURFHVVRU��WKH�%R\HU�0RRUH�WKHRUHP�SURYHU��DQG�WKH�)HLHUWDJ�LQIRUPDWLRQ
IORZ�WRRO�

host:� $Q\� FRPSXWHU�EDVHG� V\VWHP� FRQQHFWHG� WR� WKH� QHWZRUN� DQG� FRQ�
WDLQLQJ� WKH� QHFHVVDU\� SURWRFRO� LQWHUSUHWHU� VRIWZDUH� WR� LQLWLDWH� QHWZRUN
DFFHVV� DQG� FDUU\� RXW� LQIRUPDWLRQ� H[FKDQJH� DFURVV� WKH� FRPPXQLFDWLRQV
QHWZRUN��7KLV�GHILQLWLRQ�HQFRPSDVVHV�W\SLFDO�´PDLQIUDPHµ�KRVWV��JHQHULF
WHUPLQDO� VXSSRUW� PDFKLQHV� �IRU� H[DPSOH�� $53$QHW� 7$&�� 'R',,6� 17&��
DQG�ZRUNVWDWLRQV�FRQQHFWHG�GLUHFWO\�WR�WKH�FRPPXQLFDWLRQV�VXEQHWZRUN
DQG�H[HFXWLQJ�WKH�LQWHUFRPSXWHU�QHWZRUNLQJ�SURWRFROV��$�WHUPLQDO�LV�QRW
D�KRVW�EHFDXVH� LW�GRHV�QRW�FRQWDLQ�WKH�SURWRFRO�VRIWZDUH�QHHGHG� WR�SHU�
IRUP� LQIRUPDWLRQ� H[FKDQJH�� D� ZRUNVWDWLRQ� �E\� GHILQLWLRQ�� LV� D� KRVW� EH�
FDXVH�LW�GRHV�KDYH�VXFK�FDSDELOLW\�

host to front-end protocol:�$�VHW�RI�FRQYHQWLRQV�JRYHUQLQJ�WKH�IRUPDW�DQG
FRQWURO�RI�GDWD�WKDW�DUH�SDVVHG�IURP�D�KRVW�WR�D�IURQW�HQG�PDFKLQH�

,
identification:�3URFHVV�WKDW�HQDEOHV�UHFRJQLWLRQ�RI�DQ�HQWLW\�E\�DQ�,7� �LQ�
IRUPDWLRQ�WHFKQRORJ\��SURGXFW�V\VWHP�WKDW�PD\�EH�E\�WKH�XVH�RI�XQLTXH
PDFKLQH�UHDGDEOH�XVHU�QDPHV�

impersonating:�6\QRQ\PRXV�ZLWK�spoofing�

implementation:�$�SKDVH�RI�WKH�GHYHORSPHQW�SURFHVV�ZKHUHLQ�WKH�GHWDLOHG
VSHFLILFDWLRQ�RI�D�WDUJHW�RI�HYDOXDWLRQ� LV� WUDQVODWHG� LQWR�DFWXDO�KDUGZDUH
DQG�VRIWZDUH�
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incomplete parameter checking:�$� V\VWHP�GHVLJQ� IODZ� WKDW� UHVXOWV�ZKHQ
DOO�SDUDPHWHUV�KDYH�QRW�EHHQ� IXOO\�DQWLFLSDWHG� IRU�DFFXUDF\�DQG�FRQVLV�
WHQF\��WKXV�PDNLQJ�WKH�V\VWHP�YXOQHUDEOH�WR�SHQHWUDWLRQ�

individual accountability:�7KH�DELOLW\�WR�DVVRFLDWH�SRVLWLYHO\�WKH�LGHQWLW\�RI
D�XVHU�ZLWK�WKH�WLPH��PHWKRG��DQG�GHJUHH�RI�DFFHVV�WR�D�V\VWHP�

informal specification:� 6WDWHPHQW� DERXW� �WKH� SURSHUWLHV� RI�� D� SURGXFW
PDGH�XVLQJ� WKH�JUDPPDU��V\QWD[��DQG�FRPPRQ�GHILQLWLRQV�RI� D�QDWXUDO
ODQJXDJH� �IRU� H[DPSOH�� (QJOLVK��� 1RWH�� :KLOH� QR� QRWDWLRQDO� UHVWULFWLRQV
DSSO\�� WKH� LQIRUPDO� VSHFLILFDWLRQ� LV� DOVR� UHTXLUHG� WR� SURYLGH� GHILQHG
PHDQLQJV�IRU�WHUPV�ZKLFK�DUH�XVHG�LQ�D�FRQWH[W�RWKHU�WKDQ�WKDW�DFFHSWHG
E\�QRUPDO�XVDJH�

information flow control:�$�SURFHGXUH�WR�HQVXUH�WKDW�LQIRUPDWLRQ�WUDQVIHUV
ZLWKLQ�D� V\VWHP�DUH�QRW�PDGH� IURP�D�KLJKHU� VHFXULW\� OHYHO� REMHFW� WR� DQ
REMHFW�RI�D�ORZHU�VHFXULW\�OHYHO���6HH�covert channel, simple security property,
DQG� *-property (star property)�� 6\QRQ\PRXV�ZLWK� data flow control� DQG� flow
control��

information processing standard:� $� VHW� RI� GHWDLOHG� WHFKQLFDO� JXLGHOLQHV
XVHG� WR� HVWDEOLVK� XQLIRUPLW\� WR� VXSSRUW� VSHFLILF� IXQFWLRQV� DQG�RU
LQWHURSHUDELOLW\� LQ� KDUGZDUH�� VRIWZDUH�� RU� WHOHFRPPXQLFDWLRQV� GHYHORS�
PHQW��WHVWLQJ��DQG�RU�RSHUDWLRQ�

information protection policy:�6HW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJX�
ODWH� KRZ� DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� ZLOO�� ZLWKLQ� VSHFLILHG
OLPLWV�� FRXQWHU� WKUHDWV� H[SHFWHG� LQ� WKH� SURGXFW·V� DVVXPHG� RSHUDWLRQDO
HQYLURQPHQW�

information system security officer (ISSO):�7KH�SHUVRQ�UHVSRQVLEOH� WR� WKH
'$$� �GHVLJQDWHG� DSSURYLQJ� DXWKRULW\�� IRU� HQVXULQJ� WKDW� VHFXULW\� LV� SUR�
YLGHG�IRU�DQG�LPSOHPHQWHG�WKURXJKRXW�WKH�OLIH�F\FOH�RI�DQ�$,6��DXWRPDWHG
LQIRUPDWLRQ�V\VWHP��IURP�WKH�EHJLQQLQJ�RI�WKH�FRQFHSW�GHYHORSPHQW�SODQ
WKURXJK� LWV� GHVLJQ�� GHYHORSPHQW�� RSHUDWLRQ�� PDLQWHQDQFH�� DQG� VHFXUH
GLVSRVDO�

Information Systems Security Products and Services Catalogue:� $� FDWD�
ORJXH�LVVXHG�TXDUWHUO\�E\�WKH�1DWLRQDO�6HFXULW\�$JHQF\�WKDW�LQFRUSRUDWHV
WKH�'3/� �'HJDXVVHU� 3URGXFWV� /LVW��� (3/� �(YDOXDWHG� 3URGXFWV� /LVW��� (7/
�(QGRUVHG� 7RROV� /LVW��� 33/� �3UHIHUUHG� 3URGXFWV� /LVW��� DQG� RWKHU� VHFXULW\
SURGXFW�DQG�VHUYLFH�OLVWV��7KLV�FDWDORJXH�LV�DYDLODEOH�WKURXJK�WKH�86�*RY�
HUQPHQW�3ULQWLQJ�2IILFH��:DVKLQJWRQ��'&�����������������������
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Information Technology Security Evaluation Criteria (ITSEC):� (XURSHDQ
VHFXULW\�HYDOXDWLRQ�FULWHULD�IRU�WDUJHWV�RI�HYDOXDWLRQ��72(��

information technology (IT) system:�$Q�LQWHUQDWLRQDO�WHUP�IRU�DQ�LQIRUPD�
WLRQ�V\VWHP��ZKLFK�FRQVLVWV�RI�RQH�RU�PRUH�DXWRPDWHG� LQIRUPDWLRQ� V\V�
WHPV��$,6V��RU�FRPSXWHU�V\VWHPV�DQG�FRPPXQLFDWLRQV�V\VWHPV�

Integrated Services Digital Network:�$Q�HPHUJLQJ�FRPPXQLFDWLRQV�V\VWHP
HQDEOLQJ� WKH� VLPXOWDQHRXV� WUDQVPLVVLRQ� RI� GDWD�� IDFVLPLOH�� YLGHR�� DQG
YRLFH�RYHU�D�VLQJOH�FRPPXQLFDWLRQV�OLQN�

integrity: ���� &RUUHFWQHVV� DQG� DSSURSULDWHQHVV� RI� WKH� FRQWHQW� DQG�RU
VRXUFH�RI�D�SLHFH�RI�LQIRUPDWLRQ���6HH�data integrity�DQG�system integrity������
7KH� SUHYHQWLRQ� RI� WKH� XQDXWKRUL]HG� PRGLILFDWLRQ� RI� LQIRUPDWLRQ�� ���
6RXQG��XQLPSDLUHG��RU�SHUIHFW�FRQGLWLRQ�

integrity policy:� $� VHFXULW\� SROLF\� WR� SUHYHQW� XQDXWKRUL]HG� XVHUV� IURP
PRGLI\LQJ�³�WKDW�LV��ZULWLQJ�³�VHQVLWLYH�LQIRUPDWLRQ���6HH�security policy��

interdiction:�6HH�denial of service�

internal security controls: ����+DUGZDUH�� ILUPZDUH��DQG�VRIWZDUH� IHDWXUHV
ZLWKLQ� D� V\VWHP� WKDW� UHVWULFW� DFFHVV� WR� UHVRXUFHV� �KDUGZDUH�� VRIWZDUH�
DQG�GDWD��WR�DXWKRUL]HG�VXEMHFWV�RQO\��SHUVRQV��SURJUDPV��RU�GHYLFHV������
0HFKDQLVPV�LPSOHPHQWHG�LQ�WKH�KDUGZDUH��ILUPZDUH��DQG�VRIWZDUH�RI�DQ
,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� ZKLFK� SURYLGH� SURWHFWLRQ� IRU� WKH� ,7
SURGXFW�

internal subject:�$� VXEMHFW� WKDW� LV�QRW�DFWLQJ�DV�D�GLUHFW� VXUURJDWH� IRU�D
XVHU��$�SURFHVV� WKDW� LV�QRW�DVVRFLDWHG�ZLWK� DQ\�XVHU� EXW� SHUIRUPV� V\V�
WHP�ZLGH�IXQFWLRQV�VXFK�DV�SDFNHW�VZLWFKLQJ�� OLQH�SULQWHU�VSRROLQJ��DQG
VR�RQ���$OVR�NQRZQ�DV�D�GDHPRQ�RU�D�VHUYLFH�PDFKLQH��

interoperability:�7KH�DELOLW\�RI�FRPSXWHUV�WR�DFW�XSRQ�LQIRUPDWLRQ�UHFHLYHG
IURP�RQH�DQRWKHU�

isolation:�7KH�FRQWDLQPHQW�RI�VXEMHFWV�DQG�REMHFWV�LQ�D�V\VWHP�LQ�VXFK�D
ZD\�WKDW�WKH\�DUH�VHSDUDWHG�IURP�RQH�DQRWKHU��DV�ZHOO�DV� IURP�WKH�SUR�
WHFWLRQ�FRQWUROV�RI�WKH�RSHUDWLQJ�V\VWHP�

IT (information technology) security:�7KH�VWDWH�RI�VHFXULW\�LQ�DQ�,7�V\VWHP�

IT (information technology) security certification:� 7KH� LVVXH�� E\� DQ� LQGH�
SHQGHQW�ERG\��RI�D�IRUPDO�VWDWHPHQW�RU�FHUWLILFDWH�FRQILUPLQJ�WKH�UHVXOWV
RI� DQ� HYDOXDWLRQ� RI� D� 72(� �WDUJHW� RI� HYDOXDWLRQ�� DQG� WKH� IDFW� WKDW� WKH
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HYDOXDWLRQ�FULWHULD�XVHG�ZHUH�FRUUHFWO\�DSSOLHG��1RWH��7KLV�WHUP�FRXOG�DOVR
EH�FDOOHG�´72(�FHUWLILFDWLRQµ�WR�PDNH�LWV�DSSOLFDWLRQ�FOHDUHU�

IT (information technology) system:�$�VSHFLILF�,7�LQVWDOODWLRQ��ZLWK�D�SDU�
WLFXODU�SXUSRVH�DQG�RSHUDWLRQDO�HQYLURQPHQW�

.
key:�$�ORQJ�VWULQJ�RI�VHHPLQJO\�UDQGRP�ELWV�XVHG�ZLWK�FU\SWRJUDSKLF�DOJR�
ULWKPV�WR�FUHDWH�RU�YHULI\�GLJLWDO�VLJQDWXUHV�DQG�HQFU\SW�RU�GHFU\SW�PHV�
VDJHV�DQG�FRQYHUVDWLRQV��7KH�NH\V�PXVW�EH�NQRZQ�RU�JXHVVHG�WR�IRUJH�D
GLJLWDO�VLJQDWXUH�RU�GHFU\SW�DQ�HQFU\SWHG�PHVVDJH�

key-escrow system:� $Q� HOHFWURQLF�PHDQV� RI� UHFRQVWUXFWLQJ� D� VHFUHW� NH\
�IRU� VHFUHW� NH\� HQFU\SWLRQ�� RU� D� SULYDWH� NH\� �IRU� SXEOLF� NH\� HQFU\SWLRQ��
7KH�UHFRQVWUXFWHG�NH\�FDQ�WKHQ�EH�XVHG�LQ�D�SURFHVV�WR�GHFU\SW�D�FRP�
PXQLFDWLRQ�

key management/exchange:�$�PHWKRG�RI�HOHFWURQLFDOO\�WUDQVPLWWLQJ��LQ�D
VHFXUH�IDVKLRQ��D�VHFUHW�NH\�IRU�XVH�ZLWK�D�VHFUHW�NH\�FU\SWRJUDSKLF�V\V�
WHP��.H\�PDQDJHPHQW�FDQ�EH�XVHG�WR�VXSSRUW�FRPPXQLFDWLRQV�SULYDF\�
7KLV�PHWKRG�FDQ�EH�DFFRPSOLVKHG�PRVW�VHFXUHO\�ZLWK�SXEOLF�NH\�FU\SWR�
JUDSKLF� V\VWHPV�� ZKLFK� GR� QRW� UHTXLUH� WKH� VKDULQJ� RI� VHFUHW� NH\V� ZLWK
WKLUG�SDUWLHV��,QVWHDG��D�VHFUHW�NH\�LV�HQFU\SWHG�ZLWK�D�UHFLSLHQW·V�SXEOLF
NH\��DQG�WKH�UHFLSLHQW�GHFU\SWV�WKH�UHVXOW�ZLWK�KLV�RU�KHU�SULYDWH�NH\�WR
UHFHLYH� WKH�VHFUHW�NH\��$�YDULDWLRQ�RI�NH\�PDQDJHPHQW� WKDW� LV�EDVHG�RQ
NH\�H[FKDQJH�GRHV�QRW�UHTXLUH�HQFU\SWLQJ�WKH�VHFUHW�NH\�

/
label:�6HH�sensitivity label�

lattice:� $� SDUWLDOO\� RUGHUHG� VHW� IRU� ZKLFK� HYHU\� SDLU� RI� HOHPHQWV� KDV� D
JUHDWHVW�ORZHU�ERXQG�DQG�D�OHDVW�XSSHU�ERXQG�

least privilege:�$�SULQFLSOH�WKDW�UHTXLUHV�WKDW�HDFK�VXEMHFW�EH�JUDQWHG�WKH
PRVW�UHVWULFWLYH�VHW�RI�SULYLOHJHV�QHHGHG�IRU�WKH�SHUIRUPDQFH�RI�DXWKRUL]HG
WDVNV��)RU�FHUWDLQ�DSSOLFDWLRQV��WKH�PRVW�UHVWULFWLYH�VHW�RI�SULYLOHJHV�FRXOG
SHUWDLQ� WR� WKH� ORZHVW� FOHDUDQFH�� 7KH� DSSOLFDWLRQ� RI� WKLV� SULQFLSOH� OLPLWV
WKH�GDPDJH�WKDW�FDQ�UHVXOW�IURP�DFFLGHQW��HUURU��RU�XQDXWKRUL]HG�XVH�RI
DQ�$,6��DXWRPDWHG�LQIRUPDWLRQ�V\VWHP��

limited access:�6\QRQ\PRXV�ZLWK�access control�
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list-oriented:�$�FRPSXWHU�SURWHFWLRQ�V\VWHP� LQ�ZKLFK�HDFK�SURWHFWHG�RE�
MHFW� KDV� D� OLVW� RI� DOO� VXEMHFWV� DXWKRUL]HG� WR� DFFHVV� LW�� �&RPSDUH� ticket-
oriented��

local requirements:� 7KRVH� IRU� ZKLFK� VHSDUDWH� DQDO\VLV� RI� WKH� LQGLYLGXDO
7&%� �WUXVWHG�FRPSXWLQJ�EDVH��VXEVHWV�VXIILFHV� WR�GHWHUPLQH� FRPSOLDQFH
IRU� WKH� FRPSRVLWH� 7&%�� �6HH� WKH� WUXVWHG� GDWDEDVH� LQWHUSUHWDWLRQ� RI� WKH
7UXVWHG�&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD�IRU�IXUWKHU�LQIRUPDWLRQ��

lock-and-key protection system:� $� SURWHFWLRQ� V\VWHP� WKDW� LQYROYHV
PDWFKLQJ�D�NH\�RU�SDVVZRUG�ZLWK�D�VSHFLILF�DFFHVV�UHTXLUHPHQW�

logic bomb:�$�UHVLGHQW�FRPSXWHU�SURJUDP�WKDW� WULJJHUV� WKH�SHUSHWUDWLRQ
RI�DQ�XQDXWKRUL]HG�DFW�ZKHQ�SDUWLFXODU�VWDWHV�RI�WKH�V\VWHP�DUH�UHDOL]HG�

loophole:�$Q�HUURU�RI�RPLVVLRQ�RU�RYHUVLJKW�LQ�VRIWZDUH�RU�KDUGZDUH�WKDW
SHUPLWV�FLUFXPYHQWLRQ�RI�WKH�V\VWHP�VHFXULW\�SROLF\�

0
magnetic remanence:�$�PHDVXUH�RI� WKH�PDJQHWLF� IOX[�GHQVLW\� UHPDLQLQJ
DIWHU�UHPRYDO�RI�WKH�DSSOLHG�PDJQHWLF�IRUFH��5HIHUV�WR�DQ\�GDWD�UHPDLQLQJ
RQ�PDJQHWLF�VWRUDJH�PHGLD�DIWHU�UHPRYDO�RI�WKH�SRZHU�

maintenance hook:�6SHFLDO�LQVWUXFWLRQV�LQ�VRIWZDUH�WR�DOORZ�HDV\�PDLQWH�
QDQFH�DQG�DGGLWLRQDO�IHDWXUH�GHYHORSPHQW��7KHVH�DUH�QRW�FOHDUO\�GHILQHG
GXULQJ�DFFHVV�IRU�GHVLJQ�VSHFLILFDWLRQ��+RRNV�IUHTXHQWO\�DOORZ�HQWU\� LQWR
WKH� FRGH� DW�XQXVXDO� SRLQWV� RU�ZLWKRXW� WKH�XVXDO� FKHFNV�� VR� WKH\� DUH� D
VHULRXV�VHFXULW\�ULVN�LI�WKH\�DUH�QRW�UHPRYHG�SULRU�WR�OLYH�LPSOHPHQWDWLRQ�
0DLQWHQDQFH�KRRNV�DUH�VSHFLDO�W\SHV�RI�WUDS�GRRUV�

malicious logic:�+DUGZDUH��VRIWZDUH��RU�ILUPZDUH�WKDW�LV�LQWHQWLRQDOO\�LQ�
FOXGHG�LQ�D�V\VWHP�IRU�DQ�XQDXWKRUL]HG�SXUSRVH�³�IRU�H[DPSOH��D�7URMDQ
KRUVH�

mandatory access control:�$�PHDQV�RI�UHVWULFWLQJ�DFFHVV�WR�REMHFWV�EDVHG
RQ�WKH�VHQVLWLYLW\��DV�UHSUHVHQWHG�E\�D�ODEHO��RI�WKH�LQIRUPDWLRQ�FRQWDLQHG
LQ�WKH�REMHFWV�DQG�WKH�IRUPDO�DXWKRUL]DWLRQ��WKDW�LV��FOHDUDQFH��RI�VXEMHFWV
WR�DFFHVV�LQIRUPDWLRQ�RI�VXFK�VHQVLWLYLW\���6HH�nondiscretionary access con-
trol��&RPSDUH�discretionary access control��

masquerading:�6\QRQ\PRXV�ZLWK�spoofing�

mass-market software:�6RIWZDUH�WKDW�LV�����JHQHUDOO\�DYDLODEOH�WR�WKH�SXE�
OLF�E\�VDOH��ZLWKRXW�UHVWULFWLRQ��IURP�VWRFN�DW�UHWDLO�VHOOLQJ�SRLQWV�WKURXJK
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RYHU�WKH�FRXQWHU�� WHOHSKRQH�� DQG�PDLO� WUDQVDFWLRQV� DQG� ���� GHVLJQHG� IRU
XVHU�LQVWDOODWLRQ�ZLWKRXW�VXEVWDQWLDO�VXSSOLHU�VXSSRUW�

mechanism:�2SHUDWLQJ� V\VWHP�HQWU\�SRLQW� RU� VHSDUDWH� RSHUDWLQJ� V\VWHP
VXSSRUW�SURJUDP�WKDW�SHUIRUPV�D�VSHFLILF�DFWLRQ�RU� UHODWHG�JURXS�RI� DF�
WLRQV�

metadata: ����'DWD�UHIHUULQJ�WR�RWKHU�GDWD��GDWD��VXFK�DV�GDWD�VWUXFWXUHV�
LQGLFHV��DQG�SRLQWHUV��WKDW�DUH�XVHG�WR�LQVWDQWLDWH�DQ�DEVWUDFWLRQ��VXFK�DV
´SURFHVV�µ�´WDVN�µ�´VHJPHQW�µ�´ILOH�µ�RU�´SLSHµ�������$�VSHFLDO�GDWDEDVH��DOVR
UHIHUUHG�WR�DV�D�GDWD�GLFWLRQDU\��FRQWDLQLQJ�GHVFULSWLRQV�RI� WKH�HOHPHQWV
�IRU�H[DPSOH��UHODWLRQV��GRPDLQV��HQWLWLHV��RU�UHODWLRQVKLSV��RI�D�GDWDEDVH�

mimicking:�6\QRQ\PRXV�ZLWK�spoofing�

modes of operation:�$�GHVFULSWLRQ�RI�WKH�FRQGLWLRQV�XQGHU�ZKLFK�DQ�$,6
�DXWRPDWHG� LQIRUPDWLRQ� V\VWHP�� IXQFWLRQV�� EDVHG� RQ� WKH� VHQVLWLYLW\� RI
GDWD�SURFHVVHG�DQG�WKH�FOHDUDQFH�OHYHOV�DQG�DXWKRUL]DWLRQV�RI�WKH�XVHUV�
)RXU�PRGHV�RI�RSHUDWLRQ�DUH�DXWKRUL]HG�

��D��$Q�$,6�LV�RSHUDWLQJ�LQ�WKH�GHGLFDWHG�PRGH�ZKHQ�WKH�V\VWHP�LV�VSH�
FLILFDOO\�DQG�H[FOXVLYHO\�GHGLFDWHG�WR�DQG�FRQWUROOHG�IRU�WKH�SURFHVVLQJ�RI
RQH� SDUWLFXODU� W\SH� RU� FODVVLILFDWLRQ� RI� LQIRUPDWLRQ�� HLWKHU� IRU� IXOO�WLPH
RSHUDWLRQ�RU�IRU�D�VSHFLILF�SHULRG�RI�WLPH����E��$Q�$,6�LV�RSHUDWLQJ�LQ�WKH
GHGLFDWHG�PRGH�ZKHQ�HDFK�XVHU�ZLWK�GLUHFW�RU�LQGLUHFW�LQGLYLGXDO�DFFHVV
WR�WKH�$,6��LWV�SHULSKHUDOV��LWV�UHPRWH�WHUPLQDOV��RU�LWV�UHPRWH�KRVWV�KDV
DOO�RI�WKH�IROORZLQJ���D��D�YDOLG�SHUVRQQHO�FOHDUDQFH�IRU�DOO�LQIRUPDWLRQ�RQ
WKH� V\VWHP�� �E�� IRUPDO� DFFHVV� DSSURYDO� IRU�� DQG� VLJQHG� QRQGLVFORVXUH
DJUHHPHQWV�IRU��DOO�WKH�LQIRUPDWLRQ�VWRUHG�DQG�RU�SURFHVVHG��LQFOXGLQJ�DOO
FRPSDUWPHQWV��VXEFRPSDUWPHQWV��DQG�RU�VSHFLDO�DFFHVV�SURJUDPV���DQG
�F��D�YDOLG�QHHG�WR�NQRZ�IRU�DOO�LQIRUPDWLRQ�FRQWDLQHG�ZLWKLQ�WKH�V\VWHP�

��D��$Q�$,6� LV� RSHUDWLQJ� LQ� WKH�V\VWHP�KLJK�PRGH�ZKHQ� HDFK�XVHU�ZLWK
GLUHFW�RU�LQGLUHFW�DFFHVV�WR�WKH�$,6��LWV�SHULSKHUDOV��UHPRWH�WHUPLQDOV��RU
UHPRWH�KRVWV�KDV�DOO�RI�WKH�IROORZLQJ�� �D��D�YDOLG�SHUVRQQHO�FOHDUDQFH� IRU
DOO� LQIRUPDWLRQ� RQ� WKH� $,6�� �E�� IRUPDO� DFFHVV� DSSURYDO� IRU�� DQG� VLJQHG
QRQGLVFORVXUH� DJUHHPHQWV� IRU�� DOO� WKH� LQIRUPDWLRQ� VWRUHG� DQG�RU� SURF�
HVVHG� �LQFOXGLQJ� DOO� FRPSDUWPHQWV�� VXEFRPSDUWPHQWV�� DQG�RU� VSHFLDO
DFFHVV�SURJUDPV���DQG��F��D�YDOLG�QHHG�WR�NQRZ�IRU�VRPH�RI�WKH� LQIRUPD�
WLRQ�FRQWDLQHG�ZLWKLQ�WKH�$,6����E��$Q�$,6�LV�RSHUDWLQJ�LQ�WKH�V\VWHP�KLJK
PRGH�ZKHQ�WKH�V\VWHP�KDUGZDUH�DQG�VRIWZDUH�DUH�WUXVWHG�RQO\�WR�SURYLGH
GLVFUHWLRQDU\�SURWHFWLRQ�EHWZHHQ�XVHUV��,Q�WKLV�PRGH��WKH�HQWLUH�V\VWHP�
WR�LQFOXGH�DOO�FRPSRQHQWV�HOHFWULFDOO\�DQG�RU�SK\VLFDOO\�FRQQHFWHG��PXVW
RSHUDWH�ZLWK�VHFXULW\�PHDVXUHV�FRPPHQVXUDWH�ZLWK�WKH�KLJKHVW�FODVVLIL�
FDWLRQ�DQG�VHQVLWLYLW\�RI�WKH� LQIRUPDWLRQ�EHLQJ�SURFHVVHG�DQG�RU�VWRUHG�
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$OO� V\VWHP� XVHUV� LQ� WKLV� HQYLURQPHQW� PXVW� SRVVHVV� FOHDUDQFHV� DQG
DXWKRUL]DWLRQ�IRU�DOO�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�V\VWHP��$OO�V\VWHP�RXW�
SXW�PXVW�EH�FOHDUO\�PDUNHG�ZLWK�WKH�KLJKHVW�FODVVLILFDWLRQ�DQG�DOO�V\VWHP
FDYHDWV�XQWLO�WKH�LQIRUPDWLRQ�KDV�EHHQ�UHYLHZHG�PDQXDOO\�E\�DQ�DXWKRU�
L]HG� LQGLYLGXDO� WR� HQVXUH� DSSURSULDWH� FODVVLILFDWLRQV� DQG� WKDW� FDYHDWV
KDYH�EHHQ�DIIL[HG�

����$Q�$,6�LV�RSHUDWLQJ�LQ�WKH�FRPSDUWPHQWHG�PRGH�ZKHQ�HDFK�XVHU�ZLWK
GLUHFW�RU�LQGLUHFW�DFFHVV�WR�WKH�$,6��LWV�SHULSKHUDOV��UHPRWH�WHUPLQDOV��RU
UHPRWH�KRVWV�KDV�DOO�RI�WKH�IROORZLQJ�� �D��D�YDOLG�SHUVRQQHO�FOHDUDQFH� IRU
WKH�PRVW� UHVWULFWHG� LQIRUPDWLRQ� SURFHVVHG� LQ� WKH� $,6�� �E�� IRUPDO� DFFHVV
DSSURYDO�IRU��DQG�VLJQHG�QRQGLVFORVXUH�DJUHHPHQWV�IRU��WKDW� LQIRUPDWLRQ
WR�ZKLFK�KH�RU�VKH�LV�WR�KDYH�DFFHVV��DQG��F��D�YDOLG�QHHG�WR�NQRZ�IRU�WKDW
LQIRUPDWLRQ�WR�ZKLFK�KH�RU�VKH�LV�WR�KDYH�DFFHVV�

���� $Q� $,6� LV� RSHUDWLQJ� LQ� WKH� PXOWLOHYHO� PRGH� ZKHQ� DOO� WKH� IROORZLQJ
VWDWHPHQWV�DUH�VDWLVILHG�FRQFHUQLQJ�XVHUV�ZLWK�GLUHFW�RU�LQGLUHFW�DFFHVV�WR
WKH�$,6�� LWV�SHULSKHUDOV��UHPRWH� WHUPLQDOV��RU� UHPRWH�KRVWV�� �D�� VRPH�GR
QRW�KDYH�D�YDOLG�SHUVRQQHO�FOHDUDQFH�IRU�DOO�WKH�LQIRUPDWLRQ�SURFHVVHG�LQ
WKH�$,6���E��DOO�KDYH�WKH�SURSHU�FOHDUDQFH�DQG�KDYH�WKH�DSSURSULDWH�IRUPDO
DFFHVV� DSSURYDO� IRU� WKDW� LQIRUPDWLRQ� WR�ZKLFK� WKH\� DUH� WR� KDYH� DFFHVV�
DQG��F��DOO�KDYH�D�YDOLG�QHHG�WR�NQRZ�IRU�WKDW� LQIRUPDWLRQ�WR�ZKLFK�WKH\
DUH�WR�KDYH�DFFHVV�

monolithic TCB (trusted computing base):�$�7&%�WKDW�FRQVLVWV�RI�D�VLQJOH
7&%�VXEVHW�

multilevel device:�$�GHYLFH�WKDW�LV�XVHG�LQ�D�PDQQHU�WKDW�SHUPLWV�LW�WR�VL�
PXOWDQHRXVO\�SURFHVV�GDWD�RI�WZR�RU�PRUH�VHFXULW\�OHYHOV�ZLWKRXW�ULVN�RI
FRPSURPLVH��7R�DFFRPSOLVK�WKLV��VHQVLWLYLW\�ODEHOV�DUH�QRUPDOO\�VWRUHG�RQ
WKH� VDPH� SK\VLFDO� PHGLXP� DQG� LQ� WKH� VDPH� IRUP� �WKDW� LV�� PDFKLQH�
UHDGDEOH�RU�KXPDQ�UHDGDEOH��DV�WKH�GDWD�EHLQJ�SURFHVVHG�

multilevel mode:�6HH�modes of operation�

multilevel secure:�$�FODVV�RI�V\VWHP�FRQWDLQLQJ�LQIRUPDWLRQ�ZLWK�GLIIHUHQW
VHQVLWLYLWLHV� WKDW� VLPXOWDQHRXVO\� SHUPLWV� DFFHVV� E\� XVHUV�ZLWK� GLIIHUHQW
VHFXULW\�FOHDUDQFHV�DQG�QHHGV�WR�NQRZ��EXW�SUHYHQWV�XVHUV�IURP�REWDLQ�
LQJ�DFFHVV�WR�LQIRUPDWLRQ�IRU�ZKLFK�WKH\�ODFN�DXWKRUL]DWLRQ�

multilevel security mode:�6HH�modes of operation�

multiple access rights terminal:� $� WHUPLQDO� WKDW� PD\� EH� XVHG� E\� PRUH
WKDQ�RQH�FODVV�RI�XVHUV�³�IRU�H[DPSOH��XVHUV�ZLWK�GLIIHUHQW�DFFHVV�ULJKWV
WR�GDWD�
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multiuser mode of operation:� $�PRGH� RI� RSHUDWLRQ� GHVLJQHG� IRU� V\VWHPV
WKDW� SURFHVV� VHQVLWLYH� XQFODVVLILHG� LQIRUPDWLRQ� LQ�ZKLFK� XVHUV�PD\� QRW
KDYH� D� QHHG�WR�NQRZ� IRU� DOO� LQIRUPDWLRQ� SURFHVVHG� LQ� WKH� V\VWHP�� 7KLV
PRGH�LV�DOVR�IRU�PLFURFRPSXWHUV�SURFHVVLQJ�VHQVLWLYH�XQFODVVLILHG� LQIRU�
PDWLRQ� WKDW� FDQQRW�PHHW� WKH� UHTXLUHPHQWV� RI� WKH� VWDQG�DORQH�PRGH� RI
RSHUDWLRQ�

mutually suspicious:�7KH�VWDWH�WKDW�H[LVWV�EHWZHHQ� LQWHUDFWLQJ�SURFHVVHV
�VXEV\VWHPV�RU�SURJUDPV��LQ�ZKLFK�QHLWKHU�SURFHVV�FDQ�H[SHFW�WKH�RWKHU
SURFHVV�WR�IXQFWLRQ�VHFXUHO\�ZLWK�UHVSHFW�WR�VRPH�SURSHUW\�

1
National Computer Security Assessment Program:�$�SURJUDP�GHVLJQHG�WR
HYDOXDWH�WKH� LQWHUUHODWLRQVKLS�RI�HPSLULFDO�GDWD�RI�FRPSXWHU�VHFXULW\� LQ�
IUDFWLRQV� DQG� FULWLFDO� V\VWHPV� SURILOHV�� ZKLOH� FRPSUHKHQVLYHO\� LQFRUSR�
UDWLQJ� LQIRUPDWLRQ� IURP� WKH� &67953� �&RPSXWHU� 6HFXULW\� 7HFKQLFDO
9XOQHUDELOLW\�5HSRUWLQJ�3URJUDP��� 7KH� DVVHVVPHQW�ZLOO� EXLOG� WKUHDW� DQG
YXOQHUDELOLW\�VFHQDULRV� WKDW�DUH�EDVHG�RQ�D�FROOHFWLRQ�RI� IDFWV� IURP�UHOH�
YDQW�UHSRUWHG�FDVHV��6XFK�VFHQDULRV�DUH�D�SRZHUIXO��GUDPDWLF��DQG�FRQ�
FLVH�IRUP�RI�UHSUHVHQWLQJ�WKH�YDOXH�RI�ORVV�H[SHULHQFH�DQDO\VLV�

National Computer Security Center (NCSC):� 2ULJLQDOO\� QDPHG� WKH� 'R'
&RPSXWHU�6HFXULW\�&HQWHU��WKH�1&6&�LV�UHVSRQVLEOH� IRU�HQFRXUDJLQJ�WKH
ZLGHVSUHDG�DYDLODELOLW\� RI� WUXVWHG� FRPSXWHU� V\VWHPV� WKURXJKRXW� WKH�86
'HSDUWPHQW�RI�'HIHQVH�

National Security Decision Directive 145 (NSDD 145):�6LJQHG�E\�86�3UHVL�
GHQW� 5HDJDQ� RQ� 6HSWHPEHU� O��� O����� WKLV� GLUHFWLYH� LV� HQWLWOHG� ´1DWLRQDO
3ROLF\� RQ�7HOHFRPPXQLFDWLRQV� DQG�$XWRPDWHG� ,QIRUPDWLRQ� 6\VWHPV�6H�
FXULW\�µ� ,W� SURYLGHV� LQLWLDO� REMHFWLYHV�� SROLFLHV�� DQG� DQ� RUJDQL]DWLRQDO
VWUXFWXUH�WR�JXLGH�WKH�FRQGXFW�RI�QDWLRQDO�DFWLYLWLHV�WRZDUG�VDIHJXDUGLQJ
V\VWHPV� WKDW� SURFHVV�� VWRUH�� RU� FRPPXQLFDWH� VHQVLWLYH� LQIRUPDWLRQ�� HV�
WDEOLVKHV�D�PHFKDQLVP�IRU�SROLF\�GHYHORSPHQW��DQG�DVVLJQV�LPSOHPHQWD�
WLRQ� UHVSRQVLELOLWLHV�� ,Q� ������ 1DWLRQDO� 6HFXULW\� 'LUHFWLYH� ��� UHSODFHG
16''� ����� H[FHSW� IRU� RQJRLQJ� WHOHFRPPXQLFDWLRQV� SURWHFWLRQ� DFWLYLWLHV
PDQGDWHG�E\�16''�����DQG�3UHVLGHQWLDO�'LUHFWLYH����

National Telecommunications and Information Systems Security Advisory
Memoranda/Instructions (NTISSAM, NTISSI):�8QGHU�16''��1DWLRQDO�6HFX�
ULW\�'HFLVLRQ�'LUHFWLYH�������17,66�$GYLVRU\�0HPRUDQGD�DQG�,QVWUXFWLRQV
SURYLGHG� DGYLFH�� DVVLVWDQFH�� RU� LQIRUPDWLRQ� RI� JHQHUDO� LQWHUHVW� RQ� WHOH�
FRPPXQLFDWLRQV� DQG� V\VWHPV� VHFXULW\� WR� DOO� DSSOLFDEOH� 86� IHGHUDO� GH�
SDUWPHQWV� DQG� DJHQFLHV�� 17,66$0V�17,66,V� ZHUH� SURPXOJDWHG� E\� WKH
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1DWLRQDO� 0DQDJHU� IRU� 7HOHFRPPXQLFDWLRQV� DQG� $XWRPDWHG� ,QIRUPDWLRQ
6\VWHPV�6HFXULW\���6HH�National Security Decision Directive 145��

National Telecommunications and Information System Security Directives
(NTISSD):�8QGHU�16''������17,66�'LUHFWLYHV� HVWDEOLVKHG�QDWLRQDO�OHYHO
GHFLVLRQV�UHODWLQJ�WR�17,66�SROLFLHV��SODQV��SURJUDPV��V\VWHPV��RU�RUJDQ�
L]DWLRQDO�GHOHJDWLRQV�RI�DXWKRULW\��17,66'V�ZHUH�SURPXOJDWHG�E\�WKH�([�
HFXWLYH� $JHQW� RI� WKH� 86� *RYHUQPHQW� IRU� 7HOHFRPPXQLFDWLRQV� DQG
,QIRUPDWLRQ�6\VWHPV�6HFXULW\��RU�E\�WKH�FKDLUPDQ�RI�WKH�17,66&�ZKHQ�VR
GHOHJDWHG�E\�WKH�H[HFXWLYH�DJHQW��17,66'V�ZHUH�ELQGLQJ�XSRQ�DOO�IHGHUDO
GHSDUWPHQWV�DQG�DJHQFLHV���6HH�National Security Decision Directive 145��

need-to-know: ���� $FFHVV� WR�� RU� NQRZOHGJH� RU� SRVVHVVLRQ� RI�� VSHFLILF� LQ�
IRUPDWLRQ�UHTXLUHG�WR�FDUU\�RXW�RIILFLDO�GXWLHV������7KH�QHFHVVLW\�IRU�DFFHVV
WR��NQRZOHGJH�RI��RU�SRVVHVVLRQ�RI�VSHFLILF� LQIRUPDWLRQ�UHTXLUHG� WR�FDUU\
RXW�RIILFLDO�GXWLHV�

network architecture:� 7KH� VHW� RI� OD\HUV� DQG�SURWRFROV� �LQFOXGLQJ� IRUPDWV
DQG�VWDQGDUGV�WKDW�GLIIHUHQW�KDUGZDUH�DQG�VRIWZDUH�PXVW�FRPSO\�ZLWK�WR
DFKLHYH�VWDWHG�REMHFWLYHV��ZKLFK�GHILQH�D�QHWZRUN�

network component: ����$�SK\VLFDO�XQLW�WKDW�GRHV�QRW�SURYLGH�D�FRPSOHWH
VHW�RI�HQG�XVHU�VHUYLFHV��$�QHWZRUN�FRPSRQHQW�PD\�VXSSRUW�DOO�RU�SDUW�RI
0',$� �PDQGDWRU\�DFFHVV� FRQWURO�� LGHQWLILFDWLRQ�DQG�DXWKHQWLFDWLRQ�� DQG
DXGLW���7KLV�GHILQLWLRQ�LV�XVHG�ZLWK�WKH�7UXVWHG�1HWZRUN�,QWHUSUHWDWLRQ�RI
WKH�7UXVWHG�&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD�(QYLURQPHQWV�*XLGH�
OLQH� �71,(*��� ���� $�QHWZRUN� VXEV\VWHP�ZKLFK� LV� HYDOXDWDEOH� IRU� FRPSOL�
DQFH� ZLWK� WKH� WUXVWHG� QHWZRUN� LQWHUSUHWDWLRQV�� UHODWLYH� WR� WKDW� SROLF\
LQGXFHG�RQ�WKH�FRPSRQHQW�E\�WKH�RYHUDOO�QHWZRUN�SROLF\��1RWH��7KLV�GHIL�
QLWLRQ� LV� XVHG� ZLWK� WKH� 7UXVWHG� 1HWZRUN� ,QWHUSUHWDWLRQ� RI� WKH� 7UXVWHG
&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD��71,��

network connection:�$�QHWZRUN�FRQQHFWLRQ�LV�DQ\�ORJLFDO�RU�SK\VLFDO�SDWK
IURP�RQH�KRVW�WR�DQRWKHU�WKDW�PDNHV�SRVVLEOH�WKH�WUDQVPLVVLRQ�RI�LQIRU�
PDWLRQ� IURP�RQH�KRVW� WR� WKH�RWKHU��$Q�H[DPSOH� LV� D�7&3� �7UDQVPLVVLRQ
&RQWURO� 3URWRFRO�� FRQQHFWLRQ�� %XW� DOVR�� ZKHQ� D� KRVW� WUDQVPLWV� DQ� ,3
�,QWHUQHW� 3URWRFRO�� GDWDJUDP� XVLQJ� RQO\� WKH� VHUYLFHV� RI� LWV� ´FRQQHFWLRQ�
OHVVµ�,QWHUQHW�3URWRFRO�LQWHUSUHWHU��WKHUH�LV�FRQVLGHUHG�WR�EH�D�FRQQHFWLRQ
EHWZHHQ�WKH�VRXUFH�DQG�WKH�GHVWLQDWLRQ�KRVWV�IRU�WKLV�WUDQVDFWLRQ�

network front end:�$�GHYLFH�WKDW�LPSOHPHQWV�WKH�QHFHVVDU\�QHWZRUN�SUR�
WRFROV��LQFOXGLQJ�VHFXULW\�UHODWHG�SURWRFROV��WR�DOORZ�D�FRPSXWHU�V\VWHP�WR
EH�DWWDFKHG�WR�D�QHWZRUN�
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network reference monitor:� $Q� DFFHVV� FRQWURO� FRQFHSW� WKDW� UHIHUV� WR� DQ
DEVWUDFW�PDFKLQH�WKDW�PHGLDWHV�DOO�DFFHVV�WR�REMHFWV�ZLWKLQ�WKH�QHWZRUN
E\�VXEMHFWV�ZLWKLQ�WKH�QHWZRUN�

network security:�7KH�SURWHFWLRQ�RI�QHWZRUNV�DQG�WKHLU�VHUYLFHV�IURP�XQ�
DXWKRUL]HG� PRGLILFDWLRQ�� GHVWUXFWLRQ�� RU� GLVFORVXUH� ³� SURYLGLQJ� DQ� DV�
VXUDQFH� WKDW� WKH� QHWZRUN� SHUIRUPV� LWV� FULWLFDO� IXQFWLRQV� FRUUHFWO\� DQG
WKHUH�DUH�QR�KDUPIXO�VLGH�HIIHFWV�� ,QFOXGHV�SURYLGLQJ�IRU� LQIRUPDWLRQ�DF�
FXUDF\�

network security architecture:� $� VXEVHW� RI� QHWZRUN� DUFKLWHFWXUH� VSHFLIL�
FDOO\�DGGUHVVLQJ�VHFXULW\�UHOHYDQW�LVVXHV�

network sponsor:� 7KH� LQGLYLGXDO� RU� RUJDQL]DWLRQ� WKDW� LV� UHVSRQVLEOH� IRU
VWDWLQJ� WKH� VHFXULW\� SROLF\� HQIRUFHG� E\� WKH� QHWZRUN�� IRU� GHVLJQLQJ� WKH
QHWZRUN�VHFXULW\�DUFKLWHFWXUH�WR�SURSHUO\�HQIRUFH�WKDW�SROLF\��DQG�IRU�HQ�
VXULQJ�WKDW�WKH�QHWZRUN�LV�LPSOHPHQWHG�LQ�VXFK�D�ZD\�WKDW�WKH�SROLF\�LV
HQIRUFHG��)RU�FRPPHUFLDO�RII�WKH�VKHOI�V\VWHPV��WKH�QHWZRUN�VSRQVRU�ZLOO
QRUPDOO\�EH� WKH� YHQGRU��)RU�D� ILHOGHG�QHWZRUN� V\VWHP�� WKH� VSRQVRU�ZLOO
QRUPDOO\�EH�WKH�SURMHFW�PDQDJHU�RU�V\VWHP�DGPLQLVWUDWRU�

network system:�$�V\VWHP�WKDW�LV�LPSOHPHQWHG�ZLWK�D�FROOHFWLRQ�RI�LQWHU�
FRQQHFWHG�QHWZRUN�FRPSRQHQWV��$�QHWZRUN�V\VWHP�LV�EDVHG�RQ�D�FRKHU�
HQW�VHFXULW\�DUFKLWHFWXUH�DQG�GHVLJQ�

network trusted computing base (NTCB):�7KH�WRWDOLW\�RI�SURWHFWLRQ�PHFKD�
QLVPV� ZLWKLQ� D� QHWZRUN� V\VWHP� ³� LQFOXGLQJ� KDUGZDUH�� ILUPZDUH�� DQG
VRIWZDUH�³�WKH�FRPELQDWLRQ�RI�ZKLFK�LV�UHVSRQVLEOH�IRU�HQIRUFLQJ�D�VHFX�
ULW\�SROLF\���6HH�trusted computing base��

nondiscretionary access control:� 0HDQV� RI� UHVWULFWLQJ� DFFHVV� WR� REMHFWV
EDVHG�ODUJHO\�RQ�DGPLQLVWUDWLYH�DFWLRQV���6HH�mandatory access control��

normal operation:�3URFHVV�RI�XVLQJ�D�V\VWHP�

NSDD 145:�6HH�National Security Decision Directive 145�

NTCB (network trusted computing base) partition:� 7KH� WRWDOLW\� RI�PHFKD�
QLVPV�ZLWKLQ�D�VLQJOH�QHWZRUN�FRPSRQHQW�IRU�HQIRUFLQJ�WKH�QHWZRUN�SRO�
LF\��DV�DOORFDWHG�WR�WKDW�FRPSRQHQW��WKH�SDUW�RI�WKH�17&%�ZLWKLQ�D�VLQJOH
QHWZRUN�FRPSRQHQW�
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2
object: ����$�SDVVLYH�HQWLW\�WKDW�FRQWDLQV�RU�UHFHLYHV� LQIRUPDWLRQ��$FFHVV
WR�DQ�REMHFW�SRWHQWLDOO\�LPSOLHV�DFFHVV�WR�WKH�LQIRUPDWLRQ�LW�FRQWDLQV��([�
DPSOHV�RI�REMHFWV�DUH�UHFRUGV��EORFNV��SDJHV��VHJPHQWV��ILOHV��GLUHFWRULHV�
GLUHFWRU\�WUHHV��DQG�SURJUDPV��DV�ZHOO�DV�ELWV��E\WHV��ZRUGV��ILHOGV��SURF�
HVVRUV�� YLGHR� GLVSOD\V�� NH\ERDUGV�� FORFNV�� SULQWHUV�� DQG� QHWZRUN� QRGHV�
�6HH�passive�������$�FRQWUROOHG�HQWLW\�WKDW�SUHFLVHO\�JLYHV�RU�UHFHLYHV�LQIRU�
PDWLRQ�LQ�UHVSRQVH�WR�DFFHVV�DWWHPSWV�E\�DQRWKHU��DFWLYH��HQWLW\�

object reuse:� 7KH� UHDVVLJQPHQW�DQG� UHXVH� RI� D� VWRUDJH�PHGLXP� �IRU� H[�
DPSOH�� SDJH� IUDPH�� GLVN� VHFWRU�� RU� PDJQHWLF� WDSH�� WKDW� RQFH� FRQWDLQHG
RQH�RU�PRUH�REMHFWV��7R�EH�VHFXUHO\�UHXVHG�DQG�DVVLJQHG�WR�D�QHZ�VXE�
MHFW��VWRUDJH�PHGLD�PXVW�FRQWDLQ�QR�UHVLGXDO�GDWD��PDJQHWLF�UHPDQHQFH�
IURP�WKH�REMHFW�V��SUHYLRXVO\�FRQWDLQHG�LQ�WKH�PHGLD�

open security environment:�$Q�HQYLURQPHQW�WKDW� LQFOXGHV�WKRVH�V\VWHPV
LQ�ZKLFK�DW� OHDVW�RQH�RI�WKH�IROORZLQJ�FRQGLWLRQV�KROGV�WUXH�� ����$SSOLFD�
WLRQ�GHYHORSHUV� �LQFOXGLQJ�PDLQWDLQHUV��GR�QRW�KDYH� VXIILFLHQW� FOHDUDQFH
RU�DXWKRUL]DWLRQ�WR�SURYLGH�DQ�DFFHSWDEOH�SUHVXPSWLRQ�WKDW�WKH\�KDYH�QRW
LQWURGXFHG� PDOLFLRXV� ORJLF�� ���� &RQILJXUDWLRQ� FRQWURO� GRHV� QRW� SURYLGH
VXIILFLHQW� DVVXUDQFH� WKDW� DSSOLFDWLRQV� DUH� SURWHFWHG� DJDLQVW� WKH� LQWUR�
GXFWLRQ�RI�PDOLFLRXV�ORJLF�SULRU�WR�DQG�GXULQJ�WKH�RSHUDWLRQ�RI�V\VWHP�DS�
SOLFDWLRQV�

operating procedure:� $� VHW� RI� UXOHV� GHILQLQJ� FRUUHFW� XVH� RI� D� WDUJHW� RI
HYDOXDWLRQ�

operation:�7KH�SURFHVV�RI�XVLQJ�D�WDUJHW�RI�HYDOXDWLRQ�

operational documentation:�7KH�LQIRUPDWLRQ�SURGXFHG�E\�WKH�GHYHORSHU�RI
D�WDUJHW�RI�HYDOXDWLRQ�WR�VSHFLI\�DQG�H[SODLQ�KRZ�FXVWRPHUV�VKRXOG�XVH�LW�

operational environment:� 7KH� RUJDQL]DWLRQDO�PHDVXUHV�� SURFHGXUHV�� DQG
VWDQGDUGV�WR�EH�XVHG�ZKLOH�RSHUDWLQJ�D�WDUJHW�RI�HYDOXDWLRQ�

operations security (OPSEC):�$Q�DQDO\WLFDO�SURFHVV�E\�ZKLFK�WKH�86�JRY�
HUQPHQW�DQG�LWV�VXSSRUWLQJ�FRQWUDFWRUV�FDQ�GHQ\�WR�SRWHQWLDO�DGYHUVDULHV
LQIRUPDWLRQ�DERXW�FDSDELOLWLHV�DQG� LQWHQWLRQV�E\� LGHQWLI\LQJ��FRQWUROOLQJ�
DQG�SURWHFWLQJ�HYLGHQFH�RI�WKH�SODQQLQJ�DQG�H[HFXWLRQ�RI�VHQVLWLYH�DFWLYL�
WLHV�DQG�RSHUDWLRQV�

Orange Book:� $OWHUQDWH� QDPH� IRU� 'R'� �86� 'HSDUWPHQW� RI� 'HIHQVH�
7UXVWHG�&RPSXWHU�6HFXULW\�(YDOXDWLRQ�&ULWHULD�
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organizational security policy:�6HW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJX�
ODWH� KRZ� DQ� RUJDQL]DWLRQ� PDQDJHV�� SURWHFWV�� DQG� GLVWULEXWHV� VHQVLWLYH
LQIRUPDWLRQ�

OSI architecture:�7KH�,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ��,62�
SURYLGHV�D� IUDPHZRUN� IRU�GHILQLQJ� WKH�FRPPXQLFDWLRQV�SURFHVV�EHWZHHQ
V\VWHPV��7KLV� IUDPHZRUN� LQFOXGHV�D�QHWZRUN� DUFKLWHFWXUH�� FRQVLVWLQJ� RI
VHYHQ�OD\HUV��7KH�DUFKLWHFWXUH� LV�UHIHUUHG�WR�DV�WKH�2SHQ�6\VWHPV�,QWHU�
FRQQHFWLRQ��26,��0RGHO�RU�5HIHUHQFH�0RGHO��6HUYLFHV�DQG�WKH�SURWRFROV�WR
LPSOHPHQW�LW�IRU�WKH�GLIIHUHQW�OD\HUV�RI�WKH�PRGHO�DUH�GHILQHG�E\�LQWHUQD�
WLRQDO� VWDQGDUGV�� )URP� D� V\VWHPV� YLHZSRLQW�� WKH� ERWWRP� WKUHH� OD\HUV
VXSSRUW�WKH�FRPSRQHQWV�RI�WKH�QHWZRUN�QHFHVVDU\�WR�WUDQVPLW�D�PHVVDJH�
WKH�QH[W�WKUHH�OD\HUV�JHQHUDOO\�SHUWDLQ�WR�WKH�FKDUDFWHULVWLFV�RI�WKH�FRP�
PXQLFDWLQJ�HQG�V\VWHPV��DQG�WKH�WRS�OD\HU�VXSSRUWV�WKH�HQG�XVHUV��7KH
VHYHQ�OD\HUV�DUH������3K\VLFDO�/D\HU������/LQN�/D\HU������1HWZRUN�/D\HU�����
7UDQVSRUW�/D\HU������6HVVLRQ�/D\HU������3UHVHQWDWLRQ�/D\HU��DQG�����$SSOL�
FDWLRQ�/D\HU�

output:�,QIRUPDWLRQ�WKDW�KDV�EHHQ�H[SRUWHG�E\�D�7&%��WUXVWHG�FRPSXWLQJ
EDVH��

overt channel:�&RPPXQLFDWLRQV�SDWK�ZLWKLQ� D� FRPSXWHU� V\VWHP�RU�QHW�
ZRUN� WKDW� LV� GHVLJQHG� IRU� WKH� DXWKRUL]HG� WUDQVIHU� RI� GDWD�� �6HH� covert
channel��

overwrite procedure:�$�VWLPXODWLRQ�WR�FKDQJH�WKH�VWDWH�RI�D�ELW�IROORZHG�E\
D�NQRZQ�SDWWHUQ���6HH�magnetic remanence��

owner:� 8VHU�JUDQWHG� SULYLOHJHV� ZLWK� UHVSHFW� WR� VHFXULW\� DWWULEXWHV� DQG
SULYLOHJHV�DIIHFWLQJ�VSHFLILF�VXEMHFWV�DQG�REMHFWV�

3
partial order:�$�UHODWLRQ�WKDW�LV�V\PPHWULF��D�LV�UHODWHG�WR�D���WUDQVLWLYH��LI
D� LV�UHODWHG�WR�E�DQG�E� LV� UHODWHG� WR�F�� WKHQ�D� LV� UHODWHG� WR�F���DQG�DQWL�
V\PPHWULF� �LI�D� LV� UHODWHG� WR�E� DQG�E� LV� UHODWHG� WR�D�� WKHQ�D� DQG�E� DUH
LGHQWLFDO��

partitioned security mode:�$�PRGH�RI�RSHUDWLRQ�ZKHUHLQ�DOO�SHUVRQQHO�KDYH
WKH� FOHDUDQFH� EXW� QRW� QHFHVVDULO\� IRUPDO� DFFHVV� DSSURYDO� DQG� QHHG�WR�
NQRZ�IRU�DOO�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�V\VWHP��1RW�WR�EH�FRQIXVHG�ZLWK
FRPSDUWPHQWHG�VHFXULW\�PRGH�

passive: ����$�SURSHUW\�RI�DQ�REMHFW�RU�QHWZRUN�REMHFW�WKDW�LW�ODFNV�ORJLFDO
RU� FRPSXWDWLRQDO� FDSDELOLW\� DQG� LV� XQDEOH� WR� FKDQJH� WKH� LQIRUPDWLRQ� LW
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FRQWDLQV������7KRVH�WKUHDWV�WR�WKH�FRQILGHQWLDOLW\�RI�GDWD�ZKLFK��LI�UHDOL]HG�
ZRXOG�QRW� UHVXOW� LQ� DQ\� XQDXWKRUL]HG� FKDQJH� LQ� WKH� VWDWH� RI� WKH� LQWHU�
FRPPXQLFDWLQJ� V\VWHPV� �IRU� H[DPSOH�� PRQLWRULQJ� DQG�RU� UHFRUGLQJ� RI
GDWD��

password:� 3URWHFWHG�SULYDWH� FKDUDFWHU� VWULQJ� XVHG� WR� DXWKHQWLFDWH� DQ
LGHQWLW\�RU�WR�DXWKRUL]H�DFFHVV�WR�GDWD�

penetration:�7KH�VXFFHVVIXO�DFW�RI�E\SDVVLQJ�WKH�VHFXULW\�PHFKDQLVPV�RI
D�V\VWHP�

penetration study:� $� VWXG\� WR� GHWHUPLQH� WKH� IHDVLELOLW\� DQG�PHWKRGV� IRU
GHIHDWLQJ�FRQWUROV�RI�D�V\VWHP�

penetration testing: ���� 6HFXULW\� WHVWLQJ� LQ� ZKLFK� HYDOXDWRUV� DWWHPSW� WR
FLUFXPYHQW� WKH�VHFXULW\� IHDWXUHV�RI� DQ�$,6� �DXWRPDWHG� LQIRUPDWLRQ� V\V�
WHP��EDVHG�RQ�WKHLU�XQGHUVWDQGLQJ�RI�WKH�V\VWHP�GHVLJQ�DQG� LPSOHPHQ�
WDWLRQ������7HVWV�SHUIRUPHG�E\�DQ�HYDOXDWRU�RQ�WKH�WDUJHW�RI�HYDOXDWLRQ�WR
FRQILUP�ZKHWKHU� NQRZQ� YXOQHUDELOLWLHV� DUH� DFWXDOO\� H[SORLWDEOH� LQ� SUDF�
WLFH�� ����7KH�SRUWLRQ�RI�VHFXULW\�WHVWLQJ�LQ�ZKLFK�WKH�HYDOXDWRUV�RU�SHQH�
WUDWRUV� DWWHPSW� WR� FLUFXPYHQW� WKH� VHFXULW\� IHDWXUHV� RI� D� V\VWHP�� 7KH
HYDOXDWRUV�RU�SHQHWUDWRUV�PD\�EH�DVVXPHG�WR�XVH�DOO�V\VWHP�GHVLJQ�DQG
LPSOHPHQWDWLRQ� GRFXPHQWDWLRQ�� ZKLFK� PD\� LQFOXGH� OLVWLQJV� RI� V\VWHP
VRXUFH�FRGH��PDQXDOV��DQG�FLUFXLW�GLDJUDPV��7KH�HYDOXDWRUV�RU�SHQHWUD�
WRUV�ZRUN�XQGHU�QR�FRQVWUDLQWV�RWKHU�WKDQ�WKRVH�WKDW�ZRXOG�EH�DSSOLHG�WR
RUGLQDU\�XVHUV�RU�LPSOHPHQWHUV�RI�XQWUXVWHG�SRUWLRQV�RI�WKH�FRPSRQHQW�

periods processing:�7KH�SURFHVVLQJ�RI�YDULRXV�OHYHOV�RI�VHQVLWLYH�LQIRUPD�
WLRQ� DW� GLVWLQFWO\� GLIIHUHQW� WLPHV�� 8QGHU� SHULRGV� SURFHVVLQJ�� WKH� V\VWHP
PXVW� EH� SXUJHG� RI� DOO� LQIRUPDWLRQ� IURP� RQH� SURFHVVLQJ� SHULRG� EHIRUH
WUDQVLWLRQLQJ� WR� WKH� QH[W�� ZKHQ� WKHUH� DUH� GLIIHUHQW� XVHUV� ZLWK� GLIIHULQJ
DXWKRUL]DWLRQV�

permissions:�$�GHVFULSWLRQ�RI�WKH�W\SH�RI�DXWKRUL]HG�LQWHUDFWLRQV�D�VXEMHFW
FDQ� KDYH� ZLWK� DQ� REMHFW�� ([DPSOHV� LQFOXGH� UHDG�� ZULWH�� H[HFXWH�� DGG�
PRGLI\��DQG�GHOHWH�

personal communications network:�$GYDQFHG�FHOOXODU� WHOHSKRQH� FRPPX�
QLFDWLRQV�DQG�WKH�LQWHUZRUNLQJ�RI�ERWK�ZLUHG�DQG�ZLUHOHVV�QHWZRUNV�WKDW
ZLOO�RIIHU�QHZ�FRPPXQLFDWLRQV�VHUYLFHV�YLD�YHU\�VPDOO��SRUWDEOH�KDQGVHWV�
7KH� QHWZRUN� ZLOO� UHO\� RQ� PLFURFHOOXODU� WHFKQRORJ\� ³� PDQ\� ORZ�SRZHU�
VPDOO�FRYHUDJH� FHOOV� ³� DQG� D� FRPPRQ� FKDQQHO�VLJQDOLQJ� WHFKQRORJ\�
VXFK�DV�WKDW�XVHG� LQ�WKH�WHOHSKRQH�V\VWHP��WR�SURYLGH�D�ZLGH�YDULHW\�RI
IHDWXUHV�LQ�DGGLWLRQ�WR�WKH�EDVLF�WZR�ZD\�FDOOLQJ�VHUYLFH�
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personnel security:�7KH�SURFHGXUHV�HVWDEOLVKHG�WR�HQVXUH�WKDW�DOO�SHUVRQ�
QHO�ZKR�KDYH�DFFHVV�WR�VHQVLWLYH�LQIRUPDWLRQ�KDYH�WKH�UHTXLUHG�DXWKRULW\
DV�ZHOO�DV�DSSURSULDWH�FOHDUDQFHV�

physical security:�7KH�DSSOLFDWLRQ�RI�SK\VLFDO�EDUULHUV�DQG�FRQWURO�SURFH�
GXUHV�DV�SUHYHQWLYH�PHDVXUHV�RU�FRXQWHUPHDVXUHV�DJDLQVW�WKUHDWV�WR�UH�
VRXUFHV�DQG�VHQVLWLYH�LQIRUPDWLRQ�

piggyback:�*DLQLQJ�XQDXWKRUL]HG�DFFHVV� WR�D� V\VWHP�YLD� DQRWKHU�XVHU·V
OHJLWLPDWH�FRQQHFWLRQ���6HH�between-the-lines entry��

plaintext:�6HH�cleartext�

Preferred Products List (PPL):�$�OLVW�RI�FRPPHUFLDOO\�SURGXFHG�HTXLSPHQW
WKDW�PHHWV�7(03(67�DQG�RWKHU�UHTXLUHPHQWV�SUHVFULEHG�E\�WKH�86�1D�
WLRQDO�6HFXULW\�$JHQF\��16$���7KLV� OLVW� LV� LQFOXGHG�LQ�16$·V�´,QIRUPDWLRQ
6\VWHPV�6HFXULW\�3URGXFWV�DQG�6HUYLFHV�&DWDORJXH�µ�LVVXHG�TXDUWHUO\�DQG
DYDLODEOH�WKURXJK�WKH�*RYHUQPHQW�3ULQWLQJ�2IILFH�

primitive:�2UGHUO\�UHODWLRQ�EHWZHHQ�7&%��WUXVWHG�FRPSXWLQJ�EDVH��VXEVHWV
EDVHG� RQ� GHSHQGHQF\�� 1RWH�� $� 7&%� VXEVHW�%� LV� PRUH� SULPLWLYH� WKDQ� D
VHFRQG� 7&%� VXEVHW�$� �DQG�$� LV� OHVV� SULPLWLYH� WKDQ�%�� LI�$� GLUHFWO\� GH�
SHQGV�RQ�%�RU�D�FKDLQ�RI�7&%�VXEVHWV�IURP�$�WR�%�H[LVWV�VXFK�WKDW�HDFK
HOHPHQW�RI�WKH�FKDLQ�GLUHFWO\�GHSHQGV�RQ�LWV�VXFFHVVRU�LQ�WKH�FKDLQ�

print suppression:�(OLPLQDWLQJ�WKH�GLVSOD\�RI�FKDUDFWHUV�WR�SUHVHUYH�WKHLU
VHFUHF\�³�IRU�H[DPSOH��QRW�GLVSOD\LQJ�WKH�FKDUDFWHUV�RI�D�SDVVZRUG�DV�LW
LV�NH\HG�DW�WKH�LQSXW�WHUPLQDO�

privacy: ����7KH�DELOLW\�RI�DQ�LQGLYLGXDO�RU�RUJDQL]DWLRQ�WR�FRQWURO�WKH�FRO�
OHFWLRQ�� VWRUDJH�� VKDULQJ�� DQG� GLVVHPLQDWLRQ� RI� SHUVRQDO� DQG� RUJDQL]D�
WLRQDO�LQIRUPDWLRQ������7KH�ULJKW�WR�LQVLVW�RQ�DGHTXDWH�VHFXULW\�RI��DQG�WR
GHILQH�DXWKRUL]HG�XVHUV�RI��LQIRUPDWLRQ�RU�V\VWHPV��1RWH��7KH�FRQFHSW�RI
SULYDF\�FDQQRW�EH�YHU\�SUHFLVH��DQG�LWV�XVH�VKRXOG�EH�DYRLGHG�LQ�VSHFLIL�
FDWLRQV�H[FHSW�DV�D�PHDQV�WR�UHTXLUH�VHFXULW\��EHFDXVH�SULYDF\�UHODWHV�WR
´ULJKWVµ�WKDW�GHSHQG�RQ�OHJLVODWLRQ�

private key:�7KH�XQGLVFORVHG�NH\�LQ�D�PDWFKHG�NH\�SDLU�³�SULYDWH�NH\�DQG
SXEOLF�NH\�³�WKDW�HDFK�SDUW\�VDIHJXDUGV�IRU�SXEOLF�NH\�FU\SWRJUDSK\�

privilege:� 6SHFLDO� DXWKRUL]DWLRQ� WKDW� LV� JUDQWHG� WR� SDUWLFXODU� XVHUV� WR
SHUIRUP�VHFXULW\�UHOHYDQW�RSHUDWLRQV�

privileged instructions:�$�VHW�RI�LQVWUXFWLRQV��IRU�H[DPSOH��LQWHUUXSW�KDQ�
GOLQJ�RU�VSHFLDO�FRPSXWHU�LQVWUXFWLRQV��WR�FRQWURO�IHDWXUHV��VXFK�DV�VWRU�
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DJH� SURWHFWLRQ� IHDWXUHV�� WKDW� DUH� JHQHUDOO\� H[HFXWDEOH� RQO\� ZKHQ� WKH
DXWRPDWHG�V\VWHP�LV�RSHUDWLQJ�LQ�WKH�H[HFXWLYH�VWDWH�

procedural security:�6\QRQ\PRXV�ZLWK�administrative security�

process:�$�SURJUDP�LQ�H[HFXWLRQ��,W�LV�FRPSOHWHO\�FKDUDFWHUL]HG�E\�D�VLQ�
JOH� FXUUHQW� H[HFXWLRQ�SRLQW� �UHSUHVHQWHG�E\� WKH�PDFKLQH� VWDWH�� DQG� DG�
GUHVV�VSDFH���6HH�domain DQG�subject��

producers:�3URYLGHUV�RI� ,7� �LQIRUPDWLRQ� WHFKQRORJ\��SURGXFW�VHFXULW\� �IRU
H[DPSOH�� SURGXFW� YHQGRUV�� SURGXFW� GHYHORSHUV�� VHFXULW\� DQDO\VWV�� DQG
YDOXH�DGGHG�UHVHOOHUV��

product: ���� $� SDFNDJH� RI� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� VRIWZDUH� DQG�RU
KDUGZDUH�� SURYLGLQJ� IXQFWLRQDOLW\� GHVLJQHG� IRU� XVH� RU� LQFRUSRUDWLRQ
ZLWKLQ� D� PXOWLSOLFLW\� RI� V\VWHPV�� ���� $� SDFNDJH� RI� ,7� VRIWZDUH� DQG�RU
KDUGZDUH� GHVLJQHG� WR� SHUIRUP� D� VSHFLILF� IXQFWLRQ� HLWKHU� VWDQG� DORQH� RU
RQFH�LQFRUSRUDWHG�LQWR�DQ�,7�V\VWHP�

product rationale: ����$�GHVFULSWLRQ�RI�WKH�VHFXULW\�FDSDELOLWLHV�RI�D�SURG�
XFW��JLYLQJ�WKH�QHFHVVDU\� LQIRUPDWLRQ�IRU�D�SURVSHFWLYH�SXUFKDVHU� WR�GH�
FLGH� ZKHWKHU� LW� ZLOO� KHOS� WR� VDWLVI\� KLV� V\VWHP� VHFXULW\� REMHFWLYHV�� ���
2YHUDOO�MXVWLILFDWLRQ�³�LQFOXGLQJ�DQWLFLSDWHG�WKUHDWV��REMHFWLYHV�IRU�SURG�
XFW� IXQFWLRQDOLW\�DQG�DVVXUDQFH�� WHFKQLFDO�VHFXULW\�SROLF\��DQG�DVVXPS�
WLRQV�DERXW�WKH�HQYLURQPHQWV�DQG�XVHV�RI�FRQIRUPLQJ�SURGXFWV�³�IRU�WKH
SURWHFWLRQ�SURILOH�DQG�LWV�UHVXOWLQJ�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�

production:� 7KH� SURFHVV� ZKHUHE\� FRSLHV� RI� WKH� WDUJHW� RI� HYDOXDWLRQ� DUH
JHQHUDWHG�IRU�GLVWULEXWLRQ�WR�FXVWRPHUV�

profile:�'HWDLOHG�VHFXULW\�GHVFULSWLRQ�RI�WKH�SK\VLFDO�VWUXFWXUH��HTXLSPHQW
FRPSRQHQW��ORFDWLRQ��UHODWLRQVKLSV��DQG�JHQHUDO�RSHUDWLQJ�HQYLURQPHQW�RI
DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� RU� $,6� �DXWRPDWHG� LQIRUPDWLRQ
V\VWHP����6HH�protection profile��

profile assurance:�0HDVXUH�RI�FRQILGHQFH�LQ�WKH�WHFKQLFDO�VRXQGQHVV�RI�D
SURWHFWLRQ�SURILOH�

programming languages and compilers:�7KH�WRROV�XVHG�ZLWKLQ� WKH�GHYHO�
RSPHQW�HQYLURQPHQW�LQ�WKH�FRQVWUXFWLRQ�RI�WKH�VRIWZDUH�DQG�RU�ILUPZDUH
RI�D�WDUJHW�RI�HYDOXDWLRQ�

proprietary information:�,QIRUPDWLRQ�WKDW�LV�RZQHG�E\�D�SULYDWH�HQWHUSULVH
DQG�ZKRVH�XVH�DQG�RU�GLVWULEXWLRQ�LV�UHVWULFWHG�E\�WKDW�HQWHUSULVH��1RWH�
3URSULHWDU\�LQIRUPDWLRQ�PD\�EH�UHODWHG�WR�WKH�FRPSDQ\·V�SURGXFWV��EXVL�
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QHVV�� RU� DFWLYLWLHV�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR� ILQDQFLDO� LQIRUPDWLRQ�
GDWD�� RU� VWDWHPHQWV�� WUDGH� VHFUHWV�� SURGXFW� UHVHDUFK� DQG� GHYHORSPHQW
LQIRUPDWLRQ��H[LVWLQJ�DQG�IXWXUH�SURGXFW�GHVLJQV�DQG�SHUIRUPDQFH�VSHFL�
ILFDWLRQV��PDUNHWLQJ� SODQV� RU� WHFKQLTXHV�� VFKHPDWLFV�� FOLHQW� OLVWV�� FRP�
SXWHU� SURJUDPV�� SURFHVVHV�� DQG� WUDGH� VHFUHWV� RU� RWKHU� FRPSDQ\
FRQILGHQWLDO�LQIRUPDWLRQ�

protection-critical portions of the TCB (trusted computing base):� 7KRVH
SRUWLRQV�RI�WKH�7&%�ZKRVH�QRUPDO�IXQFWLRQ�LV�WR�GHDO�ZLWK�WKH�FRQWURO�RI
DFFHVV�EHWZHHQ�VXEMHFWV�DQG�REMHFWV��7KHLU�FRUUHFW�RSHUDWLRQ�LV�HVVHQWLDO
WR�WKH�SURWHFWLRQ�RI�WKH�GDWD�RQ�WKH�V\VWHP���6HH�subject, object,�DQG�trusted
computing base��

protection philosophy: ����$Q�LQIRUPDO�GHVFULSWLRQ�RI�WKH�RYHUDOO�GHVLJQ�RI
D� V\VWHP� WKDW� GHOLQHDWHV� HDFK� RI� WKH� SURWHFWLRQ� PHFKDQLVPV� XVHG�� $
FRPELQDWLRQ��DSSURSULDWH�WR�WKH�HYDOXDWLRQ�FODVV��RI�IRUPDO�DQG�LQIRUPDO
WHFKQLTXHV�LV�XVHG�WR�VKRZ�WKDW�WKH�PHFKDQLVPV�DUH�DGHTXDWH�WR�HQIRUFH
WKH�VHFXULW\�SROLF\������,QIRUPDO�GHVFULSWLRQ�RI�WKH�RYHUDOO�GHVLJQ�RI�DQ�,7
�LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW� WKDW�VKRZV�KRZ�HDFK�RI� WKH�VXSSRUWHG
FRQWURO�REMHFWLYHV�LV�GHDOW�ZLWK�

protection profile: ����$Q�LPSOHPHQWDWLRQ�LQGHSHQGHQW�VSHFLILFDWLRQ�RI�WKH
VHFXULW\�UHTXLUHPHQWV� WR�EH�PHW�E\�DQ\�RI�D�VHW�RI�SRVVLEOH�SURGXFWV�RU
V\VWHPV��,W� LV�D�KLJK�OHYHO�DEVWUDFWLRQ�RI� WKH�VHFXULW\� WDUJHW��DQG�SULQFL�
SDOO\� LQFOXGHV� UDWLRQDOH�� IXQFWLRQDO� UHTXLUHPHQWV�� DQG� DVVXUDQFH� UH�
TXLUHPHQWV�� ����6WDWHPHQW�RI� VHFXULW\� FULWHULD� VKDUHG�E\� ,7� �LQIRUPDWLRQ
WHFKQRORJ\��SURGXFW�SURGXFHUV��FRQVXPHUV��DQG�HYDOXDWRUV�³�EXLOW� IURP
IXQFWLRQDO�� GHYHORSPHQW� DVVXUDQFH�� DQG� HYDOXDWLRQ� DVVXUDQFH� UHTXLUH�
PHQWV�WR�PHHW�LGHQWLILHG�VHFXULW\�QHHGV�WKURXJK�WKH�GHYHORSPHQW�RI�FRQ�
IRUPLQJ�,7�SURGXFWV�

protection profile family:� 7ZR� RU� PRUH� SURWHFWLRQ� SURILOHV� ZLWK� VLPLODU
IXQFWLRQDO�UHTXLUHPHQWV�DQG�UDWLRQDOH�VHFWLRQV�EXW�ZLWK�GLIIHUHQW�DVVXU�
DQFH�UHTXLUHPHQWV�

protection ring:�2QH�RI�D�KLHUDUFK\�RI�SULYLOHJHG�PRGHV�RI�D�V\VWHP�WKDW
JLYHV�FHUWDLQ�DFFHVV�ULJKWV�WR�XVHU�SURJUDPV�DQG�SURFHVVHV�DXWKRUL]HG�WR
RSHUDWH�LQ�D�JLYHQ�PRGH�

protocols:�$�VHW�RI�UXOHV�DQG� IRUPDWV��VHPDQWLF�DQG�V\QWDFWLF�� WKDW�SHU�
PLWV�HQWLWLHV�WR�H[FKDQJH�LQIRUPDWLRQ�

prove a correspondence:�3URYLGH�D�IRUPDO�FRUUHVSRQGHQFH��XVLQJ�D�IRUPDO
UHDVRQLQJ�V\VWHP��IRU�H[DPSOH��W\SHG�ODPEGD�FDOFXOXV���EHWZHHQ�WKH�OHY�
HOV� RI� DEVWUDFWLRQ�� 1RWH�� 7KLV� LQYROYHV� SURYLQJ� WKDW� UHTXLUHG� SURSHUWLHV
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FRQWLQXH�WR�KROG�XQGHU�WKH�LQWHUSUHWDWLRQ�JLYHQ�LQ�WKH�IRUPDO�FRUUHVSRQ�
GHQFH�

pseudoflaw:�$Q�DSSDUHQW�ORRSKROH�GHOLEHUDWHO\�LPSODQWHG�LQ�DQ�RSHUDWLQJ
V\VWHP�SURJUDP�DV�D�WUDS�IRU�LQWUXGHUV�

public key:�7KH�NH\�LQ�D�PDWFKHG�NH\�SDLU�³�SULYDWH�NH\�DQG�SXEOLF�NH\
³�WKDW�PD\�EH�SXEOLVKHG�� IRU�H[DPSOH��SRVWHG� LQ�D�GLUHFWRU\�� IRU�SXEOLF
NH\�FU\SWRJUDSK\�

public key cryptography:� &U\SWRJUDSK\� XVLQJ� WZR� PDWFKHG� NH\V� �RU
DV\PPHWULF�FU\SWRJUDSK\��LQ�ZKLFK�D�VLQJOH�SULYDWH�NH\�LV�QRW�VKDUHG�E\
D�SDLU�RI�XVHUV�� ,QVWHDG��XVHUV�KDYH� WKHLU�RZQ�NH\�SDLUV��(DFK�NH\�SDLU
FRQVLVWV� RI� D�PDWFKHG� SULYDWH� DQG� SXEOLF� NH\�� 3XEOLF� NH\� FU\SWRJUDSK\
FDQ�SHUIRUP�����GLJLWDO�VLJQDWXUH������VHFXUH�WUDQVPLVVLRQ�RU�H[FKDQJH�RI
VHFUHW� NH\V�� DQG�RU� ���� HQFU\SWLRQ� DQG� GHFU\SWLRQ�� ([DPSOHV� RI� SXEOLF
NH\�FU\SWRJUDSK\�DUH�'66��'LJLWDO�6LJQDWXUH�6WDQGDUG��DQG�56$��5LYHVW�
6KDPLU��DQG�$GOHPDQ��

Public Law 100-235 (P.L. 100-235):�$OVR�NQRZQ�DV�WKH�&RPSXWHU�6HFXULW\
$FW�RI�������7KLV�86�ODZ�FUHDWHV�D�PHDQV�IRU�HVWDEOLVKLQJ�PLQLPXP�DF�
FHSWDEOH�VHFXULW\�SUDFWLFHV�IRU�LPSURYLQJ�WKH�VHFXULW\�DQG�SULYDF\�RI�VHQ�
VLWLYH� LQIRUPDWLRQ� LQ� IHGHUDO� FRPSXWHU� V\VWHPV�� 7KH� ODZ� DVVLJQV� WR� WKH
1DWLRQDO� ,QVWLWXWH� RI�6WDQGDUGV� DQG�7HFKQRORJ\� UHVSRQVLELOLW\� IRU� GHYHO�
RSLQJ�VWDQGDUGV�DQG�JXLGHOLQHV�IRU�IHGHUDO�FRPSXWHU�V\VWHPV�SURFHVVLQJ
XQFODVVLILHG�GDWD��7KH� ODZ�DOVR�UHTXLUHV�HVWDEOLVKPHQW�RI� VHFXULW\�SODQV
E\�DOO�RSHUDWRUV�RI�IHGHUDO�FRPSXWHU�V\VWHPV�WKDW�FRQWDLQ�VHQVLWLYH�LQIRU�
PDWLRQ�

purge:�7KH�UHPRYDO�RI�VHQVLWLYH�GDWD�IURP�DQ�$,6��DXWRPDWHG�LQIRUPDWLRQ
V\VWHP���$,6�VWRUDJH�GHYLFH��RU�SHULSKHUDO�GHYLFH�ZLWK�VWRUDJH�FDSDFLW\��DW
WKH�HQG�RI�D�SURFHVVLQJ�SHULRG��7KLV�DFWLRQ� LV�SHUIRUPHG� LQ� VXFK�D�ZD\
WKDW�WKHUH�LV�DVVXUDQFH�SURSRUWLRQDO�WR�WKH�VHQVLWLYLW\�RI�WKH�GDWD�WKDW�WKH
GDWD�PD\�QRW�EH� UHFRQVWUXFWHG��$Q�$,6�PXVW�EH�GLVFRQQHFWHG� IURP�DQ\
H[WHUQDO�QHWZRUN�EHIRUH�D�SXUJH��$IWHU�D�SXUJH�� WKH�PHGLXP�FDQ�EH�GH�
FODVVLILHG�E\�REVHUYLQJ�WKH�UHYLHZ�SURFHGXUHV�RI�WKH�UHVSHFWLYH�DJHQF\�

5
rating:� $� PHDVXUH� IRU� WKH� DVVXUDQFH� WKDW� PD\� EH� KHOG� LQ� D� WDUJHW� RI
HYDOXDWLRQ��FRQVLVWLQJ�RI�D�UHIHUHQFH�WR� LWV�VHFXULW\�WDUJHW��DQ�HYDOXDWLRQ
OHYHO�HVWDEOLVKHG�E\�DVVHVVPHQW�RI�WKH�FRUUHFWQHVV�RI� LWV� LPSOHPHQWDWLRQ
DQG�FRQVLGHUDWLRQ�RI�LWV�HIIHFWLYHQHVV�LQ�WKH�FRQWH[W�RI�DFWXDO�RU�SURSRVHG
RSHUDWLRQDO�XVH��DQG�D�FRQILUPHG�UDWLQJ�RI� WKH�PLQLPXP�VWUHQJWK�RI� LWV
VHFXULW\�PHFKDQLVPV�
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RC2, RC4 (Rivest Cipher 2 and Rivest Cipher 4):�7ZR�VHFUHW�NH\�HQFU\SWLRQ
V\VWHPV� WKDW�DUH� LPSOHPHQWHG� LQ�PDVV�PDUNHW� VRIWZDUH��7KHVH� V\VWHPV
DUH� SURSULHWDU\� DQG� DUH�PDUNHWHG� E\�56$�'DWD� 6HFXULW\�� ,QF�� 5&�� DQG
5&��FDQ�EH�XVHG�ZLWK�YDULRXV�NH\�OHQJWKV��VXFK�DV����ELWV�RU����ELWV�

read:�$�IXQGDPHQWDO�RSHUDWLRQ�WKDW�UHVXOWV�RQO\�LQ�WKH�IORZ�RI�LQIRUPDWLRQ
IURP�DQ�REMHFW�WR�D�VXEMHFW�

read access: ���� 3HUPLVVLRQ� WR� UHDG� LQIRUPDWLRQ�� ���� $� IXQGDPHQWDO� RS�
HUDWLRQ� WKDW� UHVXOWV� RQO\� LQ� WKH� IORZ� RI� LQIRUPDWLRQ� IURP�DQ� REMHFW� WR� D
VXEMHFW�

read-only memory (ROM):� $� VWRUDJH� DUHD� LQ� ZKLFK� WKH� FRQWHQWV� FDQ� EH
UHDG�EXW�QRW�DOWHUHG�GXULQJ�QRUPDO�FRPSXWHU�SURFHVVLQJ�

real time:�7KH�DFWXDO�WLPH�LQ�ZKLFK�VRPHWKLQJ��VXFK�DV�WKH�FRPPXQLFD�
WLRQ�RI�LQIRUPDWLRQ��WDNHV�SODFH�

recovery procedures:� 7KH� DFWLRQV� QHFHVVDU\� WR� UHVWRUH� D� V\VWHP·V� FRP�
SXWDWLRQDO�FDSDELOLW\�DQG�GDWD�ILOHV�DIWHU�D�V\VWHP�IDLOXUH�

reference monitor:�$Q�DFFHVV�FRQWURO�PHGLDWLRQ�FRQFHSW�WKDW�UHIHUV�WR�DQ
DEVWUDFW�PDFKLQH�WKDW�PHGLDWHV�DOO�DFFHVVHV�WR�REMHFWV�E\�VXEMHFWV�

reference monitor concept:�6HH�reference monitor�DQG�security kernel�

reference validation mechanism: ����3RUWLRQ�RI�D�WUXVWHG�FRPSXWLQJ�EDVH�
WKH�QRUPDO�IXQFWLRQ�RI�ZKLFK�LV�WR�PHGLDWH�DFFHVV�EHWZHHQ�VXEMHFWV�DQG
REMHFWV��DQG�WKH�FRUUHFW�RSHUDWLRQ�RI�ZKLFK�LV�HVVHQWLDO�WR�WKH�SURWHFWLRQ
RI�GDWD� LQ�WKH�V\VWHP��1RWH��7KLV� LV�WKH� LPSOHPHQWDWLRQ�RI� WKH�UHIHUHQFH
PRQLWRU������$Q�LPSOHPHQWDWLRQ�RI�WKH�UHIHUHQFH�PRQLWRU�FRQFHSW��$�VHFX�
ULW\� NHUQHO� LV� D� W\SH� RI� UHIHUHQFH� YDOLGDWLRQ� PHFKDQLVP�� ���� $Q� LPSOH�
PHQWDWLRQ�RI�WKH�UHIHUHQFH�PRQLWRU�FRQFHSW�WKDW�YDOLGDWHV�HDFK�UHIHUHQFH
WR� GDWD� RU� SURJUDPV�E\� DQ\�XVHU� �SURJUDP�� DJDLQVW� D� OLVW� RI� DXWKRUL]HG
W\SHV�RI�UHIHUHQFH�IRU�WKDW�XVHU��,W�PXVW�EH�WDPSHUSURRI��PXVW�DOZD\V�EH
LQYRNHG��DQG�PXVW�EH�VPDOO�HQRXJK�WR�EH�VXEMHFW�WR�DQDO\VLV�DQG�WHVWV�
WKH�FRPSOHWHQHVV�RI�ZKLFK�FDQ�EH�DVVXUHG�

refinements:�5HTXLUHPHQW�LQ�D�SURWHFWLRQ�SURILOH�WDNHQ�WR�D�ORZHU�OHYHO�RI
DEVWUDFWLRQ� WKDQ� WKH�FRPSRQHQW�RQ�ZKLFK� LW� LV�EDVHG��1RWH��7KH� UHILQH�
PHQW� RI� D� FRPSRQHQW� UHTXLUHPHQW� LV� QHFHVVDU\�ZKHQ�PXOWLSOH� HQYLURQ�
PHQW�VSHFLILF� UHTXLUHPHQWV� PXVW� EH� DVVLJQHG� WR� D� VLQJOH� FRPSRQHQW
UHTXLUHPHQW�
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reliability: ����7KH�H[WHQW�WR�ZKLFK�D�V\VWHP�FDQ�EH�H[SHFWHG�WR�SHUIRUP�LWV
LQWHQGHG� IXQFWLRQ�ZLWK�UHTXLUHG�SUHFLVLRQ�� ����7KH�SUREDELOLW\�RI�D�JLYHQ
V\VWHP�SHUIRUPLQJ� LWV�PLVVLRQ� DGHTXDWHO\� IRU� D� VSHFLILHG� SHULRG� RI� WLPH
XQGHU�WKH�H[SHFWHG�RSHUDWLQJ�FRQGLWLRQV�

requirements: ����$�SKDVH�RI�WKH�GHYHORSPHQW�SURFHVV�ZKHUHLQ�WKH�VHFX�
ULW\�WDUJHW�RI�D�WDUJHW�RI�HYDOXDWLRQ�LV�SURGXFHG������3KDVH�RI�WKH�GHYHORS�
PHQW�SURFHVV�ZKHUHLQ� WKH� WRS�OHYHO�GHILQLWLRQ�RI� WKH� IXQFWLRQDOLW\� RI� WKH
V\VWHP�LV�SURGXFHG�

requirements for content and presentation:�$�FRPSRQHQW�RI�WKH�HYDOXDWLRQ
FULWHULD� IRU� D� SDUWLFXODU� SKDVH� RU� DVSHFW� RI� HYDOXDWLRQ� LGHQWLI\LQJ� ZKDW
HDFK�LWHP�RI�GRFXPHQWDWLRQ�LGHQWLILHG�DV�UHOHYDQW�WR�WKDW�SKDVH�RU�DVSHFW
RI�HYDOXDWLRQ�VKDOO�FRQWDLQ�DQG�KRZ�LWV�LQIRUPDWLRQ�LV�WR�EH�SUHVHQWHG�

requirements for evidence:� $� FRPSRQHQW� RI� WKH� HYDOXDWLRQ� FULWHULD� IRU� D
SDUWLFXODU� SKDVH� RU� DVSHFW� RI� HYDOXDWLRQ�GHILQLQJ� WKH� QDWXUH� RI� WKH� HYL�
GHQFH�WR�VKRZ�WKDW�WKH�FULWHULD�IRU�WKDW�SKDVH�RU�DVSHFW�KDYH�EHHQ�VDWLV�
ILHG�

requirements for procedures and standards:�$� FRPSRQHQW�RI� WKH� HYDOXD�
WLRQ�FULWHULD�IRU�D�SDUWLFXODU�SKDVH�RU�DVSHFW�RI�HYDOXDWLRQ�LGHQWLI\LQJ�WKH
QDWXUH�DQG�RU�FRQWHQW�RI�SURFHGXUHV�RU�VWDQGDUG�DSSURDFKHV� WKDW�VKDOO
EH�DGRSWHG�RU�XWLOL]HG�ZKHQ�WKH�72(��WDUJHW�RI�HYDOXDWLRQ��LV�SODFHG�LQWR
OLYH�RSHUDWLRQ�

residual risk:� 3RUWLRQ� RI� ULVN� WKDW� UHPDLQV� DIWHU� VHFXULW\�PHDVXUHV� KDYH
EHHQ�DSSOLHG�

residue:�'DWD�OHIW�LQ�VWRUDJH�DIWHU�SURFHVVLQJ�RSHUDWLRQV�DUH�FRPSOHWH��EXW
EHIRUH�GHJDXVVLQJ�RU�UHZULWLQJ�KDV�WDNHQ�SODFH�

resource:�$Q\WKLQJ�XVHG�RU�FRQVXPHG�ZKLOH�SHUIRUPLQJ�D�IXQFWLRQ��1RWH�
7KH� FDWHJRULHV� RI� UHVRXUFHV� LQFOXGH� WLPH�� LQIRUPDWLRQ�� REMHFWV� �LQIRUPD�
WLRQ� FRQWDLQHUV��� RU� SURFHVVRUV� �WKH� DELOLW\� WR� XVH� LQIRUPDWLRQ��� 6SHFLILF
H[DPSOHV� LQFOXGH� &38� �FHQWUDO� SURFHVVLQJ� XQLW�� WLPH�� WHUPLQDO� FRQQHFW
WLPH��DPRXQW�RI�GLUHFWO\�DGGUHVVDEOH�PHPRU\��GLVN�VSDFH��DQG�QXPEHU�RI
,�2��LQSXW�RXWSXW��UHTXHVWV�SHU�PLQXWH�

resource encapsulation:� 7KH� SURFHVV� RI� HQVXULQJ� WKDW� D� UHVRXUFH� LV� QRW
GLUHFWO\�DFFHVVLEOH�E\�D�VXEMHFW��EXW�WKDW�LW�LV�SURWHFWHG�VR�WKDW�WKH�UHIHU�
HQFH�PRQLWRU�FDQ�SURSHUO\�PHGLDWH�DFFHVVHV�WR�LW�

restricted area:�$Q\�DUHD�WR�ZKLFK�DFFHVV�LV�VXEMHFW�WR�VSHFLDO�UHVWULFWLRQV
RU�FRQWUROV�IRU�UHDVRQV�RI�VHFXULW\�RU�VDIHJXDUGLQJ�RI�SURSHUW\�RU�PDWHULDO�
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risk:� ���� 7KH� H[SHFWHG� ORVV� GXH� WR�� RU� LPSDFW� RI�� DQWLFLSDWHG� WKUHDWV� LQ
OLJKW�RI�V\VWHP�YXOQHUDELOLWLHV�DQG�VWUHQJWK�RU�GHWHUPLQDWLRQ�RI� UHOHYDQW
WKUHDW� DJHQWV�� ���� 7KH� SUREDELOLW\� WKDW� D� SDUWLFXODU� WKUHDW� ZLOO� H[SORLW� D
SDUWLFXODU�YXOQHUDELOLW\�RI�WKH�V\VWHP�

risk analysis:�7KH�SURFHVV�RI�LGHQWLI\LQJ�VHFXULW\�ULVNV��GHWHUPLQLQJ�WKHLU
PDJQLWXGH��DQG�LGHQWLI\LQJ�DUHDV�QHHGLQJ�VDIHJXDUGV��5LVN�DQDO\VLV� LV�D
SDUW�RI�ULVN�PDQDJHPHQW���6\QRQ\PRXV�ZLWK�risk assessment��

risk assessment:�6\QRQ\PRXV�ZLWK�risk analysis�

risk index:� 7KH�GLVSDULW\� EHWZHHQ� WKH�PLQLPXP�FOHDUDQFH� RU� DXWKRUL]D�
WLRQ�RI�V\VWHP�XVHUV�DQG�WKH�PD[LPXP�VHQVLWLYLW\��IRU�H[DPSOH��FODVVLIL�
FDWLRQ� DQG� FDWHJRULHV�� RI� GDWD� SURFHVVHG� E\� D� V\VWHP�� �$� FRPSOHWH
H[SODQDWLRQ�RI� WKLV� WHUP� LV�SURYLGHG� LQ�&6&�67'��������DQG�&6&�67'�
�������³�86�JRYHUQPHQW�SXEOLFDWLRQV��

risk management:�7KH�WRWDO�SURFHVV�RI�LGHQWLI\LQJ��FRQWUROOLQJ��DQG�HOLPL�
QDWLQJ�RU�PLQLPL]LQJ�XQFHUWDLQ�HYHQWV�WKDW�PD\�DIIHFW�V\VWHP�UHVRXUFHV�
,W�LQFOXGHV�ULVN�DQDO\VLV��FRVW�EHQHILW�DQDO\VLV��VHOHFWLRQ��LPSOHPHQWDWLRQ
DQG�WHVW��VHFXULW\�HYDOXDWLRQ�RI�VDIHJXDUGV��DQG�RYHUDOO�VHFXULW\�UHYLHZ�

RSA:�$�SXEOLF�NH\�DOJRULWKP� LQYHQWHG�E\�5RQDOG�/��5LYHVW��$GL�6KDPLU�
DQG�/HRQDUG�0��$GOHPDQ��56$���56$�FDQ�EH�XVHG�WR�JHQHUDWH�GLJLWDO�VLJ�
QDWXUHV��HQFU\SW�PHVVDJHV��DQG�SURYLGH�NH\�PDQDJHPHQW�IRU�'(6��'DWD
(QFU\SWLRQ�6WDQGDUG���5&���5LYHVW�&LSKHU�����5&���5LYHVW�&LSKHU�����DQG
RWKHU�VHFUHW�NH\�DOJRULWKPV��56$�SHUIRUPV�WKH�NH\�PDQDJHPHQW�SURFHVV�
LQ�SDUW��E\�HQFU\SWLQJ�D�VHFUHW�NH\�IRU�DQ�DOJRULWKP�VXFK�DV�'(6��5&���RU
5&��ZLWK�WKH�UHFLSLHQW·V�SXEOLF�NH\�IRU�VHFXUH�WUDQVPLVVLRQ�WR�WKH�UHFLSL�
HQW��7KLV�VHFUHW�NH\�FDQ�WKHQ�EH�XVHG�WR�VXSSRUW�SULYDWH�FRPPXQLFDWLRQV�

6
safeguards:�6HH�security safeguards�

scavenging:� 6HDUFKLQJ� WKURXJK� REMHFW� UHVLGXH� WR� DFTXLUH� XQDXWKRUL]HG
GDWD�

scope of a requirement:�'HWHUPLQDWLRQ�RI�ZKHWKHU�D�UHTXLUHPHQW�DSSOLHV
WR��DOO�XVHUV��VXEMHFWV��DQG�REMHFWV�RI�WKH�7&%��WUXVWHG�FRPSXWLQJ�EDVH��
DOO�WKH�7&%�FRPPDQGV�DQG�DSSOLFDWLRQ�SURJUDPPLQJ�LQWHUIDFHV��DOO�7&%
HOHPHQWV��DOO�FRQILJXUDWLRQV��RU�RQO\�D�GHILQHG�VXEVHW�RI�FRQILJXUDWLRQV�

secrecy policy:� $� VHFXULW\� SROLF\� WR� SUHYHQW� XQDXWKRUL]HG� XVHUV� IURP
UHDGLQJ�VHQVLWLYH�LQIRUPDWLRQ���6HH�security policy��
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secret key:�7KH�NH\�WKDW�WZR�SDUWLHV�VKDUH�DQG�NHHS�VHFUHW�IRU�VHFUHW�NH\
FU\SWRJUDSK\�� *LYHQ� VHFUHW� NH\� DOJRULWKPV� RI� HTXDO� VWUHQJWK�� WKH� DS�
SUR[LPDWH� GLIILFXOW\� RI� GHFU\SWLQJ� HQFU\SWHG� PHVVDJHV� E\� EUXWH� IRUFH
VHDUFK�FDQ�EH�PHDVXUHG�E\�WKH�QXPEHU�RI�SRVVLEOH�NH\V��)RU�H[DPSOH��D
NH\�OHQJWK�RI����ELWV� LV�RYHU��������WLPHV�VWURQJHU�RU�PRUH�UHVLVWDQW� WR
DWWDFN�WKDQ�D�NH\�OHQJWK�RI����ELWV�

secret key cryptography:�&U\SWRJUDSK\�EDVHG�RQ�D�VLQJOH�NH\��RU�V\PPHW�
ULF�FU\SWRJUDSK\���,W�XVHV�WKH�VDPH�VHFUHW�NH\�IRU�HQFU\SWLRQ�DQG�GHFU\S�
WLRQ�� 0HVVDJHV� DUH� HQFU\SWHG� XVLQJ� D� VHFUHW� NH\� DQG� D� VHFUHW� NH\
FU\SWRJUDSKLF�DOJRULWKP��VXFK�DV�6NLSMDFN��'(6��'DWD�(QFU\SWLRQ�6WDQ�
GDUG���5&���5LYHVW�&LSKHU�����RU�5&���5LYHVW�&LSKHU����

secure configuration management:�7KH�VHW�RI�SURFHGXUHV�DSSURSULDWH� IRU
FRQWUROOLQJ� FKDQJHV� WR� D� V\VWHP·V� KDUGZDUH� DQG� VRIWZDUH� VWUXFWXUH� IRU
WKH� SXUSRVH� RI� HQVXULQJ� WKDW� FKDQJHV�ZLOO� QRW� OHDG� WR� YLRODWLRQV� RI� WKH
V\VWHP·V�VHFXULW\�SROLF\�

secure state:�$�FRQGLWLRQ�LQ�ZKLFK�QR�VXEMHFW�FDQ�DFFHVV�DQ\�REMHFW�LQ�DQ
XQDXWKRUL]HG�PDQQHU�

secure subsystem:�$�VXEV\VWHP�WKDW�FRQWDLQV�LWV�RZQ�LPSOHPHQWDWLRQ�RI
WKH� UHIHUHQFH�PRQLWRU� FRQFHSW� IRU� WKRVH� UHVRXUFHV� LW� FRQWUROV��+RZHYHU�
WKH�VHFXUH�VXEV\VWHP�PXVW�GHSHQG�RQ�RWKHU�FRQWUROV�DQG�WKH�EDVH�RSHU�
DWLQJ� V\VWHP� IRU� WKH� FRQWURO� RI� VXEMHFWV� DQG� WKH�PRUH� SULPLWLYH� V\VWHP
REMHFWV�

security: ����7KH�FRPELQDWLRQ�RI�FRQILGHQWLDOLW\��LQWHJULW\��DQG�DYDLODELOLW\�
����7KH�TXDOLW\�RU�VWDWH�RI�EHLQJ�SURWHFWHG�IURP�XQFRQWUROOHG�ORVVHV�RU�HI�
IHFWV�� 1RWH�� $EVROXWH� VHFXULW\� PD\� LQ� SUDFWLFH� EH� LPSRVVLEOH� WR� UHDFK�
WKXV�WKH�VHFXULW\�´TXDOLW\µ�FRXOG�EH�UHODWLYH��:LWKLQ�VWDWH�PRGHOV�RI�VHFX�
ULW\�V\VWHPV��VHFXULW\� LV�D�VSHFLILF� ´VWDWHµ� WKDW� LV� WR�EH�SUHVHUYHG�XQGHU
YDULRXV�RSHUDWLRQV�

security architecture:� 7KH� VXEVHW� RI� FRPSXWHU� DUFKLWHFWXUH� GHDOLQJ� ZLWK
WKH�VHFXULW\�RI�WKH�FRPSXWHU�RU�QHWZRUN�V\VWHP���6HH�computer architecture
DQG�network architecture��

security audit trail:�7KH�VHW�RI�UHFRUGV�WKDW�FROOHFWLYHO\�SURYLGH�GRFXPHQ�
WDU\�HYLGHQFH�RI�SURFHVVLQJ�XVHG�WR�DLG� LQ�WUDFLQJ�IURP�RULJLQDO�WUDQVDF�
WLRQV� IRUZDUG� WR� UHODWHG� UHFRUGV� DQG� UHSRUWV�� DQG�RU� EDFNZDUG� IURP
UHFRUGV�DQG�UHSRUWV�WR�WKHLU�FRPSRQHQW�VRXUFH�WUDQVDFWLRQV�

security-compliant channel:� $� FKDQQHO� LV� VHFXULW\� FRPSOLDQW� LI� WKH� HQ�
IRUFHPHQW�RI�WKH�QHWZRUN�SROLF\�GHSHQGV�RQO\�XSRQ�FKDUDFWHULVWLFV�RI�WKH
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FKDQQHO� HLWKHU� ���� LQFOXGHG� LQ� WKH� HYDOXDWLRQ� RU� ���� DVVXPHG� DV� DQ� LQ�
VWDOODWLRQ�FRQVWUDLQW�DQG�FOHDUO\�GRFXPHQWHG�LQ�WKH�WUXVWHG�IDFLOLW\�PDQ�
XDO�

security-critical mechanisms:� 7KRVH� VHFXULW\�PHFKDQLVPV� ZKRVH� FRUUHFW
RSHUDWLRQ�LV�QHFHVVDU\�WR�HQVXUH�WKDW�WKH�VHFXULW\�SROLF\�LV�HQIRUFHG�

security enforcing:�7KDW�ZKLFK�GLUHFWO\�FRQWULEXWHV�WR�VDWLVI\LQJ�WKH�VHFX�
ULW\�REMHFWLYHV�RI�WKH�WDUJHW�RI�HYDOXDWLRQ�

security evaluation:�$Q�HYDOXDWLRQ�GRQH�WR�DVVHVV�WKH�GHJUHH�RI�WUXVW�WKDW
FDQ�EH�SODFHG�LQ�V\VWHPV�IRU�WKH�VHFXUH�KDQGOLQJ�RI�VHQVLWLYH�LQIRUPDWLRQ�
2QH�W\SH��D�SURGXFW�HYDOXDWLRQ��LV�DQ�HYDOXDWLRQ�SHUIRUPHG�RQ�WKH�KDUG�
ZDUH�DQG�VRIWZDUH�IHDWXUHV�DQG�DVVXUDQFHV�RI�D�FRPSXWHU�SURGXFW�IURP�D
SHUVSHFWLYH�WKDW�H[FOXGHV�WKH�DSSOLFDWLRQ�HQYLURQPHQW��7KH�RWKHU�W\SH��D
V\VWHP�HYDOXDWLRQ��LV�GRQH�IRU�WKH�SXUSRVH�RI�DVVHVVLQJ�D�V\VWHP·V�VHFX�
ULW\� VDIHJXDUGV� ZLWK� UHVSHFW� WR� D� VSHFLILF� RSHUDWLRQDO� PLVVLRQ� DQG� LV� D
PDMRU�VWHS�LQ�WKH�FHUWLILFDWLRQ�DQG�DFFUHGLWDWLRQ�SURFHVV�

security fault analysis:� $� VHFXULW\� DQDO\VLV�� XVXDOO\� SHUIRUPHG� RQ� KDUG�
ZDUH�DW�JDWH�OHYHO��WR�GHWHUPLQH�WKH�VHFXULW\�SURSHUWLHV�RI�D�GHYLFH�ZKHQ�D
KDUGZDUH�IDXOW�LV�HQFRXQWHUHG�

security features:� 7KH� VHFXULW\�UHOHYDQW� IXQFWLRQV�� PHFKDQLVPV�� DQG
FKDUDFWHULVWLFV�RI�V\VWHP�KDUGZDUH�DQG�VRIWZDUH��6HFXULW\�IHDWXUHV�DUH�D
VXEVHW�RI�V\VWHP�VHFXULW\�VDIHJXDUGV�

security filter:�$�WUXVWHG�VXEV\VWHP�WKDW�HQIRUFHV�D�VHFXULW\�SROLF\�RQ�WKH
GDWD�WKDW�SDVV�WKURXJK�LW�

security flaw:�$Q�HUURU�RI�FRPPLVVLRQ�RU�RPLVVLRQ�LQ�D�V\VWHP�WKDW�PD\
DOORZ�SURWHFWLRQ�PHFKDQLVPV�WR�EH�E\SDVVHG�

security flow analysis:�$�VHFXULW\�DQDO\VLV�SHUIRUPHG�RQ�D�IRUPDO�V\VWHP
VSHFLILFDWLRQ� WKDW� ORFDWHV� SRWHQWLDO� IORZV� RI� LQIRUPDWLRQ� ZLWKLQ� WKH� V\V�
WHP�

security kernel:� 7KH� KDUGZDUH�� ILUPZDUH�� DQG� VRIWZDUH� HOHPHQWV� RI� D
WUXVWHG� FRPSXWLQJ� EDVH� �RU� QHWZRUN� WUXVWHG� FRPSXWLQJ� EDVH� SDUWLWLRQ�
WKDW� LPSOHPHQW� WKH� UHIHUHQFH�PRQLWRU� FRQFHSW�� ,W�PXVW�PHGLDWH� DOO� DF�
FHVVHV��EH�SURWHFWHG�IURP�PRGLILFDWLRQ��DQG�EH�YHULILDEOH�DV�FRUUHFW�

security label:�6HH�sensitivity label�
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security level:�7KH�FRPELQDWLRQ�RI�D�KLHUDUFKLFDO�FODVVLILFDWLRQ�DQG�D�VHW
RI� QRQKLHUDUFKLFDO� FDWHJRULHV� WKDW� UHSUHVHQWV� WKH� VHQVLWLYLW\� RI� LQIRUPD�
WLRQ�

security measures:�(OHPHQWV� RI� VRIWZDUH�� ILUPZDUH�� KDUGZDUH�� RU� SURFH�
GXUHV�WKDW�DUH�LQFOXGHG�LQ�D�V\VWHP�IRU�WKH�VDWLVIDFWLRQ�RI�VHFXULW\�VSHFL�
ILFDWLRQV�

security mechanism: ���� 7KDW�ZKLFK� LPSOHPHQWV� D� VHFXULW\� IXQFWLRQ�� ���
7KH�ORJLF�RU�DOJRULWKP�WKDW�LPSOHPHQWV�D�SDUWLFXODU�VHFXULW\�HQIRUFLQJ�RU
VHFXULW\�UHOHYDQW�IXQFWLRQ�LQ�KDUGZDUH�DQG�VRIWZDUH�

security objectives:�7KH�FRQWULEXWLRQ�WR�VHFXULW\�WKDW�D�V\VWHP�RU�SURGXFW
LV�LQWHQGHG�WR�DFKLHYH�

security perimeter:�7KH�ERXQGDU\�ZKHUH�VHFXULW\�FRQWUROV�DUH�LQ�HIIHFW�WR
SURWHFW�DVVHWV�

security policy: ����$�VHW�RI�UXOHV�DQG�SURFHGXUHV�UHJXODWLQJ�WKH�XVH�RI�LQ�
IRUPDWLRQ�� LQFOXGLQJ� LWV�SURFHVVLQJ�� VWRUDJH�� GLVWULEXWLRQ�� DQG�SUHVHQWD�
WLRQ�� �6HH� corporate security policy, system security policy,� DQG� technical
security policy�������7KH�VHW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJXODWH�KRZ
DQ�RUJDQL]DWLRQ�PDQDJHV��SURWHFWV��DQG�GLVWULEXWHV�VHQVLWLYH�LQIRUPDWLRQ�

security policy model: ����$�IRUPDO�SUHVHQWDWLRQ�RI�WKH�VHFXULW\�SROLF\�HQ�
IRUFHG�E\�WKH�V\VWHP��,W�PXVW�LGHQWLI\�WKH�VHW�RI�UXOHV�DQG�SUDFWLFHV�WKDW
UHJXODWH� KRZ� D� V\VWHP�PDQDJHV�� SURWHFWV�� DQG� GLVWULEXWHV� VHQVLWLYH� LQ�
IRUPDWLRQ���6HH�Bell-LaPadula model�DQG�formal security policy model�������$Q
LQIRUPDO�SUHVHQWDWLRQ�RI�D�IRUPDO�VHFXULW\�SROLF\�PRGHO��1RWH��7KLV�LV�WKH
RULJLQDO� GHILQLWLRQ� IURP� WKH� 86� 7UXVWHG� &RPSXWHU� 6\VWHP� (YDOXDWLRQ
&ULWHULD�

security range:�7KH�KLJKHVW�DQG�ORZHVW�VHFXULW\�OHYHOV�WKDW�DUH�SHUPLWWHG
LQ�RU�RQ�D�V\VWHP��V\VWHP�FRPSRQHQW��VXEV\VWHP��RU�QHWZRUN�

security relevant:�7KDW�ZKLFK�LV�QRW�VHFXULW\�HQIRUFLQJ��EXW�PXVW�IXQFWLRQ
FRUUHFWO\�IRU�WKH�WDUJHW�RI�HYDOXDWLRQ�WR�HQIRUFH�VHFXULW\�

security-relevant event:� $Q\� HYHQW� WKDW� DWWHPSWV� WR� FKDQJH� WKH� VHFXULW\
VWDWH�RI�WKH�V\VWHP��IRU�H[DPSOH��FKDQJH�DFFHVV�FRQWUROV��FKDQJH�WKH�VH�
FXULW\�OHYHO�RI�D�XVHU��FKDQJH�D�XVHU�SDVVZRUG���$OVR��DQ\�HYHQW�WKDW�DW�
WHPSWV�WR�YLRODWH�WKH�VHFXULW\�SROLF\�RI�WKH�V\VWHP��IRU�H[DPSOH��WRR�PDQ\
DWWHPSWV�WR�ORJ�LQ��DWWHPSWV�WR�YLRODWH�WKH�PDQGDWRU\�DFFHVV�FRQWURO�OLP�
LWV�RI�D�GHYLFH��DWWHPSWV�WR�GRZQJUDGH�D�ILOH��DQG�VR�RQ��
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security requirements:� 7KH� W\SHV� DQG� OHYHOV� RI� SURWHFWLRQ� QHFHVVDU\� IRU
HTXLSPHQW��GDWD��LQIRUPDWLRQ��DSSOLFDWLRQV��DQG�IDFLOLWLHV�WR�PHHW�VHFXULW\
SROLF\�

security requirements baseline:� $� GHVFULSWLRQ� RI�PLQLPXP� UHTXLUHPHQWV
QHFHVVDU\�IRU�D�V\VWHP�WR�PDLQWDLQ�DQ�DFFHSWDEOH�OHYHO�RI�VHFXULW\�

security safeguards:�7KH�SURWHFWLYH�PHDVXUHV�DQG�FRQWUROV� WKDW�DUH�SUH�
VFULEHG� WR�PHHW� WKH�VHFXULW\� UHTXLUHPHQWV�VSHFLILHG� IRU�D�V\VWHP��7KRVH
VDIHJXDUGV�PD\�LQFOXGH�EXW�DUH�QRW�QHFHVVDULO\�OLPLWHG�WR�KDUGZDUH�DQG
VRIWZDUH� VHFXULW\� IHDWXUHV�� RSHUDWLQJ� SURFHGXUHV�� DFFRXQWDELOLW\� SURFH�
GXUHV�� DFFHVV� DQG� GLVWULEXWLRQ� FRQWUROV�� PDQDJHPHQW� FRQVWUDLQWV�� SHU�
VRQQHO�VHFXULW\��DQG�SK\VLFDO�VWUXFWXUHV��DUHDV��DQG�GHYLFHV��$OVR�FDOOHG
safeguards�

security specifications:�$�GHWDLOHG�GHVFULSWLRQ�RI� WKH�VDIHJXDUGV�UHTXLUHG
WR�SURWHFW�D�V\VWHP�

security target: ����$� VSHFLILFDWLRQ�RI� WKH� VHFXULW\� UHTXLUHG�RI� D� WDUJHW� RI
HYDOXDWLRQ�� XVHG� DV� D� EDVHOLQH� IRU� HYDOXDWLRQ�� 7KH� VHFXULW\� WDUJHW� ZLOO
VSHFLI\�WKH�VHFXULW\�HQIRUFLQJ�IXQFWLRQV�RI�WKH�WDUJHW�RI�HYDOXDWLRQ��,W�ZLOO
DOVR� VSHFLI\� WKH� VHFXULW\� REMHFWLYHV�� WKH� WKUHDWV� WR� WKRVH� REMHFWLYHV�� DQG
DQ\�VSHFLILF�VHFXULW\�PHFKDQLVPV� WKDW�ZLOO� EH�XVHG�� ����3URGXFW�VSHFLILF
GHVFULSWLRQ�� HODERUDWLQJ� WKH� PRUH� JHQHUDO� UHTXLUHPHQWV� LQ� D� SURWHFWLRQ
SURILOH�DQG� LQFOXGLQJ�DOO� HYLGHQFH�JHQHUDWHG�E\� WKH�SURGXFHUV�� RI�KRZ�D
VSHFLILF� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW�PHHWV� WKH� VHFXULW\� UHTXLUH�
PHQWV�RI�D�JLYHQ�SURWHFWLRQ�SURILOH�

security test and evaluation:�$Q�H[DPLQDWLRQ�DQG�DQDO\VLV�RI�WKH�VHFXULW\
VDIHJXDUGV�RI�D�V\VWHP�DV�WKH\�KDYH�EHHQ�DSSOLHG�LQ�DQ�RSHUDWLRQDO�HQYL�
URQPHQW�WR�GHWHUPLQH�WKH�VHFXULW\�SRVWXUH�RI�WKH�V\VWHP�

security testing:�$�SURFHVV�XVHG�WR�GHWHUPLQH�WKDW�WKH�VHFXULW\�IHDWXUHV�RI
D�V\VWHP�DUH�LPSOHPHQWHG�DV�GHVLJQHG�DQG�WKDW�WKH\�DUH�DGHTXDWH�IRU�D
SURSRVHG�DSSOLFDWLRQ�HQYLURQPHQW��7KLV�SURFHVV�LQFOXGHV�KDQGV�RQ�IXQF�
WLRQDO�WHVWLQJ��SHQHWUDWLRQ�WHVWLQJ��DQG�YHULILFDWLRQ�� �6HH� functional testing,
penetration testing,�DQG�verification��

sensitive information: ����,QIRUPDWLRQ�WKDW��DV�GHWHUPLQHG�E\�D�FRPSHWHQW
DXWKRULW\��PXVW�EH�SURWHFWHG�EHFDXVH�LWV�XQDXWKRUL]HG�GLVFORVXUH��DOWHUD�
WLRQ��ORVV��RU�GHVWUXFWLRQ�ZLOO�DW�OHDVW�FDXVH�SHUFHLYDEOH�GDPDJH�WR�VRPH�
RQH�RU�VRPHWKLQJ������$Q\�LQIRUPDWLRQ��WKH�ORVV��PLVXVH��PRGLILFDWLRQ�RI�
RU�XQDXWKRUL]HG�DFFHVV�WR��FRXOG�DIIHFW�WKH�QDWLRQDO� LQWHUHVW�RU� WKH�FRQ�
GXFW�RI�IHGHUDO�SURJUDPV��RU�WKH�SULYDF\�WR�ZKLFK�LQGLYLGXDOV�DUH�HQWLWOHG
XQGHU�6HFWLRQ����D�RI�7LWOH����86�&RGH��EXW�WKDW�KDV�QRW�EHHQ�VSHFLILFDOO\
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DXWKRUL]HG�XQGHU�FULWHULD�HVWDEOLVKHG�E\�DQ�H[HFXWLYH�RUGHU�RU�DQ�DFW�RI
&RQJUHVV�WR�EH�NHSW�FODVVLILHG� LQ� WKH� LQWHUHVW�RI�QDWLRQDO�GHIHQVH�RU� IRU�
HLJQ�SROLF\�

sensitivity label:�$�SLHFH�RI�LQIRUPDWLRQ�WKDW�UHSUHVHQWV�WKH�VHFXULW\�OHYHO
RI�DQ�REMHFW�DQG�WKDW�GHVFULEHV�WKH�VHQVLWLYLW\��IRU�H[DPSOH��FODVVLILFDWLRQ�
RI�WKH�GDWD�LQ�WKH�REMHFW��6HQVLWLYLW\�ODEHOV�DUH�XVHG�E\�WKH�7&%��WUXVWHG
FRPSXWLQJ�EDVH��17&%��QHWZRUN�WUXVWHG�FRPSXWLQJ�EDVH��DV�WKH�EDVLV�IRU
PDQGDWRU\�DFFHVV�FRQWURO�GHFLVLRQV�

sensitivity level:�6HH�security level�

shall:�,QGLFDWLRQ�WKDW�D�UHTXLUHPHQW�PXVW�EH�PHW�XQOHVV�D�MXVWLILFDWLRQ�RI
ZK\�LW�FDQQRW�EH�PHW�LV�JLYHQ�DQG�DFFHSWHG�

should:� ,QGLFDWLRQ�RI�DQ�REMHFWLYH� UHTXLUHPHQW� WKDW� UHTXLUHV� OHVV� MXVWLIL�
FDWLRQ� IRU�QRQFRQIRUPDQFH�DQG�VKRXOG�EH�PRUH� UHDGLO\� DSSURYHG��1RWH�
´6KRXOGµ� LV� RIWHQ� XVHG� ZKHQ� D� VSHFLILF� UHTXLUHPHQW� LV� QRW� IHDVLEOH� LQ
VRPH�VLWXDWLRQV�RU�ZLWK�FRPPRQ�FXUUHQW�WHFKQRORJ\�

simple security condition:�6HH�simple security property�

simple security property:�$�%HOO�/D3DGXOD�VHFXULW\�PRGHO�UXOH�DOORZLQJ�D
VXEMHFW�UHDG�DFFHVV�WR�DQ�REMHFW�RQO\� LI� WKH�VHFXULW\� OHYHO�RI� WKH�VXEMHFW
GRPLQDWHV�WKH�VHFXULW\�OHYHO�RI�WKH�REMHFW��6\QRQ\PRXV�ZLWK�simple secu-
rity condition�

single-level device:�$�GHYLFH�WKDW�LV�XVHG�WR�SURFHVV�GDWD�RI�D�VLQJOH�VHFX�
ULW\�OHYHO�DW�DQ\�RQH�WLPH��6LQFH�WKH�GHYLFH�QHHG�QRW�EH�WUXVWHG�WR�VHSD�
UDWH�GDWD�RI�GLIIHUHQW�VHFXULW\� OHYHOV��VHQVLWLYLW\� ODEHOV�GR�QRW�KDYH�WR�EH
VWRUHG�ZLWK�WKH�GDWD�EHLQJ�SURFHVVHG�

site certification:� 7KH� FRPSUHKHQVLYH� DVVHVVPHQW� RI� WKH� WHFKQLFDO� DQG
QRQWHFKQLFDO�VHFXULW\�IXQFWLRQV�RI�DQ�,7��LQIRUPDWLRQ�WHFKQRORJ\��V\VWHP
LQ� LWV�RSHUDWLRQDO�HQYLURQPHQW�WR�HVWDEOLVK�WKH�H[WHQW� WR�ZKLFK� WKH�V\V�
WHP�PHHWV�D�VHW�RI�VSHFLILHG�VHFXULW\�UHTXLUHPHQWV��SHUIRUPHG�WR�VXSSRUW
RSHUDWLRQDO�V\VWHP�DFFUHGLWDWLRQ�

Skipjack:� $� FODVVLILHG� ���ELW� EORFN� HQFU\SWLRQ�� RU� VHFUHW� NH\� HQFU\SWLRQ�
DOJRULWKP�� 7KH� DOJRULWKP�XVHV� ���ELW� NH\V� �FRPSDUHG�ZLWK� ��� IRU� '(6�
DQG� KDV� ��� FRPSXWDWLRQDO� URXQGV� RU� LWHUDWLRQV� �FRPSDUHG� ZLWK� ��� IRU
'(6���6NLSMDFN�VXSSRUWV�DOO�'(6�PRGHV�RI� RSHUDWLRQ��6NLSMDFN�SURYLGHV
KLJK�VSHHG�HQFU\SWLRQ�ZKHQ�LPSOHPHQWHG�LQ�D�NH\�HVFURZ�FKLS�
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software development methodologies:� 0HWKRGRORJLHV� IRU� VSHFLI\LQJ� DQG
YHULI\LQJ�GHVLJQ�SURJUDPV�IRU�V\VWHP�GHYHORSPHQW��(DFK�PHWKRGRORJ\� LV
ZULWWHQ�IRU�D�VSHFLILF�FRPSXWHU�ODQJXDJH���6HH�enhanced hierarchical devel-
opment methodology, formal development methodology, Gypsy verification envi-
ronment,�DQG�hierarchical development methodology��

software security:�*HQHUDO�SXUSRVH� �H[HFXWLYH�� XWLOLW\�� RU� VRIWZDUH� GHYHO�
RSPHQW� WRROV�� DQG� DSSOLFDWLRQV� SURJUDPV� RU� URXWLQHV� WKDW� SURWHFW� GDWD
KDQGOHG�E\�D�V\VWHP�

software system test and evaluation process:�$�SURFHVV�WKDW�SODQV��GHYHO�
RSV��DQG�GRFXPHQWV�WKH�TXDQWLWDWLYH�GHPRQVWUDWLRQ�RI� WKH� IXOILOOPHQW�RI
DOO� EDVHOLQH� IXQFWLRQDO� SHUIRUPDQFH�� RSHUDWLRQDO�� DQG� LQWHUIDFH� UHTXLUH�
PHQWV�

sponsor:�7KH�SHUVRQ�RU�RUJDQL]DWLRQ�WKDW�UHTXHVWV�DQ�HYDOXDWLRQ�

spoofing:�$Q�DWWHPSW�WR�JDLQ�DFFHVV�WR�D�V\VWHP�E\�SRVLQJ�DV�DQ�DXWKRU�
L]HG�XVHU���6\QRQ\PRXV�ZLWK�impersonating, masquerading,�DQG�mimicking��

stand-alone, shared system:� $� V\VWHP� WKDW� LV� SK\VLFDOO\� DQG� HOHFWULFDOO\
LVRODWHG�IURP�DOO�RWKHU�V\VWHPV��DQG�LV�LQWHQGHG�WR�EH�XVHG�E\�PRUH�WKDQ
RQH�SHUVRQ�� HLWKHU� VLPXOWDQHRXVO\� �IRU� H[DPSOH�� D� V\VWHP�ZLWK�PXOWLSOH
WHUPLQDOV��RU�VHULDOO\��ZLWK�GDWD�EHORQJLQJ�WR�RQH�XVHU�UHPDLQLQJ�DYDLODEOH
WR�WKH�V\VWHP�ZKLOH�DQRWKHU�XVHU�LV�XVLQJ�WKH�V\VWHP��IRU�H[DPSOH��D�SHU�
VRQDO�FRPSXWHU�ZLWK�QRQUHPRYDEOH�VWRUDJH�PHGLD�VXFK�DV�D�KDUG�GLVN��

stand-alone, single-user system:�$�V\VWHP� WKDW� LV�SK\VLFDOO\� DQG�HOHFWUL�
FDOO\�LVRODWHG�IURP�DOO�RWKHU�V\VWHPV��DQG�LV� LQWHQGHG�WR�EH�XVHG�E\�RQH
SHUVRQ�DW�D�WLPH��ZLWK�QR�GDWD�EHORQJLQJ�WR�RWKHU�XVHUV�UHPDLQLQJ�LQ�WKH
V\VWHP��IRU�H[DPSOH��D�SHUVRQDO�FRPSXWHU�ZLWK�UHPRYDEOH�VWRUDJH�PHGLD
VXFK�DV�D�IORSS\�GLVN��

star (*) property:�6HH�*-property �DW�WKH�EHJLQQLQJ�RI�WKH�*ORVVDU\��

state:� *LYH� UHTXLUHG� LQIRUPDWLRQ� ZLWK� QR� DWWHPSWHG� RU� LPSOLHG� UHTXLUH�
PHQW��WR�MXVWLI\�WKH�LQIRUPDWLRQ�SUHVHQWHG�

state delta verification system:�$�V\VWHP�GHVLJQHG�WR�JLYH�KLJK�FRQILGHQFH
UHJDUGLQJ�PLFURFRGH�SHUIRUPDQFH�E\�XVLQJ� IRUPXODV� WKDW� UHSUHVHQW� LVR�
ODWHG� VWDWHV� RI� D� FRPSXWDWLRQ� WR� FKHFN� SURRIV� FRQFHUQLQJ� WKH� FRXUVH� RI
WKDW�FRPSXWDWLRQ�

state variable:�$�YDULDEOH�WKDW�UHSUHVHQWV�HLWKHU�WKH�VWDWH�RI�WKH�V\VWHP�RU
WKH�VWDWH�RI�VRPH�V\VWHP�UHVRXUFH�
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storage object:�$Q�REMHFW�WKDW�VXSSRUWV�ERWK�UHDG�DQG�ZULWH�DFFHVVHV�

strength of a requirement:� 'HILQLWLRQ� RI� WKH� FRQGLWLRQV� XQGHU� ZKLFK� D
IXQFWLRQDO�FRPSRQHQW�ZLWKVWDQGV�D�GHILQHG�DWWDFN�RU�WROHUDWHV�IDLOXUHV�

strength of mechanism:�$�UDWLQJ�RI�WKH�DELOLW\�RI�D�VHFXULW\�PHFKDQLVP�WR
ZLWKVWDQG�D�GLUHFW�DWWDFN�

strength of mechanisms:�$Q�DVSHFW�RI�WKH�DVVHVVPHQW�RI�WKH�HIIHFWLYHQHVV
RI�D�WDUJHW�RI�HYDOXDWLRQ��QDPHO\��WKH�DELOLW\�RI�LWV�VHFXULW\�PHFKDQLVPV�WR
ZLWKVWDQG� GLUHFW� DWWDFN� DJDLQVW� GHILFLHQFLHV� LQ� WKHLU� XQGHUO\LQJ� DOJR�
ULWKPV��SULQFLSOHV��DQG�SURSHUWLHV�

Subcommittee on Automated Information Systems Security (SAISS):�16''
�1DWLRQDO� 6HFXULW\� 'HFLVLRQ� 'LUHFWLYH�� ���� DXWKRUL]HG� DQG� GLUHFWHG� WKH
HVWDEOLVKPHQW��XQGHU�WKH�17,66&��1DWLRQDO�7HOHFRPPXQLFDWLRQV�DQG�,Q�
IRUPDWLRQ� 6\VWHPV� 6HFXULW\� &RPPLWWHH��� RI� D� SHUPDQHQW� 6XEFRPPLWWHH
RQ�$XWRPDWHG�,QIRUPDWLRQ�6\VWHPV�6HFXULW\��6$,66���7KH�6$,66�LV�FRP�
SRVHG� RI� RQH� YRWLQJ� PHPEHU� IURP� HDFK� 86� IHGHUDO� RUJDQL]DWLRQ� UHSUH�
VHQWHG� RQ� WKH� 17,66&�� ,Q� ������ WKH� 17,66&� ZDV� UHSODFHG� ZLWK� WKH
167,66&� �1DWLRQDO� 6HFXULW\� 7HOHFRPPXQLFDWLRQV� DQG� ,QIRUPDWLRQ� 6\V�
WHPV�6HFXULW\�&RPPLWWHH��SXUVXDQW�WR�16'����

Subcommittee on Telecommunications Security (STS):� 16''� �1DWLRQDO
6HFXULW\� 'HFLVLRQ�'LUHFWLYH�� ���� DXWKRUL]HG� DQG� GLUHFWHG� WKH� HVWDEOLVK�
PHQW��XQGHU�WKH�17,66&��1DWLRQDO�7HOHFRPPXQLFDWLRQV�DQG�,QIRUPDWLRQ
6\VWHPV� 6HFXULW\� &RPPLWWHH��� RI� D� SHUPDQHQW� 6XEFRPPLWWHH� RQ� 7HOH�
FRPPXQLFDWLRQV� 6HFXULW\� �676��� 7KH� 676� LV� FRPSRVHG� RI� RQH� YRWLQJ
PHPEHU� IURP�HDFK�86� IHGHUDO� RUJDQL]DWLRQ� UHSUHVHQWHG�RQ� WKH�17,66&�
,Q������� WKH�17,66&�ZDV�UHSODFHG�ZLWK�WKH�167,66&� �1DWLRQDO�6HFXULW\
7HOHFRPPXQLFDWLRQV�DQG�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�&RPPLWWHH��SXU�
VXDQW�WR�16'����

subject:� $FWLYH� HQWLW\� LQ� DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� RU� $,6
�DXWRPDWHG�LQIRUPDWLRQ�V\VWHP���JHQHUDOO\�LQ�WKH�IRUP�RI�D�SURFHVV�RU�GH�
YLFH��WKDW�FDXVHV�LQIRUPDWLRQ�WR�IORZ�DPRQJ�REMHFWV�RU�FKDQJHV�WKH�V\V�
WHP�VWDWH�

subject security level:� $� VXEMHFW·V� VHFXULW\� OHYHO� LV� HTXDO� WR� WKH� VHFXULW\
OHYHO�RI�WKH�REMHFWV�WR�ZKLFK�LW�KDV�ERWK�UHDG�DQG�ZULWH�DFFHVV��$�VXEMHFW·V
VHFXULW\�OHYHO�PXVW�DOZD\V�EH�GRPLQDWHG�E\�WKH�FOHDUDQFH�RI�WKH�XVHU�WKH
VXEMHFW�LV�DVVRFLDWHG�ZLWK�

subset domain:�$� VHW� RI� V\VWHP�GRPDLQV��)RU� HYDOXDWLRQ�E\�SDUWV�� HDFK
FDQGLGDWH�7&%� �WUXVWHG� FRPSXWLQJ�EDVH�� VXEVHW�PXVW� RFFXS\� D� GLVWLQFW
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VXEVHW�GRPDLQ�VXFK�WKDW�PRGLI\�DFFHVV�WR�D�GRPDLQ�ZLWKLQ�D�7&%�VXE�
VHW·V�VXEVHW�GRPDLQ�LV�SHUPLWWHG�RQO\�WR�WKDW�7&%�VXEVHW�DQG� �SRVVLEO\�
WR�PRUH�SULPLWLYH�7&%�VXEVHWV�

suitability of functionality:� $Q� DVSHFW� RI� WKH� DVVHVVPHQW� RI� WKH� HIIHFWLYH�
QHVV� RI� D� WDUJHW� RI� HYDOXDWLRQ�� QDPHO\�� WKH� VXLWDELOLW\� RI� LWV� VHFXULW\�
HQIRUFLQJ�IXQFWLRQV�DQG�PHFKDQLVPV�WR�LQ�IDFW�FRXQWHU�WKH�WKUHDWV�WR�WKH
VHFXULW\�RI�WKH�WDUJHW�RI�HYDOXDWLRQ�LGHQWLILHG�LQ�LWV�VHFXULW\�WDUJHW�

supervisor state:�6\QRQ\PRXV�ZLWK�executive state�

system: ����$�VSHFLILF�,7��LQIRUPDWLRQ�WHFKQRORJ\��LQVWDOODWLRQ��ZLWK�D�SDU�
WLFXODU� SXUSRVH� DQG� RSHUDWLRQDO� HQYLURQPHQW�� ���� $Q� DVVHPEO\� RI� FRP�
SXWHU� DQG�RU� FRPPXQLFDWLRQV� KDUGZDUH�� VRIWZDUH�� DQG� ILUPZDUH
FRQILJXUHG�IRU�WKH�SXUSRVH�RI�FODVVLI\LQJ��VRUWLQJ��FDOFXODWLQJ��FRPSXWLQJ�
VXPPDUL]LQJ�� WUDQVPLWWLQJ�� UHFHLYLQJ�� VWRULQJ�� DQG� UHWULHYLQJ� GDWD� ZLWK
WKH�SXUSRVH� RI� VXSSRUWLQJ�XVHUV�� ���� ,7� SURGXFWV� DVVHPEOHG� WRJHWKHU�³
HLWKHU� GLUHFWO\� RU� ZLWK� DGGLWLRQDO� FRPSXWHU� KDUGZDUH�� VRIWZDUH�� DQG�RU
ILUPZDUH�³�FRQILJXUHG�WR�SHUIRUP�D�SDUWLFXODU�IXQFWLRQ�ZLWKLQ�D�SDUWLFX�
ODU�RSHUDWLRQDO�HQYLURQPHQW�

system development methodologies:� 0HWKRGRORJLHV� GHYHORSHG� WKURXJK
VRIWZDUH� HQJLQHHULQJ� WR�PDQDJH� WKH� FRPSOH[LW\� RI� V\VWHP� GHYHORSPHQW�
'HYHORSPHQW�PHWKRGRORJLHV� LQFOXGH�VRIWZDUH�HQJLQHHULQJ�DLGV�DQG�KLJK�
OHYHO�GHVLJQ�DQDO\VLV�WRROV�

system entry:�0HFKDQLVP�E\�ZKLFK�DQ�LGHQWLILHG�DQG�DXWKHQWLFDWHG�XVHU
LV�SURYLGHG�DFFHVV�LQWR�WKH�V\VWHP�

system high:�7KH�KLJKHVW�VHFXULW\� OHYHO�VXSSRUWHG�E\�D�V\VWHP�DW�D�SDU�
WLFXODU�WLPH�RU�LQ�D�SDUWLFXODU�HQYLURQPHQW�

system-high security mode:�6HH�modes of operation�

system integrity: ����7KH�TXDOLW\�RI�D�V\VWHP�IXOILOOLQJ�LWV�RSHUDWLRQDO�SXU�
SRVH�ZKLOH��D��SUHYHQWLQJ�XQDXWKRUL]HG�XVHUV�IURP�PDNLQJ�PRGLILFDWLRQV
WR�UHVRXUFHV�RU�XVLQJ�UHVRXUFHV��DQG��E��SUHYHQWLQJ�DXWKRUL]HG�XVHUV�IURP
PDNLQJ� LPSURSHU�PRGLILFDWLRQV� WR� UHVRXUFHV�RU�PDNLQJ� LPSURSHU�XVH�RI
UHVRXUFHV�� ���� 7KH� TXDOLW\� WKDW� D� V\VWHP� KDV� ZKHQ� LW� SHUIRUPV� LWV� LQ�
WHQGHG�IXQFWLRQ�LQ�DQ�XQLPSDLUHG�PDQQHU�� IUHH�IURP�GHOLEHUDWH�RU� LQDG�
YHUWHQW�XQDXWKRUL]HG�PDQLSXODWLRQ�RI�WKH�V\VWHP�

system low:� 7KH� ORZHVW� VHFXULW\� OHYHO� VXSSRUWHG� E\� D� V\VWHP� DW� D� SDU�
WLFXODU�WLPH�RU�LQ�D�SDUWLFXODU�HQYLURQPHQW�
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system security officer (SSO):�6HH�information system security officer�

system security policy:�7KH�VHW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJXODWH
KRZ� VHQVLWLYH� LQIRUPDWLRQ� DQG� RWKHU� UHVRXUFHV� DUH�PDQDJHG�� SURWHFWHG�
DQG�GLVWULEXWHG�ZLWKLQ�D�VSHFLILF�V\VWHP�

Systems Security Steering Group:�7KH�VHQLRU�86�JRYHUQPHQW�ERG\�HVWDE�
OLVKHG�E\�16''��1DWLRQDO�6HFXULW\�'HFLVLRQ�'LUHFWLYH������WR�SURYLGH�WRS�
OHYHO�UHYLHZ�DQG�SROLF\�JXLGDQFH�IRU�WKH�WHOHFRPPXQLFDWLRQV�VHFXULW\�DQG
DXWRPDWHG�LQIRUPDWLRQ�V\VWHPV�VHFXULW\�DFWLYLWLHV�RI�WKH�86�JRYHUQPHQW�
7KLV�JURXS�LV�FKDLUHG�E\�WKH�$VVLVWDQW�WR�WKH�3UHVLGHQW�IRU�1DWLRQDO�6HFX�
ULW\�$IIDLUV�DQG�FRQVLVWV�RI�WKH�6HFUHWDU\�RI�6WDWH��6HFUHWDU\�RI�7UHDVXU\�
6HFUHWDU\�RI�'HIHQVH��$WWRUQH\�*HQHUDO��'LUHFWRU�RI�WKH�2IILFH�RI�0DQDJH�
PHQW� DQG�%XGJHW�� DQG�'LUHFWRU� RI� &HQWUDO� ,QWHOOLJHQFH�� ,Q� ������ 16''
����ZDV�SDUWLDOO\�UHSODFHG�E\�16'����

7
tampering:� $Q� XQDXWKRUL]HG� PRGLILFDWLRQ� WKDW� DOWHUV� WKH� SURSHU� IXQF�
WLRQLQJ�RI�HTXLSPHQW�RU�D�V\VWHP�LQ�D�PDQQHU�WKDW�GHJUDGHV�WKH�VHFXULW\
RU�IXQFWLRQDOLW\�LW�SURYLGHV�

target of evaluation (TOE):�$Q� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� V\VWHP�� SURG�
XFW�� RU� FRPSRQHQW� WKDW� LV� LGHQWLILHG�VXEMHFWHG� DV� UHTXLULQJ� VHFXULW\
HYDOXDWLRQ�

TCB (trusted computing base) subset:� $� VHW� RI� VRIWZDUH�� ILUPZDUH�� DQG
KDUGZDUH� �ZKHUH�DQ\�RI� WKHVH� WKUHH� FRXOG�EH�DEVHQW�� WKDW�PHGLDWHV� WKH
DFFHVV�RI�D�VHW�6�RI�VXEMHFWV�WR�D�VHW�2�RI�REMHFWV�RQ�WKH�EDVLV�RI�D�VWDWHG
DFFHVV�FRQWURO�SROLF\�3�DQG�VDWLVILHV�WKH�SURSHUWLHV�

�� 0�PHGLDWHV�HYHU\�DFFHVV�WR�REMHFWV�2�E\�VXEMHFWV�LQ�6�
�� 0�LV�WDPSHU�UHVLVWDQW��DQG
�� 0� LV� VPDOO� HQRXJK� WR� EH� VXEMHFW� WR� DQDO\VLV� DQG� WHVWV�� WKH� FRP�

SOHWHQHVV�RI�ZKLFK�FDQ�EH�DVVXUHG�

technical attack:�$Q�DWWDFN�WKDW�FDQ�EH�SHUSHWUDWHG�E\�FLUFXPYHQWLQJ�RU
QXOOLI\LQJ�KDUGZDUH�DQG�VRIWZDUH�SURWHFWLRQ�PHFKDQLVPV��UDWKHU�WKDQ�E\
VXEYHUWLQJ�V\VWHP�SHUVRQQHO�RU�RWKHU�XVHUV�

technical policy: ����7KH�VHW�RI�UXOHV�UHJXODWLQJ�DFFHVV�RI�VXEMHFWV� WR�RE�
MHFWV�HQIRUFHG�E\�D�7&%� �WUXVWHG�FRPSXWLQJ�EDVH��VXEVHW�� ����7KH�VHW�RI
UXOHV� UHJXODWLQJ� DFFHVV� RI� VXEMHFWV� WR� REMHFWV� HQIRUFHG� E\� D� FRPSXWHU
V\VWHP�
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technical security policy: ����6SHFLILF�SURWHFWLRQ�FRQGLWLRQV�DQG�RU�SURWHF�
WLRQ�SKLORVRSK\�WKDW�H[SUHVVHV�WKH�ERXQGDULHV�DQG�UHVSRQVLELOLWLHV�RI�WKH
,7� �LQIRUPDWLRQ� WHFKQRORJ\�� SURGXFW� LQ� VXSSRUWLQJ� WKH� LQIRUPDWLRQ� SUR�
WHFWLRQ�SROLF\�FRQWURO�REMHFWLYHV�DQG�FRXQWHULQJ�H[SHFWHG�WKUHDWV������7KH
VHW�RI�ODZV��UXOHV��DQG�SUDFWLFHV�UHJXODWLQJ�WKH�SURFHVVLQJ�RI�VHQVLWLYH�LQ�
IRUPDWLRQ�DQG�WKH�XVH�RI�UHVRXUFHV�E\�WKH�KDUGZDUH�DQG�VRIWZDUH�RI�DQ�,7
V\VWHP�RU�SURGXFW�

technical vulnerability:�$�KDUGZDUH��ILUPZDUH��FRPPXQLFDWLRQ��RU�VRIWZDUH
IODZ�WKDW�OHDYHV�D�FRPSXWHU�SURFHVVLQJ�V\VWHP�RSHQ�IRU�SRWHQWLDO�H[SORL�
WDWLRQ�� HLWKHU� H[WHUQDOO\� RU� LQWHUQDOO\�� WKHUHE\� UHVXOWLQJ� LQ� ULVN� IRU� WKH
RZQHU��XVHU��RU�PDQDJHU�RI�WKH�V\VWHP�

TEMPEST:� 7KH� VWXG\�DQG�FRQWURO� RI� VSXULRXV� HOHFWURQLF� VLJQDOV� HPLWWHG
E\�HOHFWULFDO�HTXLSPHQW��VXFK�DV�FRPSXWHU�HTXLSPHQW�

terminal identification:�7KH�PHDQV�XVHG�WR�XQLTXHO\�LGHQWLI\�D�WHUPLQDO�WR
D�V\VWHP�

threat: ����$Q�DFWLRQ�RU�HYHQW�WKDW�PLJKW�SUHMXGLFH�VHFXULW\������6HTXHQFH
RI�FLUFXPVWDQFHV�DQG�HYHQWV�WKDW�DOORZV�D�KXPDQ�RU�RWKHU�DJHQW�WR�FDXVH
DQ� LQIRUPDWLRQ�UHODWHG�PLVIRUWXQH�E\� H[SORLWLQJ� D� YXOQHUDELOLW\� LQ� DQ� ,7
�LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW������$Q\�FLUFXPVWDQFH�RU�HYHQW�ZLWK�WKH
SRWHQWLDO� WR� FDXVH�KDUP� WR� D� V\VWHP� LQ� WKH� IRUP�RI� GHVWUXFWLRQ�� GLVFOR�
VXUH��PRGLILFDWLRQ�RI�GDWD��RU�GHQLDO�RI�VHUYLFH�

threat agent:�$�PHWKRG�XVHG�WR�H[SORLW�D�YXOQHUDELOLW\�LQ�D�V\VWHP��RSHUD�
WLRQ��RU�IDFLOLW\�

threat analysis:�7KH�H[DPLQDWLRQ�RI�DOO�DFWLRQV�DQG�HYHQWV�WKDW�PLJKW�DG�
YHUVHO\�DIIHFW�D�V\VWHP�RU�RSHUDWLRQ�

threat monitoring:� 7KH� DQDO\VLV�� DVVHVVPHQW�� DQG� UHYLHZ� RI� DXGLW� WUDLOV
DQG�RWKHU�GDWD�FROOHFWHG�IRU�WKH�SXUSRVH�RI�VHDUFKLQJ�RXW�V\VWHP�HYHQWV
WKDW�PD\�FRQVWLWXWH�YLRODWLRQV�RU�DWWHPSWHG�YLRODWLRQV�RI�V\VWHP�VHFXULW\�

ticket-oriented:� $� FRPSXWHU� SURWHFWLRQ� V\VWHP� LQ� ZKLFK� HDFK� VXEMHFW
PDLQWDLQV�D� OLVW�RI�XQIRUJHDEOH�ELW�SDWWHUQV��FDOOHG� WLFNHWV��RQH� IRU� HDFK
REMHFW�WKH�VXEMHFW�LV�DXWKRUL]HG�WR�DFFHVV���&RPSDUH�list-oriented��

time-dependent password:�$�SDVVZRUG�WKDW�LV�YDOLG�RQO\�DW�D�FHUWDLQ�WLPH
RI�GD\�RU�GXULQJ�D�VSHFLILHG�LQWHUYDO�RI�WLPH�

tool:�$�SURGXFW�XVHG�LQ�WKH�FRQVWUXFWLRQ�DQG�RU�GRFXPHQWDWLRQ�RI�D�WDU�
JHW�RI�HYDOXDWLRQ�
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top-level specification (TLS):� $� QRQSURFHGXUDO� GHVFULSWLRQ� RI� V\VWHP� EH�
KDYLRU� DW� WKH�PRVW� DEVWUDFW� OHYHO�³� W\SLFDOO\�� D� IXQFWLRQDO� VSHFLILFDWLRQ
WKDW�RPLWV�DOO�LPSOHPHQWDWLRQ�GHWDLOV�

trace a correspondence:� ([SODLQ� D� FRUUHVSRQGHQFH�� XVLQJ� QDWXUDO� ODQ�
JXDJH�SURVH��EHWZHHQ�OHYHOV�RI�DEVWUDFWLRQ�

tranquillity:�$�VHFXULW\�PRGHO�UXOH�VWDWLQJ�WKDW�WKH�VHFXULW\�OHYHO�RI�DQ�RE�
MHFW�FDQQRW�FKDQJH�ZKLOH�WKH�REMHFW� LV�EHLQJ�SURFHVVHG�E\�DQ�$,6� �DXWR�
PDWHG�LQIRUPDWLRQ�V\VWHP��

transaction:�6HW�RI�VXEMHFW�DFWLRQV�DQG�WKHLU�DVVRFLDWHG�GDWD�VWRUDJH�DF�
FHVVHV�

transmission security:� 0DLQWDLQLQJ� FRQILGHQWLDOLW\� RI� LQIRUPDWLRQ� LQ� D
WHOHFRPPXQLFDWLRQV�QHWZRUN�

trap door (or trapdoor): ����+LGGHQ�VRIWZDUH�RU�KDUGZDUH�PHFKDQLVP�WKDW
FDQ�EH� WULJJHUHG� WR� SHUPLW� SURWHFWLRQ�PHFKDQLVPV� LQ� DQ� DXWRPDWHG� LQ�
IRUPDWLRQ�V\VWHP�WR�EH�FLUFXPYHQWHG��1RWH��$� WUDS�GRRU� LV�XVXDOO\�DFWL�
YDWHG�LQ�VRPH�LQQRFHQW�DSSHDULQJ�PDQQHU��IRU�H[DPSOH��D�VSHFLDO�UDQGRP
NH\�VHTXHQFH�DW�D�WHUPLQDO���6RIWZDUH�GHYHORSHUV�RIWHQ�ZULWH�WUDS�GRRUV�LQ
WKHLU� FRGH� WKDW� HQDEOH� WKHP� WR� UHHQWHU� WKH� V\VWHP� WR� SHUIRUP� FHUWDLQ
IXQFWLRQV�� ����$�VHFUHW�HQWU\�SRLQW� WR�D�FU\SWRJUDSKLF�DOJRULWKP�WKURXJK
ZKLFK� WKH�GHYHORSHU�RU�DQRWKHU�HQWLW\�FDQ�E\SDVV�VHFXULW\�FRQWUROV�DQG
GHFU\SW�PHVVDJHV�

Trojan horse: $�FRPSXWHU�SURJUDP�ZLWK�DQ�DSSDUHQWO\�RU�DFWXDOO\�XVHIXO
IXQFWLRQ� WKDW�FRQWDLQV�DGGLWLRQDO� �KLGGHQ�� IXQFWLRQV� WKDW�VXUUHSWLWLRXVO\
H[SORLW�WKH�OHJLWLPDWH�DXWKRUL]DWLRQV�RI�WKH�LQYRNLQJ�SURFHVV�WR�WKH�GHWUL�
PHQW�RI�VHFXULW\�³�IRU�H[DPSOH��PDNLQJ�D�´EOLQG�FRS\µ�RI�D�VHQVLWLYH�ILOH
IRU�WKH�FUHDWRU�RI�WKH�7URMDQ�KRUVH�

trusted channel:�$�PHFKDQLVP�E\�ZKLFK�WZR�17&%��QHWZRUN�WUXVWHG�FRP�
SXWLQJ� EDVH�� SDUWLWLRQV� FDQ� FRPPXQLFDWH� GLUHFWO\�� 7KLV�PHFKDQLVP� FDQ
EH�DFWLYDWHG�E\�HLWKHU�RI�WKH�17&%�SDUWLWLRQV��FDQQRW�EH�LPLWDWHG�E\�XQ�
WUXVWHG�VRIWZDUH��DQG�PDLQWDLQV�WKH�LQWHJULW\�RI�LQIRUPDWLRQ�WKDW�LV�VHQW
RYHU� LW�� $� WUXVWHG� FKDQQHO� PD\� EH� QHHGHG� IRU� WKH� FRUUHFW� RSHUDWLRQ� RI
RWKHU�VHFXULW\�PHFKDQLVPV�

trusted computer system:� $� V\VWHP� WKDW� XVHV� VXIILFLHQW� KDUGZDUH� DQG
VRIWZDUH�DVVXUDQFH�LQWHJULW\�PHDVXUHV�WR�DOORZ�LWV�XVH�IRU�SURFHVVLQJ�VL�
PXOWDQHRXVO\�D�UDQJH�RI�VHQVLWLYH�RU�FODVVLILHG�LQIRUPDWLRQ�
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trusted computing base (TCB): 7KH� WRWDOLW\� RI� SURWHFWLRQ� PHFKDQLVPV
ZLWKLQ�D�FRPSXWHU�V\VWHP�� LQFOXGLQJ�KDUGZDUH�� ILUPZDUH��DQG�VRIWZDUH�
WKH�FRPELQDWLRQ�RI�ZKLFK�LV�UHVSRQVLEOH�IRU�HQIRUFLQJ�D�VHFXULW\�SROLF\��$
7&%�FRQVLVWV�RI�RQH�RU�PRUH�FRPSRQHQWV�WKDW�HQIRUFH�D�XQLILHG�VHFXULW\
SROLF\�RYHU�D�SURGXFW�RU�V\VWHP��7KH�DELOLW\�RI�D�7&%�WR�FRUUHFWO\�HQIRUFH
D�VHFXULW\�SROLF\�GHSHQGV�VROHO\�RQ�WKH�PHFKDQLVPV�ZLWKLQ�WKH�7&%�DQG
RQ� WKH� FRUUHFW� LQSXW� E\� V\VWHP� DGPLQLVWUDWLYH� SHUVRQQHO� RI� SDUDPHWHUV
�IRU�H[DPSOH��D�XVHU·V�FOHDUDQFH��UHODWHG�WR�WKH�VHFXULW\�SROLF\�

trusted distribution:� $� WUXVWHG�PHWKRG� IRU� GLVWULEXWLQJ� WKH� 7&%� �WUXVWHG
FRPSXWLQJ� EDVH�� KDUGZDUH�� VRIWZDUH�� DQG� ILUPZDUH� FRPSRQHQWV�� ERWK
RULJLQDOV�DQG�XSGDWHV��WKDW�SURYLGHV�PHWKRGV�IRU�SURWHFWLQJ�WKH�7&%�IURP
PRGLILFDWLRQ�GXULQJ�GLVWULEXWLRQ�DQG�IRU�GHWHFWLRQ�RI�DQ\�FKDQJHV�WR�WKH
7&%�WKDW�PD\�RFFXU�

trusted functionality:�7KDW�ZKLFK�LV�GHWHUPLQHG�WR�EH�FRUUHFW�ZLWK�UHVSHFW
WR� VRPH� FULWHULD�� IRU� H[DPSOH�� DV� HVWDEOLVKHG� E\� D� VHFXULW\� SROLF\�� 7KH
IXQFWLRQDOLW\�VKDOO�QHLWKHU�IDOO�VKRUW�RI�QRU�H[FHHG�WKH�FULWHULD�

trusted identification forwarding:� $Q� LGHQWLILFDWLRQ� PHWKRG� XVHG� LQ� QHW�
ZRUNV�ZKHUHE\�WKH�VHQGLQJ�KRVW�FDQ�YHULI\�WKDW�DQ�DXWKRUL]HG�XVHU�RQ�LWV
V\VWHP� LV� DWWHPSWLQJ� D� FRQQHFWLRQ� WR� DQRWKHU� KRVW�� 7KH� VHQGLQJ� KRVW
WUDQVPLWV� WKH� UHTXLUHG�XVHU� DXWKHQWLFDWLRQ� LQIRUPDWLRQ� WR� WKH� UHFHLYLQJ
KRVW��7KH�UHFHLYLQJ�KRVW�FDQ�WKHQ�YHULI\�WKDW�WKH�XVHU�LV�YDOLGDWHG�IRU�DF�
FHVV�WR�LWV�V\VWHP��7KLV�RSHUDWLRQ�PD\�EH�WUDQVSDUHQW�WR�WKH�XVHU�

trusted path:�$�PHFKDQLVP�E\�ZKLFK�D�SHUVRQ�DW�D�WHUPLQDO�FDQ�FRPPX�
QLFDWH�GLUHFWO\�ZLWK�WKH�WUXVWHG�FRPSXWLQJ�EDVH��7KLV�PHFKDQLVP�FDQ�EH
DFWLYDWHG�RQO\�E\�WKH�SHUVRQ�RU�E\�WKH�WUXVWHG�FRPSXWLQJ�EDVH�DQG�FDQ�
QRW�EH�LPLWDWHG�E\�XQWUXVWHG�VRIWZDUH�

trusted process:�$�SURFHVV�ZKRVH�LQFRUUHFW�RU�PDOLFLRXV�H[HFXWLRQ�LV�FD�
SDEOH�RI�YLRODWLQJ�V\VWHP�VHFXULW\�SROLF\�

trusted software:�7KH�VRIWZDUH�SRUWLRQ�RI�D�WUXVWHG�FRPSXWLQJ�EDVH�

trusted subject: ����$�VXEMHFW�WKDW� LV�SDUW�RI�WKH�7&%��WUXVWHG�FRPSXWLQJ
EDVH���,W�KDV�WKH�DELOLW\�WR�YLRODWH�WKH�VHFXULW\�SROLF\��EXW�LV�WUXVWHG�QRW�WR
DFWXDOO\�GR�VR��)RU�H[DPSOH�� LQ�WKH�%HOO�/D3DGXOD�PRGHO��D� WUXVWHG�VXE�
MHFW�LV�QRW�FRQVWUDLQHG�E\�WKH�
�SURSHUW\�DQG�WKXV�KDV�WKH�DELOLW\�WR�ZULWH
VHQVLWLYH�LQIRUPDWLRQ�LQWR�DQ�REMHFW�ZKRVH�OHYHO�LV�QRW�GRPLQDWHG�E\�WKH
�PD[LPXP��OHYHO�RI�WKH�VXEMHFW��EXW�LW�LV�WUXVWHG�WR�RQO\�ZULWH�LQIRUPDWLRQ
LQWR�REMHFWV�ZLWK�D� ODEHO�DSSURSULDWH� IRU� WKH�DFWXDO� OHYHO�RI� WKH� LQIRUPD�
WLRQ������$�VXEMHFW�WKDW�LV�SHUPLWWHG�WR�KDYH�VLPXOWDQHRXV�YLHZ�DQG�DOWHU�
DFFHVV�WR�REMHFWV�RI�PRUH�WKDQ�RQH�VHQVLWLYLW\�OHYHO�
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untrusted process:�$�SURFHVV�WKDW�KDV�QRW�EHHQ�HYDOXDWHG�RU�H[DPLQHG�IRU
DGKHUHQFH� WR� WKH� VHFXULW\� SROLF\�� ,W�PD\� LQFOXGH� LQFRUUHFW� RU�PDOLFLRXV
FRGH�WKDW�DWWHPSWV�WR�FLUFXPYHQW�WKH�VHFXULW\�PHFKDQLVPV�

usage security policy:�$VVXPSWLRQV� UHJDUGLQJ� WKH� H[SHFWHG� HQYLURQPHQW
DQG�LQWHQGHG�PHWKRG�RI�,7��LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�XVH�

user: ����$Q\�SHUVRQ�ZKR�LQWHUDFWV�GLUHFWO\�ZLWK�D�FRPSXWHU�V\VWHP������$Q\
SHUVRQ� ZKR� LQWHUDFWV� GLUHFWO\� ZLWK� D� QHWZRUN� V\VWHP�� 7KLV� LQFOXGHV� ERWK
WKRVH�SHUVRQV�ZKR�DUH�DXWKRUL]HG�WR�LQWHUDFW�ZLWK�WKH�V\VWHP�DQG�WKRVH�SHR�
SOH�ZKR�LQWHUDFW�ZLWKRXW�DXWKRUL]DWLRQ��IRU�H[DPSOH��DFWLYH�RU�SDVVLYH�ZLUH�
WDSSHUV��� 1RWH� WKDW� ´XVHUVµ� GR� QRW� LQFOXGH� ´RSHUDWRUV�µ� ´V\VWHP
SURJUDPPHUV�µ� ´WHFKQLFDO� FRQWURO� RIILFHUV�µ� ´V\VWHP� VHFXULW\� RIILFHUV�µ� DQG
RWKHU�V\VWHP�VXSSRUW�SHUVRQQHO��7KH\�DUH�GLVWLQFW�IURP�XVHUV�DQG�DUH�VXEMHFW
WR� WKH� WUXVWHG� IDFLOLW\� PDQXDO� DQG� WKH� V\VWHP� DUFKLWHFWXUH� UHTXLUHPHQWV�
6XFK�LQGLYLGXDOV�PD\�FKDQJH�WKH�V\VWHP�SDUDPHWHUV�RI�WKH�QHWZRUN�V\VWHP�
IRU�H[DPSOH��E\�GHILQLQJ�PHPEHUVKLS�RI�D�JURXS��7KHVH�LQGLYLGXDOV�PD\�DOVR
KDYH�WKH�VHSDUDWH� UROH�RI�XVHUV�� ����$Q\�SHUVRQ�RU�SURFHVV�DFFHVVLQJ�DQ� ,7
�LQIRUPDWLRQ�WHFKQRORJ\��SURGXFW�E\�GLUHFW�FRQQHFWLRQV��IRU�H[DPSOH��YLD�WHU�
PLQDOV��RU�LQGLUHFW�FRQQHFWLRQV��1RWH��,QGLUHFW�FRQQHFWLRQ�UHODWHV�WR�SHUVRQV
ZKR�SUHSDUH�LQSXW�GDWD�RU�UHFHLYH�RXWSXW�WKDW�LV�QRW�UHYLHZHG�IRU�FRQWHQW�RU
FODVVLILFDWLRQ�E\�D�UHVSRQVLEOH�LQGLYLGXDO�

user documentation:� 7KH� LQIRUPDWLRQ� DERXW� D� WDUJHW� RI� HYDOXDWLRQ� VXS�
SOLHG�E\�WKH�GHYHORSHU�IRU�XVH�E\�LWV�HQG�XVHUV�

user identifier (user ID):�8QLTXH�V\PERO�RU�FKDUDFWHU�VWULQJ�WKDW�LV�XVHG�E\
DQ� ,7� �LQIRUPDWLRQ� WHFKQRORJ\�� V\VWHP�RU�SURGXFW� WR�XQLTXHO\� LGHQWLI\� D
VSHFLILF�XVHU�

user profile:� 3DWWHUQV� RI� D� XVHU·V� DFWLYLW\� WKDW� FDQ� EH� XVHG� WR� GHWHFW
FKDQJHV�LQ�QRUPDO�URXWLQHV�

9
validation:�7KH�SURFHVV�RI�DVVHVVLQJ�WKH�XVHIXOQHVV�RI�D�V\VWHP�LQ�UHODWLRQ
WR�LWV�LQWHQGHG�XVH�RU�SXUSRVH�

verification: ���� 7KH� SURFHVV� RI� HQVXULQJ� FRUUHFWQHVV�� ���� 7KH� SURFHVV� RI
FRPSDULQJ� WZR� OHYHOV� RI� V\VWHP� VSHFLILFDWLRQ� IRU� SURSHU� FRUUHVSRQGHQFH
�IRU�H[DPSOH��VHFXULW\�SROLF\�PRGHO�ZLWK�WRS�OHYHO�VSHFLILFDWLRQ��7/6���7/6
ZLWK�VRXUFH�FRGH��RU�VRXUFH�FRGH�ZLWK�REMHFW�FRGH���7KLV�SURFHVV�PD\�RU
PD\�QRW�EH�DXWRPDWHG�



��� ,QIRUPDWLRQ�6HFXULW\

view:�7KDW�SRUWLRQ�RI�WKH�GDWDEDVH�WKDW�VDWLVILHV�WKH�FRQGLWLRQV�VSHFLILHG
LQ�D�TXHU\�

view definition:�$�VWRUHG�TXHU\��VRPHWLPHV�ORRVHO\�UHIHUUHG�WR�DV�D�´YLHZ�µ

virus: ����0DOLFLRXV� VRIWZDUH�� D� IRUP� RI� 7URMDQ� KRUVH��ZKLFK� UHSURGXFHV
LWVHOI�LQ�RWKHU�H[HFXWDEOH�FRGH������$�VHOI�SURSDJDWLQJ�7URMDQ�KRUVH��FRP�
SRVHG� RI� D� PLVVLRQ� FRPSRQHQW�� D� WULJJHU� FRPSRQHQW�� DQG� D� VHOI�
SURSDJDWLQJ� FRPSRQHQW�� ���� 6HOI�UHSOLFDWLQJ�PDOLFLRXV� SURJUDP� VHJPHQW
WKDW�DWWDFKHV�LWVHOI�WR�DQ�DSSOLFDWLRQ�RU�RWKHU�H[HFXWDEOH�V\VWHP�FRPSR�
QHQW�DQG�OHDYHV�QR�H[WHUQDO�VLJQV�RI�LWV�SUHVHQFH�

vulnerability: ����$�VHFXULW\�ZHDNQHVV�LQ�D�WDUJHW�RI�HYDOXDWLRQ��IRU�H[DPSOH�
GXH�WR�IDLOXUHV�LQ�DQDO\VLV��GHVLJQ��LPSOHPHQWDWLRQ��RU�RSHUDWLRQ�������:HDN�
QHVV�LQ�DQ�LQIRUPDWLRQ�V\VWHP�RU�FRPSRQHQWV��IRU�H[DPSOH��V\VWHP�VHFXULW\
SURFHGXUHV��KDUGZDUH�GHVLJQ��RU�LQWHUQDO�FRQWUROV��WKDW�FRXOG�EH�H[SORLWHG�WR
SURGXFH�DQ�LQIRUPDWLRQ�UHODWHG�PLVIRUWXQH������$�ZHDNQHVV�LQ�V\VWHP�VHFX�
ULW\�SURFHGXUHV��V\VWHP�GHVLJQ��LPSOHPHQWDWLRQ��LQWHUQDO�FRQWUROV��DQG�VR�RQ�
WKDW�FRXOG�EH�H[SORLWHG�WR�YLRODWH�V\VWHP�VHFXULW\�SROLF\�

vulnerability analysis:� 7KH� V\VWHPDWLF� H[DPLQDWLRQ� RI� V\VWHPV� WR� GHWHU�
PLQH� WKH� DGHTXDF\� RI� VHFXULW\� PHDVXUHV�� LGHQWLI\� VHFXULW\� GHILFLHQFLHV�
DQG�SURYLGH�GDWD�IURP�ZKLFK�WR�SUHGLFW�WKH�HIIHFWLYHQHVV�RI�SURSRVHG�VH�
FXULW\�PHDVXUHV�

vulnerability assessment: ����$Q�DVSHFW�RI�WKH�DVVHVVPHQW�RI�WKH�HIIHFWLYH�
QHVV�RI�D�WDUJHW�RI�HYDOXDWLRQ��QDPHO\��ZKHWKHU�NQRZQ�YXOQHUDELOLWLHV� LQ
WKDW� WDUJHW� RI� HYDOXDWLRQ� FRXOG� LQ� SUDFWLFH� FRPSURPLVH� LWV� VHFXULW\� DV
VSHFLILHG�LQ�WKH�VHFXULW\�WDUJHW������$�PHDVXUHPHQW�RI�YXOQHUDELOLW\�ZKLFK
LQFOXGHV�WKH�VXVFHSWLELOLW\�RI�D�SDUWLFXODU�V\VWHP�WR�D�VSHFLILF�DWWDFN�DQG
WKH�RSSRUWXQLWLHV�DYDLODEOH�WR�D�WKUHDW�DJHQW�WR�PRXQW�WKDW�DWWDFN�

:
wiretapping:�7KH�UHDO�WLPH�FROOHFWLRQ�RI�WUDQVPLWWHG�GDWD��VXFK�DV�GLDOHG
GLJLWV��DQG�WKH�VHQGLQJ�RI�WKDW�GDWD�LQ�UHDO�WLPH�WR�D�OLVWHQLQJ�GHYLFH�

work factor:�$Q�HVWLPDWH�RI�WKH�HIIRUW�RU�WLPH�QHHGHG�E\�D�SRWHQWLDO�SHQH�
WUDWRU� ZLWK� VSHFLILHG� H[SHUWLVH� DQG� UHVRXUFHV� WR� RYHUFRPH� D� SURWHFWLYH
PHDVXUH�

write:�$� IXQGDPHQWDO�RSHUDWLRQ�WKDW�UHVXOWV�RQO\� LQ� WKH� IORZ�RI� LQIRUPD�
WLRQ�IURP�D�VXEMHFW�WR�DQ�REMHFW�

write access:�3HUPLVVLRQ�WR�ZULWH�DQ�REMHFW�


