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Essay 1

What Is There to Worry About?
An Introduction to the Com-

puter Security Problem
Donald L. Brinkley and Roger R. Schell

7KLV�HVVD\�SURYLGHV�DQ�RYHUYLHZ�RI� WKH�vulnerabilities�DQG� threats
WR� LQIRUPDWLRQ� VHFXULW\� LQ� FRPSXWHU� V\VWHPV�� ,W� EHJLQV� ZLWK� D
KLVWRULFDO� SUHVHQWDWLRQ� RI� SDVW� H[SHULHQFHV� ZLWK� vulnerabilities� LQ
communication security�DORQJ�ZLWK�SUHVHQW�DQG� IXWXUH�computer se-
curity� H[SHULHQFHV�� 7KH� KLVWRULFDO� SHUVSHFWLYH� GHPRQVWUDWHV� WKDW
PLVSODFHG� FRQILGHQFH� LQ� WKH� VHFXULW\� RI� D� V\VWHP� LV� ZRUVH� WKDQ
KDYLQJ�QR�FRQILGHQFH�DW�DOO�LQ�LWV�VHFXULW\�
1H[W��WKH�HVVD\�GHVFULEHV�IRXU�EURDG�DUHDV�RI�FRPSXWHU�PLVXVH�

���� WKHIW� RI� FRPSXWDWLRQDO� UHVRXUFHV�� ���� GLVUXSWLRQ� RI� FRPSXWD�
WLRQDO� VHUYLFHV�� ���� XQDXWKRUL]HG� GLVFORVXUH� RI� LQIRUPDWLRQ� LQ� D
FRPSXWHU�� DQG� ����XQDXWKRUL]HG�PRGLILFDWLRQ�RI� LQIRUPDWLRQ� LQ�D
FRPSXWHU�� &ODVVHV� RI� WHFKQLTXHV� ZKHUHE\� FRPSXWHU� PLVXVH� UH�
VXOWV�LQ�WKH�XQDXWKRUL]HG�GLVFORVXUH�DQG�PRGLILFDWLRQ�RI�LQIRUPD�
WLRQ�DUH�WKHQ�GHVFULEHG�DQG�H[DPSOHV�DUH�SURYLGHG��7KHVH�FODVVHV
DUH�����KXPDQ�HUURU������XVHU�DEXVH�RI�DXWKRULW\������GLUHFW�probing�
���� probing� ZLWK� malicious software�� ���� GLUHFW� penetration�� DQG� ���
subversion� RI� VHFXULW\�PHFKDQLVP�� 7KH� UROHV� RI�Trojan horses�� YL�
UXVHV��ZRUPV��ERPEV��DQG�RWKHU�NLQGV�RI�malicious software�DUH�GH�
VFULEHG�DQG�H[DPSOHV�SURYLGHG�

,Q�WKH�SDVW�IHZ�GHFDGHV��ZH�KDYH�VHHQ�WKH�LPSOHPHQWDWLRQ�RI�P\ULDGV�RI
FRPSXWHU� V\VWHPV� RI� DOO� VL]HV� DQG� WKHLU� LQWHUFRQQHFWLRQ� RYHU� FRPSXWHU
QHWZRUNV��7KHVH�V\VWHPV�KDQGOH�DQG�DUH�UHTXLUHG�WR�SURWHFW�FUHGLW�GDWD�
MXVWLFH� LQIRUPDWLRQ�� FRPSXWHU� YRWH� WDEXODWLRQ�� FRQVXPHU� ELOOLQJ�� KHDOWK
GDWD�� LQVXUDQFH�GDWD��PLOLWDU\�DQG� LQWHOOLJHQFH� GDWD�� DQG� FRPSXWHU� DQG
KXPDQ�FRPPXQLFDWLRQV��DV�ZHOO�DV�FRXQWOHVV�RWKHU�W\SHV�RI�LQIRUPDWLRQ�
,W�LV�OLNHO\�WKDW�UHDGHUV�RI�WKLV�HVVD\�KDYH�KHDUG�DERXW�VRPH�FRPSXWHU�RU
QHWZRUN�EUHDN�LQ�DW�VRPH�WLPH�LQ�WKH�SDVW� IHZ�\HDUV��6XFK�HYHQWV�KDYH
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EHHQ�WKH�VXEMHFWV�RI�SRSXODU�PRYLHV�DQG�ERRNV��DQG�UHSRUWV�DERXW�WKHP
DUH�DSSHDULQJ�HYHU�PRUH�IUHTXHQWO\� LQ�WKH�SUHVV��(YHQ�WHOHSKRQH�VHUYLFH
KDV� EHHQ� GLVUXSWHG� E\� ZKDW� KDV� EHHQ� GHVFULEHG� DV� ´HOHFWURQLF� YDQGDO�
LVP�µ�)LQGLQJ�WKH�VRXUFH�RI�VXFK�SUREOHPV�FDQ�DPRXQW�WR�WKH�HOHFWURQLF
HTXLYDOHQW�RI�ORRNLQJ�IRU�D�QHHGOH�LQ�D�KD\VWDFN��VR�RIWHQ�WKH�VRXUFH�RI�WKH
SUREOHP� LV�QHYHU� GLVFRYHUHG�� 6XFK� LV� WKH�QDWXUH� RI�ZKDW�ZH� UHIHU� WR� LQ
WKLV�HVVD\�DV�WKH�computer security�SUREOHP�
7KH�ILUVW�VWHS�LQ�WKLV� LQWURGXFWLRQ�WR� WKH�computer security SUREOHP�ZLOO

EH� D� EULHI� ORRN� DW� WKH� KLVWRULFDO� SDUDOOHOV� ZLWK� D� UHODWHG� VXEMHFW�³� WKH
communication security� SUREOHP�� 7KH� DVSHFW� RI� communication security� DG�
GUHVVHG�KHUH�LV�WKH�SURWHFWLRQ�RI�LQIRUPDWLRQ�ZKLOH�LW�LV�EHLQJ�FRPPXQL�
FDWHG�HOHFWURQLFDOO\�IURP�RQH�SODFH�WR�DQRWKHU�

+LVWRULFDO�OHVVRQV

7KH�computer security� SUREOHP�KDV� JURZQ�ZLWK� WKH� FRPSXWHU� LQGXVWU\�
)RU�URXJKO\�WKH�ILUVW�WZR�GHFDGHV�RI�WKH�XVH�RI�HOHFWURQLF�GLJLWDO�FRPSXW�
HUV��WKH�SUREOHP�RI�VHFXULW\�UHDOO\�ZDV�QRW�QRWLFHG��7KH�HDUO\�FRPSXWHUV
ZHUH� XVHG� WR� SURFHVV� VHQVLWLYH� LQIRUPDWLRQ�� ERWK� LQ� HQYLURQPHQWV� LQ�
YROYLQJ�QDWLRQDO�VHFXULW\�DQG�LQ�FRPPHUFLDO�DSSOLFDWLRQV��%XW�WKH�VL]H�RI
WKH�FRPSXWHUV�DQG�WKH�QDWXUH�RI�WKHLU�DSSOLFDWLRQV�DOORZHG�DQ\�VHFXULW\
SUREOHPV� WR� EH� VROYHG� RXWVLGH� WKH� FRPSXWHU�� ,I� WKH� HQWLUH� V\VWHP� ZDV
GHGLFDWHG�WR�D�VLQJOH�XVHU��SURWHFWLRQ�FRQVLVWHG�RI�WKH�XVHU�VLPSO\�SLFNLQJ
XS�KLV�WDSHV�DQG�FDUGV�DQG�FOHDULQJ�&38�PHPRU\�ZKHQ�WKH�MRE�ZDV�ILQ�
LVKHG�� ,I� RQH� KDG� VHQVLWLYH� LQIRUPDWLRQ� RQ� D� FRPSXWHU�� RQH� ORFNHG� WKH
FRPSXWHU� LQ� D� URRP�� %DVLFDOO\� WKH� XVHU� KDG� FRPSOHWH� FRQWURO� RYHU� KLV
SURFHVVLQJ�HQYLURQPHQW��LQFOXGLQJ�KLV�GDWD�DQG�SURJUDPV��7KH�FRPSXWHU
LWVHOI�ZDV�QRW�UHDOO\�SDUW�RI�WKH�VHFXULW\�SUREOHP�RU�LWV�VROXWLRQ�
,Q� WKH� ����V�� XVHUV� EHJDQ� GHPDQGLQJ� EHWWHU� XWLOL]DWLRQ� RI� FRPSXWLQJ

UHVRXUFHV��DQG�WKH�VHFXULW\�HQYLURQPHQW�VXUURXQGLQJ�FRPSXWHU�V\VWHPV
VWDUWHG�WR�FKDQJH��7KH�UHVSRQVH�WR� WKH�GHPDQG� IRU�PRUH�HIILFLHQF\�JDYH
ELUWK� WR� PXOWLSOH[LQJ� WHFKQLTXHV�� UHVRXUFH�VKDULQJ� RSHUDWLQJ� V\VWHPV�
PXOWLSURJUDPPLQJ�� DQG�YDULRXV�RWKHU� WHFKQLTXHV�RI� WKH�DJH��2QH� FRXOG
EXLOG� D� WLPH�VKDULQJ� FRPSXWHU� V\VWHP� WR� VHUYH�PDQ\� XVHUV� VLPXOWDQH�
RXVO\��8VHUV�VXGGHQO\�IRXQG�QRW�RQO\�D�ODFN�RI�FRQWURO�RYHU�WKH�SURFHVV�
LQJ� HQYLURQPHQW� EXW� D� ODFN� RI� FRQWURO� RYHU� WKHLU� GDWD� DQG�SURJUDPV�DV
ZHOO��:KLOH�VRPH�RI�WKH�HDUO\�WLPH�VKDULQJ�V\VWHPV�ZHUH�XVHG�LQ�VR�FDOOHG
EHQLJQ�HQYLURQPHQWV�ZKHUH�WKHUH�ZDV�QR�H[SRVXUH�WR�VHFXULW\�SUREOHPV�
RWKHUV�ZHUH�QRW�
8VHUV�RI�WLPH�VKDULQJ�FRPSXWHUV�³�IRU�H[DPSOH�� LQ�DFDGHPLF�HQYLURQ�

PHQWV�³�UDSLGO\� IRXQG�WKDW�WKHUH�ZDV�D�UHDO� threat RI�XQDXWKRUL]HG�GLV�
FORVXUH� RU� PRGLILFDWLRQ� RI� DQ\� VHQVLWLYH� LQIRUPDWLRQ� SURFHVVHG� RQ� WKH
HDUO\� WLPH�VKDULQJ�V\VWHPV��7KHUH�DURVH� WKH�SUREOHP�RI�GHIHQGLQJ� LQGH�
SHQGHQW�VRIWZDUH�VWUXFWXUHV�IURP�HDFK�RWKHU��DV�WKHVH�ZHUH�RIWHQ�LPSOH�
PHQWHG� RQ� WKH� VDPH� SK\VLFDO� UHVRXUFHV�� 7KXV�� PXOWLSURJUDPPLQJ
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RSHUDWLQJ�V\VWHPV�EHJDQ� WR�HQIRUFH�VRPH�VRUW�RI� LVRODWLRQ�RI� VLPXOWDQH�
RXVO\�H[HFXWLQJ�SURFHVVHV��6LQFH�HIILFLHQF\�ZDV�WKH�PDLQ�FRQVLGHUDWLRQ�LQ
FRPSXWHU�V\VWHPV��GHVLJQ�FULWHULD�OLPLWHG�WKH�´GHIHQGLQJµ�DQG�´LVRODWLRQµ
SULPDULO\�WR�WKH�FRQWDLQPHQW�RI�DFFLGHQWV�DQG�HUURUV�
2UJDQL]DWLRQV� GHVLULQJ� WR� XWLOL]H� WKH� LQFUHDVHG� FDSDFLWLHV� RI� UHVRXUFH�

VKDULQJ� V\VWHPV� GHPDQGHG� DVVXUDQFHV� WKDW� VHQVLWLYH� DQG� QRQVHQVLWLYH
LQIRUPDWLRQ� FRXOG� EH� SURFHVVHG� FRQFXUUHQWO\�� 5HVSRQGLQJ� WR� FXVWRPHU
SUHVVXUH�� FRPSXWHU� V\VWHPV�PDQXIDFWXUHUV� DW� ILUVW� FODLPHG� WKDW� KDUG�
ZDUH�DQG�VRIWZDUH�PHFKDQLVPV�VXSSRUWLQJ�UHVRXUFH�VKDULQJ�ZRXOG�DOVR
�ZLWK�SHUKDSV�PLQRU�DOWHUDWLRQV��SURYLGH� VXIILFLHQW�SURWHFWLRQ�DQG� LVROD�
WLRQ�WR�SHUPLW�PXOWLSURJUDPPLQJ�RI�VHQVLWLYH�DQG�QRQVHQVLWLYH�SURJUDPV
DQG�GDWD�
7KLV�FODLP�ZDV�VRRQ�GLVFUHGLWHG�LQ� WKH�HDUO\�����V�ZLWK�WKH� LQWURGXF�

WLRQ�RI�VHYHUDO�penetration tiger teams� WKDW�ZHUH�VSHFLILFDOO\�WDVNHG�WR� WHVW
WKH� SURWHFWLRQ� RIIHUHG� E\� VHYHUDO� PDMRU� RSHUDWLQJ� V\VWHPV�� (YHQ� WKRVH
V\VWHPV� WKDW� XQGHUZHQW� ´UHWURILWWLQJµ� WR� FRUUHFW� NQRZQ� LPSOHPHQWDWLRQ
HUURUV�DQG�GHVLJQ�RYHUVLJKWV�ZHUH�penetrated ZLWK�RQO\�PRGHUDWH�DPRXQWV
RI�HQHUJ\��$�&RQVHQVXV�5HSRUW�SXEOLVKHG�LQ�WKH�SURFHHGLQJV�RI�WKH�����
1DWLRQDO�&RPSXWHU�&RQIHUHQFH�>$),3��@�VWDWHV�

,W�LV�D�IDFW��GHPRQVWUDEOH�E\�DQ\�RI�VHYHUDO�VWXGLHV��WKDW�QR�H[LVW�
LQJ� FRPPHUFLDOO\�SURGXFHG� FRPSXWHU� V\VWHP� FDQ� EH� FRXQWHG
XSRQ� WR� SURWHFW� DQ\� RI� LWV�PRGHUDWHO\� NQRZOHGJHDEOH�XVHUV� IURP
KDYLQJ� FRPSOHWH� DQG� XQGHWHFWDEOH� DFFHVV� WR� DQ\� LQIRUPDWLRQ� LQ
WKH�V\VWHP��QR�PDWWHU�ZKDW�NLQGV�RI�VR�FDOOHG�VHFXULW\�IHDWXUHV�RU
PHFKDQLVPV�KDYH�EHHQ�EXLOW�LQWR�WKH�V\VWHP�

'HVSLWH�WKH�IDFW�WKDW�OLWWOH�VXEVWDQWLYH�UHGXFWLRQ�LQ�WKH�EDVLF�vulnerabili-
ties RFFXUUHG� WKURXJKRXW� WKH� ����V� DQG� ����V�� YDVW� QXPEHUV� RI� FRP�
SXWHU�V\VWHPV�VHUYLQJ�HYHU\� LPDJLQDEOH�XVHU�SRSXODWLRQ�DQG�SURFHVVLQJ
LQIRUPDWLRQ�RI� HYHU\�SRVVLEOH�GHJUHH� RI� VHQVLWLYLW\�KDYH� EHHQ�SXW� LQ� RS�
HUDWLRQ��7KHVH�FRPSXWHU�V\VWHPV�DUH�FRQQHFWHG�WRJHWKHU� LQWR�FRPPXQL�
WLHV�YLD�YDULRXV�W\SHV�RI�QHWZRUNV��7KH�FRQQHFWLRQ�WR�QHWZRUNV�LQWURGXFHV
D�QHHG�IRU�communication security��RIWHQ�XWLOL]LQJ�FU\SWRJUDSK\��WR�FRXQWHU
WKH�SRVVLELOLW\�RI�DQ�DWWDFNHU�WDSSLQJ�LQWR�WKH�FRPPXQLFDWLRQ�OLQHV�XVHG
E\�WKH�QHWZRUNV��)XUWKHU��E\�SURYLGLQJ�PRUH�ZD\V�RI�DFFHVVLQJ�WKH�V\V�
WHPV��IURP�RWKHU�LQWHUFRQQHFWHG�V\VWHPV��IURP�UHPRWH�WHUPLQDOV��DQG�VR
RQ���WKH�FRQQHFWLRQ�WR�QHWZRUNV�JLYHV�SRWHQWLDO�DWWDFNHUV�JUHDWHU�accessi-
bility WR� WKH� FRPSXWHU� V\VWHPV�� WKXV� FRPSRXQGLQJ� WKH� computer security
SUREOHPV��+RZHYHU��WKH�IXQGDPHQWDO�computer security�SUREOHPV�DUH�OLWWOH
DIIHFWHG�E\�WKH�LQWHUFRQQHFWLRQ�RI�V\VWHPV�YLD�QHWZRUNV��7KDW�LV��WKH�QHW�
ZRUNV�WKHPVHOYHV�SURYLGH�IHZ�IXQGDPHQWDOO\�QHZ�computer security�SURE�
OHPV��RWKHU� WKDQ�HQKDQFHG�accessibility RI� WKH� LQWHUFRQQHFWHG�V\VWHPV� WR
SRWHQWLDO� DWWDFNHUV�� 7KXV�� WKH� SULPDU\� computer security� LPSOLFDWLRQ� RI
FRQQHFWLQJ�D�FRPSXWHU�V\VWHP�WR�D�QHWZRUN�LV�WKH�LQFUHDVHG�H[SRVXUH�RI
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WKH� V\VWHP� WR� WKRVH� LQGLYLGXDOV�ZLWK� WKH�RSSRUWXQLW\�DQG� WKH�PHDQV� WR
H[SORLW�WKH�XQGHUO\LQJ�computer security�SUREOHPV�
$V� QRWHG� LQ� WKH� SUHFHGLQJ� SDUDJUDSK�� KRZHYHU�� communication security

WHFKQRORJ\�ZDV�GHYHORSHG� WR� FRXQWHU� D� GLIIHUHQW� threat ³� WKDW� RI� DQ� DW�
WDFNHU�WDSSLQJ�LQWR�FRPPXQLFDWLRQ�OLQHV��Communication security�WHFKQRO�
RJ\� KDV� D� PXFK� ORQJHU� KLVWRU\� RI� GHYHORSPHQW� DQG� XVH� WKDQ� WKDW� RI
computer security�� 7KRVH� FRQFHUQHG� ZLWK� computer security� ZLOO� EH� ZHOO
VHUYHG�WR�OHDUQ�IURP�VRPH�RI�WKH�HUURUV�PDGH�LQ�XVLQJ�communication secu-
rity��7KH�UHPDLQGHU�RI�WKLV�VHFWLRQ�EULHIO\�UHYLHZV�VRPH�RI�WKH�OHVVRQV�IURP
WKH� KLVWRU\� RI� communication security� LQ� DQ� DWWHPSW� WR� KHOS� WKRVH� FRQ�
FHUQHG�ZLWK�computer security�DYRLG�WKH�PLVWDNHV�HQFRXQWHUHG�WKHUH�
&RPPXQLFDWLRQ�VSHFLDOLVWV��HVSHFLDOO\� LQ� WKH�PLOLWDU\��HDUO\� UHFRJQL]HG

WKH� vulnerability RI� HOHFWURQLF� WUDQVPLVVLRQV� WR� LQWHUFHSWLRQ� �IRU� H[DPSOH�
WKURXJK� ZLUHWDSV� RU� VXUUHSWLWLRXV� OLVWHQLQJ� WR� UDGLR� VLJQDOV��� 7KH� VROX�
WLRQV�ZHUH�VLPSOH�EXW�GUDVWLF�³�UHVWULFW� WUDQVPLVVLRQV�RQO\� WR�UHODWLYHO\
XQLPSRUWDQW� �DQG� QRQVHQVLWLYH�� LQIRUPDWLRQ� RU� WR� WUDQVPLVVLRQ� SDWKV
WKDW�ZHUH�SK\VLFDOO\�SURWHFWHG�IURP�LQWUXVLRQ��2EYLRXVO\��WKHVH�VROXWLRQV
OLPLWHG�XVH�RI�WKH�FRPPXQLFDWLRQV�WHFKQRORJ\�ZKHUH�LW�ZDV�PRVW�QHHGHG
³�LQ�SRWHQWLDOO\�KRVWLOH�VLWXDWLRQV�
7KH� communication security� UHVWULFWLRQV� HYHQWXDOO\� JDYH� ULVH� WR� YDULRXV

FU\SWRJUDSKLF�GHYLFHV��7KHVH�GHYLFHV�HQFRGH�LQIRUPDWLRQ�LQWR�DQ�XQLQWHO�
OLJLEOH� IRUP�VR�WKDW�SURWHFWLRQ�RI� WKH�HQWLUH� WUDQVPLVVLRQ�SDWK� LV�QRW�UH�
TXLUHG�� %XW� �RI� SDUDPRXQW� LPSRUWDQFH�� WKLV� GUDPDWLFDOO\� FKDQJHG� WKH
YHU\� QDWXUH� RI� WKH� VHFXULW\� SUREOHP� LWVHOI� IURP� D� TXHVWLRQ� RI� SK\VLFDO
SURWHFWLRQ� WR� D� TXHVWLRQ� RI� WHFKQLFDO� HIILFDF\�� 8QIRUWXQDWHO\�� D� SUREOHP
DURVH�ZLWK�WKLV�QHZ�WHFKQRORJ\��:KHQ�VHOHFWLQJ�D�FU\SWRJUDSKLF�GHYLFH�WR
XVH�� UDWKHU� WKDQ�GHWHUPLQLQJ� LWV� HIIHFWLYHQHVV� WKURXJK� FDUHIXO� WHFKQLFDO
DQDO\VLV��VHOHFWLRQ�ZDV�RIWHQ�EDVHG�RQ�WKH�DSSDUHQW�DEVHQFH�RI�D�NQRZQ
ZD\�WR�DWWDFN�LW�
7HFKQLFDOO\�ZHDN�FU\SWRJUDSKLF�GHYLFHV� IRXQG�ZLGHVSUHDG�PLOLWDU\�XVH

EHFDXVH� RI�PLVSODFHG� FRQILGHQFH� DQG� WKH� SUHVVLQJ� RSHUDWLRQDO� QHHG� IRU
HOHFWULFDO� FRPPXQLFDWLRQV�� 2QH� QRWDEOH� H[DPSOH� ZDV� WKH� (QLJPD� PD�
FKLQH� XVHG� E\� WKH� *HUPDQV� GXULQJ� :RUOG� :DU� ,,�� 7KHLU� KLJK�OHYHO� QD�
WLRQDO� FRPPDQG� DQG� FRQWURO� QHWZRUN� XVHG� LW� IRU� communication security
WKURXJKRXW� WKH� ZDU�� 7KH� *HUPDQV� FRQVLGHUHG� WKH� (QLJPD� FRPSOHWHO\
VDIH��<HW�EHIRUH�WKH�ZDU�UHDOO\�JRW�VWDUWHG��WKH�%ULWLVK��SHUKDSV�DLGHG�E\
RWKHUV��KDG�LQ�IDFW�´VROYHG�WKH�SX]]OH�RI�(QLJPDµ�>:,17��@�
7KH�(QLJPD�H[DPSOH�DOVR�VKRZV�KRZ�WKH�WHQGHQF\�WR�GHIHQG�SUHYLRXV

GHFLVLRQV��WR�DFFHSW�DQG�XVH�WHFKQLTXHV�WKDW�ZHUH�SODXVLEOH�EXW�WXUQ�RXW
WR�EH�LQVXIILFLHQW��DVVXUHV�WKRVH�VR�LQFOLQHG�RI�RSSRUWXQLWLHV�IRU�H[SORLWD�
WLRQ��8OWUD�³�ZKDW� WKH�EURNHQ�(QLJPD� VLJQDOV�ZHUH� FDOOHG�³� ´QRW� RQO\
JDYH� WKH� IXOO� VWUHQJWK�DQG�GLVSRVLWLRQ�RI� WKH� HQHP\�� LW� VKRZHG� WKDW� WKH
$OOLHG� �WURRSV�� FRXOG� DFKLHYH� WDFWLFDO� VXUSULVH�µ� ,Q� IDFW�� *HQHUDO� 'ZLJKW
(LVHQKRZHU�VWDWHG�WKDW�´8OWUD�ZDV�GHFLVLYHµ�>:,17��@�
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7R�EH�VXUH��WKH�*HUPDQV�´PXVW�KDYH�EHHQ�SX]]OHG�E\�RXU�NQRZOHGJH�RI
WKHLU�8�ERDW� SRVLWLRQV�� EXW� OXFNLO\� WKH\� GLG�QRW� DFFHSW� WKH� IDFW� WKDW�ZH
KDG�EURNHQ�(QLJPDµ� >:,17��@�� 7KHUH�ZDV� D� VLPLODU�PLVSODFHG� WUXVW� E\
WKH� -DSDQHVH�� 7KH� -DSDQHVH� ´K\SQRWL]HG� WKHPVHOYHV� LQWR� WKH� GHOXVLRQ
WKDW�WKHLU�FRGHV�ZHUH�QHYHU�VHULRXVO\�FRPSURPLVHGµ� >.$+1��@��%RWK�WKH
-DSDQHVH�DQG�WKH�*HUPDQV��LW�VHHPV��ZRXOG�QRW�DFNQRZOHGJH�WKHLU�VHFX�
ULW\�ZHDNQHVVHV�ZLWKRXW�GLUHFW�FRQILUPLQJ�FRXQWHULQWHOOLJHQFH�³�DQG�WKLV
FDPH�RQO\�DIWHU�WKH\�KDG�ORVW�WKH�ZDU�
7HFKQLFDO� H[SHUWV� HYHQWXDOO\� SURYLGHG� D� VRXQG� WHFKQLFDO� EDVLV� IRU

FRXQWHULQJ� WKHVH� VRUWV� RI� communication security� SUREOHPV�� 7RGD\� RXU
PLOLWDU\� DQG� WKH� FRPPHUFLDO� VHFWRUV� PDNH� ZLGHVSUHDG� XVH� RI� FU\SWR�
JUDSKLF�GHYLFHV�ZLWK�FRQILGHQFH��)RU�FRPSXWHUV��DV�IRU�FRPPXQLFDWLRQV�
WKH� QXE� RI� WKH� SUREOHP� LV� WKH� HIIHFWLYHQHVV� RI� WKH� VHFXULW\�PHFKDQLVP
DQG�WKH�assurance RI�LWV�LPSOHPHQWDWLRQ�
$SSO\LQJ�WKLV�KLVWRU\�IXUWKHU�WR�computer security��LPSRUWDQW�OHVVRQV�EH�

FRPH� FOHDU�� 0LVSODFHG� FRQILGHQFH� LQ� WKH� VHFXULW\� RI� D� V\VWHP� LV� ZRUVH
WKDQ�KDYLQJ�QR�FRQILGHQFH�DW�DOO�LQ�LWV�VHFXULW\��(DFK��IRUPDO�RU�GH�IDFWR�
GHFLVLRQ� WR�XVH� FRPSXWHU� V\VWHPV�ZLWKRXW� SURSHU� computer security� FRQ�
WUROV�SHUPLWV�D� WHFKQLFDO�ZHDNQHVV� WR�EHFRPH�D�vulnerability LQ� WKH� VDPH
ZD\�WKH�EURNHQ�FRGHV�ZHUH�D�vulnerability WR� WKH�*HUPDQV�DQG� WKH�-DSD�
QHVH��$Q�LPSOLFDWLRQ�IRU�computer security� LQ�PLOLWDU\�V\VWHPV� LV� WKDW� WKH
ODFN�RI�KDUG�FRXQWHULQWHOOLJHQFH�RQ�H[SORLWDWLRQ�VKRXOG�QRW�EH�RIIHUHG�DV
HYLGHQFH�RI�HIIHFWLYH�VHFXULW\��HYHQ�WKRXJK�WKH�DEVHQFH�RI�ZDU�DJDLQVW�DQ
HQHP\� FDSDEOH� RI� H[SORLWLQJ� VXFK�ZHDNQHVVHV� LQ� RXU�PLOLWDU\� FRPSXWHU
V\VWHPV�KDV�SUHFOXGHG�XOWLPDWH�H[SORLWDWLRQ�
7KH� WKUXVW� RI� WKLV�KLVWRULFDO� UHYLHZ� LV� FDSWXUHG� LQ� WKH�PD[LP�� ´7KRVH

ZKR� FDQQRW� UHPHPEHU� WKH� SDVW� DUH� FRQGHPQHG� WR� UHSHDW� LW�µ� 7KH�PDLQ
OHVVRQ�WR�EH�OHDUQHG�LV�WKLV��'R�QRW�HQWUXVW�VHFXULW\�WR�WHFKQRORJ\�XQOHVV
WKDW�WHFKQRORJ\�LV�GHPRQVWUDEO\�WUXVWZRUWK\��DQG�WKH�DEVHQFH�RI�GHPRQ�
VWUDWHG�FRPSURPLVH�LV�DEVROXWHO\�QRW�D�GHPRQVWUDWLRQ�RI�VHFXULW\�

&RPSXWHU�PLVXVH

$V�ZH�REVHUYHG�HDUOLHU��WRGD\�WKHUH�DUH�YDVW�QXPEHUV�RI�FRPSXWHU�V\V�
WHPV�DQG�QHWZRUNV� VHUYLQJ� HYHU\� LPDJLQDEOH�XVHU�SRSXODWLRQ� DQG�SURF�
HVVLQJ�LQIRUPDWLRQ�RI�HYHU\�SRVVLEOH�GHJUHH�RI�VHQVLWLYLW\��7KHUH�LV�DOVR�D
ODUJH�DQG�JURZLQJ� threat WR�WKH�VHFXULW\�RI�PXFK�RI�WKLV� LQIRUPDWLRQ�DQG
WKH�UHVRXUFHV�WKDW�KDQGOH�LW��7KH�threat VWHPV�IURP�WKH�SRWHQWLDO�IRU�FRP�
SXWHU�PLVXVH�
:LWK� UHVSHFW� WR� WKH� SRWHQWLDO� GDPDJH� GRQH�� FRPSXWHU�PLVXVH� FDQ� EH

FDWHJRUL]HG�LQWR�IRXU�EURDG�DUHDV�

�� WKHIW�RI�FRPSXWDWLRQDO�UHVRXUFHV�
�� GLVUXSWLRQ�RI�FRPSXWDWLRQDO�VHUYLFHV�
�� XQDXWKRUL]HG�LQIRUPDWLRQ�GLVFORVXUH��DQG
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�� XQDXWKRUL]HG�LQIRUPDWLRQ�PRGLILFDWLRQ�

:LWKLQ�WKHVH�DUHDV�RI�FRPSXWHU�PLVXVH��ZH�DUH�FRQFHUQHG�DERXW�PLVXVH
HIIHFWHG�E\�HLWKHU�DXWKRUL]HG�XVHUV�RI�WKH�FRPSXWHU�RU�WKRVH�QRW�DXWKRU�
L]HG�WR�XVH�WKH�FRPSXWHU��+RZHYHU��WKH�IRUPHU�LV�JHQHUDOO\�D�PXFK�PRUH
GLIILFXOW�SUREOHP�WR�FRXQWHU��$V�ZH�VKDOO�GLVFXVV�IXUWKHU��FRXQWHULQJ�XQ�
DXWKRUL]HG� LQIRUPDWLRQ� GLVFORVXUH� DQG� PRGLILFDWLRQ� GHSHQGV� DV� KHDYLO\
RQ�SUHYHQWLQJ�WKH�LOOLFLW�DFFHVV�RI�ERQD�ILGH�XVHUV�DV�SUHYHQWLQJ�LOOLFLW�DF�
FHVV�RI�QRQXVHUV��2Q�WKH�RWKHU�KDQG��FRXQWHULQJ�WKHIW�RI�FRPSXWDWLRQDO
UHVRXUFHV� DQG� GLVUXSWLRQ� RI� FRPSXWDWLRQDO� VHUYLFHV� SULPDULO\� UHTXLUHV
NHHSLQJ�QRQXVHUV�IURP�XVLQJ��DQG�DEXVLQJ��WKH�UHVRXUFH�
1RWH�WKDW�FRPSXWHU�PLVXVH�PD\�DULVH�LQ�VLWXDWLRQV�ZKHUH�WKHUH�DUH�OH�

JDO�SHQDOWLHV� IRU�WKH�DWWDFNHUV� LI� WKH\�DUH�FDXJKW�DQG�FRQYLFWHG�RI� WKHVH
DFWV� �IRU�H[DPSOH�� LQ�FRXQWULHV�RU�VWDWHV� WKDW�KDYH�VSHFLILF� ODZV�DJDLQVW
WKHP���+RZHYHU��PLVXVH�PD\� DOVR� RFFXU� LQ� VLWXDWLRQV� LQ�ZKLFK� WKHUH� LV
QRW� D� UHDVRQDEOH� FKDQFH� WKDW� WKH� DWWDFNHUV� ZLOO� EH� FDSWXUHG� DQG� SXQ�
LVKHG��IRU�H[DPSOH��LQ�HVSLRQDJH�RU�ZDUIDUH�EHWZHHQ�WZR�FRXQWULHV���,Q�WKH
ODWWHU�VLWXDWLRQV��RI�FRXUVH��WKHUH�ZLOO�EH�PRUH�RI�D�FRQFHUQ�ZLWK�SURWHFW�
LQJ� DJDLQVW� WKH� threat EHLQJ� FDUULHG� RXW�� LQ� WKH� IRUPHU�� GHWHUPLQLQJ� WKH
GDPDJH�DQG�LGHQWLI\LQJ�WKH�DWWDFNHU�DIWHU�WKH�IDFW�DUH�LPSRUWDQW�DV�ZHOO�

7KHIW� RI� FRPSXWDWLRQDO� UHVRXUFHV�� 7KH� WKHIW� RI� FRPSXWDWLRQDO� UH�
VRXUFHV� LV�RQH�DUHD�RI� FRPSXWHU�PLVXVH��0XFK�DV�VRPH�SHRSOH� FRQQHFW
LQWR�HOHFWULF�XWLOLW\�OLQHV�DQG�GLYHUW�SRZHU�IRU�WKHLU�XVH�ZLWKRXW�SD\PHQW�
FRPSXWHU�UHVRXUFHV�FDQ�EH�GLYHUWHG��)RU�H[DPSOH��WKH�V\VWHPDWLF�XVH�RI
FRPSXWDWLRQDO�UHVRXUFHV�RQ�D�ODUJH�VFDOH�E\�XQDXWKRUL]HG�XVHUV�FDQ�KDYH
ERWK�HFRQRPLF�DQG�SURGXFWLRQ�LPSDFWV��/LNHZLVH��WKH�XVH�RI�V\VWHPV�E\
DXWKRUL]HG�XVHUV�IRU�XQDXWKRUL]HG�SXUSRVHV��JDPH�SOD\LQJ��RIILFH�IRRWEDOO
SRROV��ERZOLQJ�OHDJXH�DGPLQLVWUDWLRQ��DQG�VR�RQ��LV�D�WKHIW�RI�WKH�FRPSX�
WDWLRQDO� UHVRXUFH�� DV� LW� UHSUHVHQWV� D� GUDLQ� XSRQ� WKH� FRPSXWHU� V\VWHP�
+RZHYHU��VXFK�WKHIW�E\�DXWKRUL]HG�XVHUV�LV�XVXDOO\�RQ�D�OLPLWHG�VFDOH�DQG
LV�PXFK�KDUGHU� WR� FRQWURO�� VLQFH�� LQ� JHQHUDO�� LW� LV� GLIILFXOW� WR� GHWHUPLQH
ZKHWKHU� DXWKRUL]HG� XVHUV� DUH� XVLQJ� WKH� FRPSXWHU� IRU� DXWKRUL]HG� SXU�
SRVHV�RQO\��+HQFH��SUHYHQWLQJ�WKHIW�RI�FRPSXWDWLRQDO�UHVRXUFHV�W\SLFDOO\
IRFXVHV�RQ�SURWHFWLQJ�DJDLQVW�DFWLRQV�E\�XQDXWKRUL]HG�XVHUV��1RW�RQO\�LV
SUHYHQWLRQ�HDVLHU�WKDQ�DSSUHKHQVLRQ��EXW�DOVR�LW�LV�WKH�XQDXWKRUL]HG�XV�
HUV�ZKR�PRVW�OLNHO\�SHUSHWUDWH�D�WKHIW�RQ�D�PDMRU�VFDOH�ZLWK�OLWWOH�HYLGHQFH
WR�SHUPLW�DSSUHKHQGLQJ�WKH�WKLHI�
8QDXWKRUL]HG�SURJUDPV�WKDW�H[WHQVLYHO\�XVH�WKH�KDUGZDUH�DQG�WKH�RS�

HUDWLQJ� V\VWHP� FDQ� FRQVXPH� PDQ\� WKRXVDQGV� RI� GROODUV� RI� FRPSXWHU
VHUYLFHV�DQG�FRPSHWH�ZLWK�DXWKRUL]HG�SURJUDPV��,Q�DGGLWLRQ�WR�ORVW�WLPH�
KDUGZDUH�VXEV\VWHPV�³�PHPRU\��IRU�H[DPSOH�³�PD\�EH�ILOOHG�E\�WKH�XQ�
DXWKRUL]HG� SURJUDPV� WR� WKH� H[FOXVLRQ� RI� YDOLG� GDWD�� FDXVLQJ� IDLOXUH� RU
GHOD\�RI�DXWKRUL]HG�SURJUDPV�
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,I� PHDVXUHV� DUH� WDNHQ� WR� H[FOXGH� XQDXWKRUL]HG� XVHUV�� VD\� WKURXJK
SDVVZRUGV�� WKH� SHUVRQV� UHVSRQVLEOH� PD\� PLVUHSUHVHQW� WKHPVHOYHV� DV
YDOLG�XVHUV��IRU�H[DPSOH��E\�XVLQJ�D�YDOLG�SDVVZRUG�WKH\�JXHVVHG�RU�RE�
VHUYHG��,Q�WKLV�ZD\��WKH\�FDQ�FRQWLQXH�WR�UXQ�WKHLU�SURJUDPV�DQG�FKDUJH
DQ\�H[SHQVHV�WR�VRPH�OHJLWLPDWH�XVHU��+RZHYHU��VWURQJHU�PHDVXUHV�WKDQ
SDVVZRUGV� FDQ� EH� XVHG� WR�PDNH� LW� KDUGHU� IRU� DQ� XQDXWKRUL]HG� XVHU� WR
PDVTXHUDGH�DV�D� OHJLWLPDWH�XVHU��)XUWKHUPRUH�� RWKHU� WHFKQLFDO� FRQWUROV
�IRU� H[DPSOH��ZKDW� LV� NQRZQ�DV� D� ´WUXVWHG�SDWK�µ� GHVFULEHG� LQ� WKH�QH[W
HVVD\�� FDQ� EH� XVHG� WR� VXEVWDQWLDOO\� HQKDQFH� WKH� HIIHFWLYHQHVV� RI� SDVV�
ZRUGV�DQG�RWKHU�PHDVXUHV�

'LVUXSWLRQ�RI�FRPSXWDWLRQDO� VHUYLFHV�� 7KH� VHFRQG�DUHD�RI� FRPSXWHU
PLVXVH� LV� WKH� GLVUXSWLRQ� RI� FRPSXWDWLRQDO� VHUYLFHV��&RQVLGHU� WKH� VLWXD�
WLRQ� RI� WZR� FRPSDQLHV� FRPSHWLQJ� IRU� D� FRQWUDFW�� &RPSDQ\� $� KDV� DQ
DXWRPDWHG�FRVW�VFKHGXOH�V\VWHP��ZKLOH�&RPSDQ\�%�GRHV�QRW��,Q�WKH�ODVW
VHYHUDO�GD\V�EHIRUH�ELGGLQJ�FORVHV��&RPSDQ\�$·V� FRPSXWHU� �XSRQ�ZKLFK
LWV�PDQDJHPHQW�UHOLHV��LV�XQDYDLODEOH�GXH�WR�D�VHULHV�RI�IDLOXUHV��&RPSDQ\
$�LV�IRUFHG�WR�GHYHORS�LWV�ELG�ZLWKRXW�EHQHILW�RI�LWV�V\VWHP�DQG�WKXV�SUR�
SRVHV� D� FRQWUDFW�ZLWK� D� FRVW� �� SHUFHQW� KLJKHU� WKDQ� WKH�PRUH� DFFXUDWH�
FRPSXWHUL]HG� ILJXUHV�ZRXOG�KDYH�VXJJHVWHG��&RPSDQ\�$� ORVHV� LQ� LWV�ELG
RQ� WKH� EDVLV� RI� FRVW�� 7KH� FRPSXWHU� IDLOXUHV� ZHUH� FDXVHG� E\� VDERWHXUV
IURP�&RPSDQ\�%�
6XFK�GLVUXSWLRQV�RI�VHUYLFH�FDQ�EH�H[WUHPHO\�H[SHQVLYH�LI�WKH�WLPLQJ�LV

FRUUHFW�� ,QWHUUXSWLRQV�FDQ�EH�FDXVHG�E\�DWWDFNV�RQ�DQ\�RI�WKH�FRPSXWHU
V\VWHP·V� FRPSRQHQWV�� KDUGZDUH�� VRIWZDUH�� RU� GDWD�� 3K\VLFDO� GDPDJH� WR
WKH�KDUGZDUH��FRQIXVLRQ�RU�PRGLILFDWLRQ�RI� WKH�RSHUDWLQJ�V\VWHP��VXEWOH
FKDQJHV�LQ�WKH�DSSOLFDWLRQV�VRIWZDUH��RU�PRGLILFDWLRQV�WR�WKH�GDWD�RU� LQ�
WHUIDFH�FDQ�DOO�FDXVH�VXFK�SUREOHPV��7KLV�IRUP�RI�DWWDFN�GRHV�QRW�QHFHV�
VDULO\� XVH� VLJQLILFDQW� DPRXQWV� RI� FRPSXWHU� WLPH�� QRU� GRHV� LW� UHTXLUH
HLWKHU�DFFHVV�WR�RU�PRGLILFDWLRQ�RI�GDWD��1HYHUWKHOHVV��DFFHVV�WR�WKH�V\V�
WHP�E\�DXWKRUL]HG�XVHUV�FDQ�EH�GHQLHG�WKURXJK�WKHVH�VXEWOH�DWWDFNV�
,Q�VXFK�VLWXDWLRQV�WKH�PLVXVH�RIWHQ�JRHV�XQGHWHFWHG��7KH�IDLOXUHV�PD\

EH�EODPHG�RQ�´EDG�OXFNµ�RU�RQ�LQDGHTXDWH�SUHYHQWLYH�PDLQWHQDQFH��6LQFH
UHVRXUFHV�DFFHVVHG�PD\�EH�PLQLPDO�� IHZ�´WUDFNVµ�PD\�EH� OHIW�E\� WKH�DW�
WDFNHUV��DQG�SURRI�RI�PDOLFLRXV�DFWV�RU�LQWHQW�LV�RIWHQ�GLIILFXOW�WR�REWDLQ�
,GHQWLILFDWLRQ� RI� WKH� SHUSHWUDWRUV� LV� HYHQ�PRUH� GLIILFXOW�� VLQFH� LW� LV� UHOD�
WLYHO\�HDV\�WR�FRYHU�ZKDW�´WUDFNVµ�DUH�OHIW�EHKLQG��/LNH�SUHYHQWLQJ�WKHIW�RI
FRPSXWDWLRQDO�UHVRXUFHV��SURWHFWLQJ�DJDLQVW�GLVUXSWLRQ�RI�FRPSXWDWLRQDO
VHUYLFHV� W\SLFDOO\� IRFXVHV�RQ�SURWHFWLQJ�DJDLQVW�DFWLRQV�E\�XQDXWKRUL]HG
XVHUV�DQG�RQ�DWWHPSWLQJ�WR�GHWHFW�DQ\�PLVXVH�DIWHU�WKH�IDFW�E\�DXWKRUL]HG
XVHUV�E\�SHUIRUPLQJ�D�´EHVW�HIIRUWµ�DXGLW�RQ�WKHLU�DFWLRQV�

8QDXWKRUL]HG� LQIRUPDWLRQ� GLVFORVXUH�� 7KH� WKLUG� DUHD� RI� FRPSXWHU
PLVXVH� LV� WKH� XQDXWKRUL]HG� GLVFORVXUH� RI� GDWD� VWRUHG� LQ� WKH� FRPSXWHU�
7KLV�W\SH�RI�DFW��PXFK�DNLQ�WR�RXU�SRSXODU�YLHZ�RI�HVSLRQDJH��LV�ZHOO�XQ�
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GHUVWRRG�ZKHQ�ZH�VSHDN�RI�XQDXWKRUL]HG�DFFHVV�WR�FRQYHQWLRQDO�GDWD�ILOHV
VWRUHG� RQ� SDSHU� LQ� ILOLQJ� FDELQHWV�� &RPSXWHUV� DGG� D� QHZ� GLPHQVLRQ� WR
WKLV�SUREOHP��7KH�HQRUPRXV�VWRUDJH�FDSDELOLW\�DQG�WKH�IDVW�DFFHVV�WLPHV
PDNH�WKH�VWDNHV�PRUH�FRVWO\��$�FULPLQDO�PLJKW�QRUPDOO\�KDYH�WR�VHDUFK
DQ�RIILFH�IRU�KRXUV�WR�ILQG�WKH�GDWD�KH�ZDQWV��LI�KH�ILQGV�LW�DW�DOO���7KH�ORQJ
SHULRGV�UHTXLUHG�IRU�VXFK�QHIDULRXV�VHDUFKHV�JUHDWO\�LQFUHDVH�WKH�FKDQFHV
RI�EHLQJ�´FDXJKW� LQ�WKH�DFW�µ�8VLQJ�D�FRPSXWHU��WKH�DWWDFNHU�FDQ�VHDUFK
GDWDEDVHV�HTXLYDOHQW�WR�VHYHUDO�RIILFHV·�ILOLQJ�V\VWHPV�LQ�D�PDWWHU�RI�VHF�
RQGV��7KH�IDFW�WKDW�FRPSXWHU�GDWD�V\VWHPV�RIWHQ�VWRUH�GDWD�XVHG�IRU�FULWL�
FDO� GHFLVLRQ�PDNLQJ� SURFHVVHV� �VXFK� DV� WKH� K\SRWKHWLFDO� VLWXDWLRQ� RI
&RPSDQ\� $� DERYH�� XVXDOO\� LPSOLHV� WKDW� WKH� GDWD� LV� HQWHUHG� LQ� D� PRUH
WLPHO\� PDQQHU� WKDQ� LQ� SDSHU�EDVHG� V\VWHPV�� 7KH� FRPSOHWH� DQG� XS�WR�
GDWH�LQIRUPDWLRQ�LQ�D�FRPSXWHU�V\VWHP�PDNHV�LW�D�WHPSWLQJ�WDUJHW��´2XW�
VLGHUVµ�ZLWK�IXOO�DFFHVV�WR�´LQVLGHµ�LQIRUPDWLRQ�SRVH�D�VLJQLILFDQW�WKUHDW�WR
EXVLQHVV�DQG�VRFLHW\�
)XUWKHUPRUH��D�FRPSXWHU�XVHG�WR�LPSOHPHQW�D�FU\SWRV\VWHP�WR�SURWHFW

LQIRUPDWLRQ�IURP�XQDXWKRUL]HG�GLVFORVXUH��IRU�H[DPSOH��E\�HQFU\SWLQJ�WKH
ILOHV� LW� VWRUHV�� SUHVHQWV� D� SDUWLFXODUO\� DWWUDFWLYH� WDUJHW�� VLQFH� FU\SWRV\V�
WHPV�W\SLFDOO\�GHSHQG�RQ�WKH�QRQGLVFORVXUH�RI�WKH�HQFU\SWLRQ�RU�GHFU\S�
WLRQ�NH\V�IRU�WKH�SURWHFWLRQ�RI�WKH�GDWD�EHLQJ�HQFU\SWHG��7KDW�PDNHV�WKH
NH\V�WKHPVHOYHV�D�VPDOO�EXW�H[WUHPHO\�YDOXDEOH�WDUJHW��:KHQ�VXFK�NH\V
DUH�LQFOXGHG�LQ�WKH�GDWD�SURFHVVHG�E\�WKH�FRPSXWHU��VXFK�D�VPDOO�WDUJHW
LV�IDU�HDVLHU�WR�´VOLS�RXWµ�RI�WKH�V\VWHP�WKDQ�DOO�RI�WKH�GDWD�WKDW�WKH�NH\V
FDQ� EH� XVHG� WR� FRPSURPLVH�� 7KLV� SUHVHQWV� D� VLJQLILFDQW� PRWLYDWRU� WR
WKRVH�EHQW�RQ�DWWHPSWLQJ�WR�JDLQ�XQDXWKRUL]HG�DFFHVV�WR�VXFK�GDWD�WR�WU\
WR�LPSODQW�VRPH�malicious software LQ�WKH�V\VWHP��IRU�H[DPSOH��WKURXJK�D
penetration RI� WKH� V\VWHP��� 7KH�malicious software� FRXOG� FRYHUWO\� OHDN� WKH
NH\V� RQFH� WKH� V\VWHP� LV� RSHUDWLRQDO�� 3HUKDSV� HYHQ�PRUH� VR� WKDQ� RWKHU
IRUPV�RI� FRPSXWHU�PLVXVH��XQDXWKRUL]HG�GLVFORVXUHV�DUH�GLIILFXOW� WR� GH�
WHFW��VLQFH�WKHUH�PD\�EH�QR�DSSDUHQW�WUDFNV�OHIW�EHKLQG�

8QDXWKRUL]HG�LQIRUPDWLRQ�PRGLILFDWLRQ��:H�KDYH�PHQWLRQHG�WKH�DG�
YDQWDJH�RI�NQRZLQJ�WKH�IDFWV�XSRQ�ZKLFK�D�FRPSHWLWRU�LV�EDVLQJ�KLV�GHFL�
VLRQV�� DQG� RI� NQRZLQJ� WKH� GHFLVLRQV� DV� VRRQ� DV� WKH\� DUH�PDGH�� 2I� IDU
JUHDWHU�XVH�LV�WKH�DELOLW\�WR�´IHHGµ�GDWD��HUURQHRXV��PLVOHDGLQJ��RU�LQFRP�
SOHWH��LQWR�WKH�FRPSHWLQJ�V\VWHP�DQG�WKXV�FRQWURO�RU�LQIOXHQFH�WKH�GHFL�
VLRQV� WR� RQH·V� EHQHILW��:LWK� VXFK� DELOLW\�� RQH� FDQ� YLUWXDOO\� ´FKDQJH� WKH
IDFWVµ�WR�VXLW�WKH�VLWXDWLRQ��&RQVLGHU�DOVR�WKH�DELOLW\�WR�´IHHGµ�NH\V�LQWR�D
FU\SWRV\VWHP�VXFK�DV�WKDW�GHVFULEHG�LQ�WKH�SUHFHGLQJ�VHFWLRQ��IRU�H[DP�
SOH��ZKHUH�WKH�NH\V�DUH�VWRUHG�RU�PDQLSXODWHG�E\�WKH�FRPSXWHU�WKDW�PD\
EH�penetrated���,I�KH�KDG�WKH�DELOLW\�WR�FRQWURO�WKH�NH\V�LQ�D�FU\SWRV\VWHP�
DQ�DWWDFNHU�FRXOG�YLUWXDOO\�FRQWURO�WKH�FU\SWRV\VWHP��:LWK�WKLV�SRZHU�WR
VXEVWLWXWH�KLV�NH\V�IRU�WKH� LQWHQGHG�NH\V�RU�WR�FRQWURO�WKH�JHQHUDWLRQ�RI
WKH�NH\V�XVHG��WKH�DWWDFNHU�FRXOG�QRW�RQO\�UHDG�DQG�ZULWH�WKH�GDWD�IORZ�
LQJ�WKURXJK�WKH�FU\SWRV\VWHP�DV�ZRXOG�EH�SRVVLEOH�HYHQ�LI�KH�RQO\�NQHZ
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WKH�NH\��VHH�WKH�SUHFHGLQJ�VHFWLRQ���EXW�KH�FRXOG�DOVR�JHQHUDOO\�LQWURGXFH
QHZ�GDWD�DQG�UHDG�DQG�ZULWH�DQ\�GDWD�RI�WKH�VRUW�SURWHFWHG�E\�DQ\�RI�WKH
NH\V�LQ�WKH�V\VWHP�
7KH�FODVVLFDO�FDVHV�RI�FRPSXWHU�RSHUDWRUV�PRGLI\LQJ�WKHLU�FUHGLW�UDWLQJV

RU�HUDVLQJ� WKH� UHFRUGV�RI� WKHLU�RXWVWDQGLQJ�GHEWV�DUH� VPDOO� H[DPSOHV�RI
WKLV�DUHD�RI�PLVXVH��$OVR�LQFOXGHG�LQ�WKLV�DUHD�DUH�PRGLILFDWLRQV�PDGH�WR
SURJUDPV��0RGLILFDWLRQ�RI�DFFRXQWLQJ�URXWLQHV�WR�SUHYHQW�FKDUJHV�WR�RQH·V
FUHGLW�FDUG� IURP�EHLQJ�ELOOHG� WR�RQH·V�DFFRXQW� LV�DQ�H[DPSOH�� ,Q�YLHZ�RI
RXU�HYHU�LQFUHDVLQJ�GHSHQGHQFH�RQ�FRPSXWHUL]HG�V\VWHPV�LQ�EDQNLQJ�DQG
FRPPHUFH��WKH�SRWHQWLDO�IRU�ODUJH�VFDOH�IUDXG�LV�HQRUPRXV�

&RPSXWHU�PLVXVH�WHFKQLTXHV

7KH�ODWWHU�WZR�DUHDV�RI�FRPSXWHU�PLVXVH�GLVFXVVHG�LQ�WKH�SUHYLRXV�VHF�
WLRQV�DUH�threats WR�WKH�LQIRUPDWLRQ�WKDW�FRPSXWHUV�KDQGOH�UDWKHU�WKDQ�WR
WKH� FRPSXWHUV� WKHPVHOYHV�� Threats� WR� LQIRUPDWLRQ� �XQDXWKRUL]HG� LQIRU�
PDWLRQ� GLVFORVXUH� DQG� PRGLILFDWLRQ�� DUH� IXQGDPHQWDOO\� GLIIHUHQW� IURP
threats WR� UHVRXUFHV� �WKHIW� RI� FRPSXWDWLRQDO� UHVRXUFHV� DQG� GLVUXSWLRQ� RI
FRPSXWDWLRQDO� VHUYLFHV��� )RU� RQH� WKLQJ�� FRXQWHULQJ� LQIRUPDWLRQ�RULHQWHG
FRPSXWHU�PLVXVH� GHSHQGV� DV� KHDYLO\� RQ� SUHYHQWLQJ� WKH� LOOLFLW� DFFHVV� RI
ERQD� ILGH�XVHUV� DV� SUHYHQWLQJ� LOOLFLW� DFFHVV� RI� QRQXVHUV��ZKHUHDV� FRXQ�
WHULQJ� UHVRXUFH�RULHQWHG� FRPSXWHU� PLVXVH� SULPDULO\� UHTXLUHV� NHHSLQJ
QRQXVHUV� IURP� XVLQJ� �DQG� DEXVLQJ�� WKH� UHVRXUFH�� )XUWKHU�� UHVRXUFH�
RULHQWHG�FRPSXWHU�PLVXVH�LV�FRXQWHUHG�XVLQJ�FRQWURO�PHFKDQLVPV�GLIIHU�
HQW� IURP� WKRVH� QHFHVVDU\� IRU� FRXQWHULQJ� LQIRUPDWLRQ�RULHQWHG� PLVXVH�
*HQHUDOO\�� UHVRXUFH�RULHQWHG� PLVXVH� LV� PRVW� HIIHFWLYHO\� FRXQWHUHG� ZLWK
PHDVXUHV�VXFK�DV�PDLQWDLQLQJ�VHSDUDWH�URRPV�IRU�FRPSXWHUV��UHJLVWHULQJ
XVHUV�RI�FRPSXWHUV�DQG�QHWZRUNV��UHTXLULQJ�XVH�RI�SDVVZRUGV��DQG�RWKHU
SK\VLFDO� DQG� DGPLQLVWUDWLYH� VHFXULW\� PHDVXUHV�� $SSURSULDWH� DGGLWLRQDO
PHDVXUHV�PD\�LQFOXGH�WKRVH�WKDW�IDOO�LQWR�WKH�DUHDV�RI�FRPSXWHU�V\VWHP
UHOLDELOLW\�DQG�KXPDQ�HQJLQHHULQJ�
)RU�WKH�PRVW�SDUW��WKLV�ERRN�LQ�JHQHUDO�DQG�WKLV�HVVD\�LQ�SDUWLFXODU�GHDO

ZLWK� LQIRUPDWLRQ�RULHQWHG� FRPSXWHU�PLVXVH�� ,Q� WKLQNLQJ� DERXW� KRZ� LQ�
IRUPDWLRQ�RULHQWHG� FRPSXWHU� PLVXVH� PD\� EH� EURXJKW� DERXW�� ZH� KDYH
FRPH� WR� FKDUDFWHUL]H� ´ZKDW� WKHUH� LV� WR� ZRUU\� DERXWµ� LQWR� VL[� GLIIHUHQW
FODVVHV��7KHVH�FODVVHV�DUH

�� KXPDQ�HUURU�
�� XVHU�DEXVH�RI�DXWKRULW\�
�� GLUHFW�probing�
�� probing ZLWK�malicious software�
�� GLUHFW�penetration��DQG
�� subversion RI�VHFXULW\�PHFKDQLVP�

&RPPRQ�WR�DOO�VL[�RI�WKHVH�FODVVHV�DUH�WZR�HOHPHQWV�
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�� $� vulnerability�� $� TXDOLW\� RU� FKDUDFWHULVWLF� RI� WKH� FRPSXWHU� V\VWHP
�IRU� H[DPSOH�� D� ´IODZµ�� WKDW� SURYLGHV� WKH� RSSRUWXQLW\� RU�PHDQV� RI
H[SORLWDWLRQ�

�� $� threat��7KH�SRVVLEOH�H[LVWHQFH�RI�RQH�ZKR�SDUWLFLSDWHV� LQ� WKH�H[�
SORLWDWLRQ� E\� JDLQLQJ� XQDXWKRUL]HG� GLVFORVXUH� RU� PRGLILFDWLRQ� RI
LQIRUPDWLRQ� VXFK� DV� DFFRPSDQLHV� LQIRUPDWLRQ�RULHQWHG� FRPSXWHU
PLVXVH�

7KH�SURGXFW� RI� threat DQG� vulnerability LV� FRQVLGHUHG� WKH� risk RQH� IDFHV� LQ
RSHUDWLQJ�D�V\VWHP��(DFK�RI�WKHVH�WZR�HOHPHQWV�PD\�LQ�WKHRU\�EH�EURXJKW
DERXW�HLWKHU�DFFLGHQWDOO\�RU�GHOLEHUDWHO\��)RU�H[DPSOH��D�vulnerability PD\
EH�LQWURGXFHG�WKURXJK�HLWKHU�WKH�DFFLGHQWDO� LQWURGXFWLRQ�RI�D� ´EXJµ� LQWR
WKH�V\VWHP�RU� WKH�GHOLEHUDWH� LQWURGXFWLRQ�RI�malicious software��+RZHYHU�
DOWKRXJK�D� threat RI�DFFLGHQWDO�H[SORLWDWLRQ�RI�D�vulnerability PD\�H[LVW��ZH
DUH� FRQFHUQHG� LQ� WKLV� HVVD\� RQO\�ZLWK� GHOLEHUDWH� H[SORLWDWLRQV� RI� vulner-
abilities �WKDW� LV�� LQWHQWLRQDO� DFWV� DWWHPSWLQJ� XQDXWKRUL]HG� GLVFORVXUH� RU
PRGLILFDWLRQ�RI�LQIRUPDWLRQ���VLQFH�WKHVH�DUH�WKH�SXUYLHZ�RI�computer secu-
rity��DV�GHVFULEHG�LQ�(VVD\���
7KHUHIRUH�� WKH�UHPDLQGHU�RI� WKLV�HVVD\�GLVFXVVHV�WKH�VL[�FODVVHV�RI� LQ�

IRUPDWLRQ�RULHQWHG� FRPSXWHU� PLVXVH� OLVWHG� DERYH�� ZKLFK� ZH� FDOO� ´FRP�
SXWHU� PLVXVH� WHFKQLTXHV�µ� :H� KDYH� XVHG� WKH� UXEULF� ´FRPSXWHU� PLVXVH
WHFKQLTXHVµ�IRU�DOO�VL[�FODVVHV��VLQFH�ZKDW�ZH�DUH�WDONLQJ�DERXW�ZLWK�HDFK
LV� WKH� threat RI� GHOLEHUDWH� H[SORLWDWLRQ� RI� DQ� DFFLGHQWDOO\� RU� GHOLEHUDWHO\
LQWURGXFHG� vulnerability�� 7KLV� GLVWLQFWLRQ� LV� FOHDU� LQ� FRQVLGHULQJ� WKH� ILUVW
FODVV�³�KXPDQ�HUURU��7KH�´HUURUµ�DOORZV�WKH�DFFLGHQWDO�LQWURGXFWLRQ�RI�D
vulnerability��ZKLFK�PD\�WKHQ�EH�GHOLEHUDWHO\�H[SORLWHG��PDNLQJ�LW�D�´WHFK�
QLTXHµ�IRU�FRPSXWHU�PLVXVH�
:H�ZLOO�QRZ� LQWURGXFH� WKH� VL[� FODVVHV�RI� FRPSXWHU�PLVXVH� WHFKQLTXHV

DQG�SURYLGH�H[DPSOHV�IRU�HDFK�FODVV��1RWH�WKDW�WKHVH�FODVVHV�RI�FRPSXWHU
PLVXVH�DUH�QRW�PXWXDOO\�H[FOXVLYH��DV�DWWDFNHUV�PD\�FRPELQH�WHFKQLTXHV
WR�PRUH�HIIHFWLYHO\�DFKLHYH�WKHLU�QHIDULRXV�JRDOV�

+XPDQ� HUURU�� +XPDQ� HUURUV� WKDW� OHDG� WR� XQDXWKRUL]HG� GLVFORVXUH� RU
PRGLILFDWLRQ�DUH�EDVLFDOO\�SUREDELOLVWLF� LQ�QDWXUH��7KH\�PD\� LQYROYH�VHY�
HUDO�KXPDQ��KDUGZDUH��DQG�WLPLQJ�IDFWRUV�WKDW�ZKHQ�FRPELQHG�FRXOG�DO�
ORZ� DQ� XQDXWKRUL]HG� GLVFORVXUH� RU� PRGLILFDWLRQ� RI� LQIRUPDWLRQ�� 6LPSOH
H[DPSOHV�RI�WKLV�PHWKRG�DUH�D�FRPSXWHU�RSHUDWRU�LQDGYHUWHQWO\�PRXQWLQJ
WKH� ZURQJ� WDSH�� D� XVHU� W\SLQJ� VHQVLWLYH� LQIRUPDWLRQ� LQWR� D� ILOH� WKDW� LV
WKRXJKW�WR�EH�QRQVHQVLWLYH��RU��DVVXPLQJ�WKH�FRPSXWHU�KDV�VRPH�VRUW�RI
DFFHVV�FRQWUROV�IRU�ILOHV��D�XVHU�VHWWLQJ�WKH�DXWKRUL]HG�PRGH�RI�DFFHVV�IRU
D� ILOH� WR� DQ� LQDSSURSULDWH� YDOXH�� 8VHUV� UHFHLYLQJ� LQIRUPDWLRQ� IURP� WKLV
NLQG�RI�GLVFORVXUH�RU�PRGLI\LQJ�LQIRUPDWLRQ�LQ�WKLV�PDQQHU�DUH�RIWHQ�YLF�
WLPV�RI�FLUFXPVWDQFHV�DQG�PD\�QRW�EH�PDOLFLRXV�LQ�WKHLU�LQWHQW��+RZHYHU�
HYHQ�WKRXJK�WKH�VXFFHVV�RI�WKLV�PHWKRG�UHOLHV�RQ�SUREDELOLVWLF�HYHQWV�WKDW
RQH�FDQQRW�FRQWURO��WKH�PHWKRG�FDQ�EH�XVHG�E\�D�GHWHUPLQHG�DWWDFNHU�
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7KH�EDVLF� DSSURDFK�XVHG�E\� DQ� DWWDFNHU� LQ� WKLV�PHWKRG� LV� WR� VLW� DQG
ZDLW� IRU� WKH� SURSHU� VHW� RI� FLUFXPVWDQFHV� WR� RFFXU�� 8SRQ� GHWHFWLRQ� RI� D
EUHDFK� LQ� WKH�SURWHFWLRQ�RI� LQIRUPDWLRQ�� WKH�DWWDFNHU�DFWV� WR� H[SORLW� WKH
EUHDFK�DQG�PDNH�XVH�RI�WKLV�DFFLGHQWDOO\�LQWURGXFHG�vulnerability�
7KLV�PHWKRG�FRXOG�SURYH�SURILWDEOH� WR�D�PDOLFLRXV�XVHU��SDUWLFXODUO\� LI

WKH� V\VWHP�XQGHU� DWWDFN� KDV� D� KLVWRU\� RI� KXPDQ� HUURUV�� $OWKRXJK� WKLV
PHWKRG� LV� YLDEOH�� RWKHU�PHWKRGV� ZLOO� EH� GLVFXVVHG� WKDW� GR� QRW� UHO\� RQ
WKHVH�SUREDELOLVWLF�FLUFXPVWDQFHV�DQG�ZRXOG�WKXV�EH�IDU�PRUH�DWWUDFWLYH
WR�DQ�DWWDFNHU��%HWWHU�KXPDQ�HQJLQHHULQJ�UHGXFHV�WKH�SUREDELOLW\�RI�KX�
PDQ�HUURU�

8VHU�DEXVH�RI�DXWKRULW\��$O�&DSRQH·V�ERRNNHHSHU� LV� UHSRUWHG� WR�KDYH
VDLG��´,�FDQ�VWHDO�PRUH�ZLWK�D�SHQFLO�WKDQ�WHQ�PHQ�ZLWK�PDFKLQH�JXQV�µ
7KDW� ZDV� SUREDEO\� D� FRQVHUYDWLYH� HVWLPDWH�� 5HJDUGOHVV� RI� WKH� ERRN�
NHHSHU·V�DFWXDO�FDSDELOLWLHV��KLV�FKDQFHV�RI�HVFDSLQJ�GHWHFWLRQ�DQG�DSSUH�
KHQVLRQ� E\� ODZ� HQIRUFHPHQW� DXWKRULWLHV� ZRXOG� KDYH� EHHQ� VLJQLILFDQWO\
EHWWHU� WKDQ� WKRVH�RI�D�JDQJ�RI� JXQVOLQJLQJ�RXWODZV�� ,I�ZH� FDQ� UHSODFH�D
KXQGUHG� RU� D� WKRXVDQG� FURRNHG� ERRNNHHSHUV� ZLWK� D� VLQJOH� vulnerable
FRPSXWHU��FRQVLGHU�WKH�SRVVLELOLWLHV��7KH�FRPSXWHU�VLJQLILFDQWO\�LQFUHDVHV
WKH�VSHHG�DQG�SRVVLEOH�VFRSH�RI�FULPLQDO�DFWV�
1HZVSDSHU� UHDGHUV� ZLOO� RFFDVLRQDOO\� HQFRXQWHU� UHSRUWV� RI� ´FRPSXWHU

PLVXVHµ� RU� ´FRPSXWHU� FULPHµ� DW� VRPH� ILQDQFLDO� LQVWLWXWLRQ� WKDW� ZRXOG
SUREDEO\� EH� MXVW� DV� KDSS\� WR� DYRLG� WKH� SXEOLFLW\�� 7KH� FDVHV� UHSRUWHG
UDQJH� IURP� VLPSOH� WR� ILHQGLVKO\� FRPSOH[�� ,Q� D� VLPSOH� FDVH�� SHUKDSV� D
EDQN� WHOOHU� UHFRUGV��E\�D� IHZ�NH\VWURNHV�RQ�D� WHUPLQDO�� WKH� UHFHLSW� RI� D
IHZ� WKRXVDQG� RU�KXQGUHG� WKRXVDQG�GROODUV� RI�PRQH\� WKDW� ´LVQ·W� WKHUH�µ
$Q�DFFRPSOLFH�ZLWKGUDZV�PRVW�RU�DOO�RI�WKH�PRQH\�IURP�DQRWKHU�EUDQFK
RI�WKH�EDQN�DQG�ERWK�IOHH�WR�VRPH�ZDUPHU�DQG�PRUH�KRVSLWDEOH�FOLPH��7KH
GDLO\� DXGLW� RI� DFFRXQW� EDODQFHV� DQG� WKH� UHDO� DPRXQW� RI� FDVK� RQ� KDQG
VRRQ� UHYHDO� WKH� VKRUWDJH�� EXW� E\� WKHQ� WKH� FXOSULWV� DUH� OLNHO\� WR� EH� ORQJ
JRQH�
0RUH�FRPSOH[�LQVWDQFHV�RI�WKLV�VRUW�RI�FRPSXWHU�PLVXVH�WD[�WKH�LPDJL�

QDWLRQ�RI�WKH�ILQDQFLDO�LQVWLWXWLRQ�DQG�WKH�FUHGXOLW\�RI�WKH�UHDGHU��,Q�RQH
ZLGHO\�UHSRUWHG�FDVH��D�EDQN�RIILFHU�LV�DOOHJHG�WR�KDYH�VXEPLWWHG�WUDQVDF�
WLRQV�ZLWK�YDOXHV�LQ�WKH�PLOOLRQV�RYHU�D�SHULRG�RI�PRUH�WKDQ�D�\HDU��,Q�WKLV
FDVH��WKH�VWUDWHJ\�ZDV�DOOHJHGO\�WR�H[SORLW�WKH�GHOD\�RI�IXQGV�RU�SDSHUZRUN
WUDYHOLQJ�IURP�EDQN�WR�EDQN�RU�EUDQFK�WR�EUDQFK��EXLOG�XS�D�ODUJH�´IORDWµ
RI�PRQH\�LQ�WUDQVLW��DQG�VLSKRQ�RII�VRPH�RI�WKDW�IORDW�WR�WKH�JRDOV�RI�SHU�
VRQDO�HQULFKPHQW�DQG�HDUO\�UHWLUHPHQW��7KH�GHWDLOV�RI�VXFK�D�VFKHPH�DUH
DSSDUHQWO\� LQWULFDWH�DQG�GLIILFXOW� IRU�WKH�FXOSULW�DV�ZHOO�DV� WKH�UHDGHU�� ,I
WKH�FXOSULW�VOLSV�XS�RU�WKHUH�LV�VRPH�VRUW�RI�DFFLGHQW��WKH�IORDW�PD\�VLQN�
DV� LW�ZHUH��DQG�WKH�HQWLUH�VFKHPH�FRXOG�EH�GLVFRYHUHG�� ,Q�RQH�FDVH�� WKH
IDWDO�IODZ�ZDV�DSSDUHQWO\�D�FRPSXWHU�RXWDJH�WKDW�UHTXLUHG�D�EDWFK�RI�ER�
JXV�WUDQVDFWLRQV�WR�EH�SURFHVVHG�E\�KDQG�
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&RPSXWHU�FULPHV�VXFK�DV�WKHVH�PDNH�LQWHUHVWLQJ�UHDGLQJ��DQG�LW�VHHPV
OLNHO\�WKDW�WKH\�ZLOO�EHFRPH�PRUH�FRPPRQ�LQ�WKH�\HDUV�WR�FRPH��DV�FRP�
SXWHUV�EHFRPH�PRUH�FRPPRQ�LQ�HYHU\�QRRN�DQG�FUDQQ\�RI� OLIH��7KHUH� LV
DOUHDG\�D�YDVW�OLWHUDWXUH�RQ�VXFK�LQFLGHQWV��DQG�RQH�PLJKW�EH�WHPSWHG�WR
FRQFOXGH� WKDW� WKHVH� FDVHV� W\SLI\� WKH� computer security� SUREOHP�� ,Q� IDFW�
KRZHYHU�� D� UHYLHZ� RI� WKH� FDVHV� VKRZV� WKDW� WKH\� KDYH� OLWWOH� WR� GR� ZLWK
FRPSXWHUV��:KHWKHU�WKH\�DUH�VLPSOH�FDVHV� LQYROYLQJ�WKH�HQWU\�RI�D� ILFWL�
WLRXV� WUDQVDFWLRQ� RU� FRPSOLFDWHG� RQHV� LQYROYLQJ� WKH�PDQDJHPHQWRI� YDVW
´IORDWV�µ�WKHVH�FULPHV�FRXOG�DV�ZHOO�EH�FDUULHG�RXW�LQ�D�ZRUOG�RI�TXLOO�SHQV
DQG�JUHHQ�H\HVKDGHV�DV�RQH�WKDW�XVHG�WKH�ODWHVW�FRPSXWHU�V\VWHPV��7KH
NH\�FRPPRQ�IDFWRU�LV�WKH�LUUHVSRQVLEOH�DFWLRQ�RI�DQ�DXWKRUL]HG�LQGLYLGXDO
ZKR��LQ�VRPH�PDQQHU��DEXVHV�D�WUXVW�DQG�DEXVHV�WKH�DXWKRULW\�JUDQWHG
WR�SHUIRUP�VRPH�WDVN�
7KHVH�HVVD\V�KDYH�OLWWOH�WR�VD\�DERXW�WKH�SUREOHP�RI�FRQWUROOLQJ�DXWKRU�

L]HG� XVHUV� RI� DQ� DSSOLFDWLRQ� EH\RQG� FRQILQLQJ� WKH� DXWKRUL]HG� XVHUV� WR
WKHLU�GRPDLQV�RI�DXWKRULW\�DQG�SURYLGLQJ�WKH�FDSDELOLW\� WR�DXWRPDWLFDOO\
audit WKH� XVHUV·� VHFXULW\�UHOHYDQW� DFWLRQV�� &RPSXWHUV� FDQQRW� UHDFK� LQWR
XVHUV·�PLQGV�DQG�GHWHUPLQH�ZKHWKHU�WKH\�DUH�DEXVLQJ�WKH�WUXVW�SODFHG�LQ
WKHP��:H�EHOLHYH�� LQ� IDFW�� WKDW� UHVWULFWLQJ� WKH�XVHUV� WR� WKHLU�GRPDLQV�RI
DXWKRULW\� LV� D� ZRUWKZKLOH� JRDO� IRU� DQ\� V\VWHP� WKDW� SURFHVVHV� YDOXDEOH
GDWD��EXW�WKH� OHJLWLPDF\�RI�WKH�DXWKRUL]HG�XVHUV·�DFWLRQV�LV�EHWWHU�PHDV�
XUHG�E\�DXGLWRUV�RU�H[SHUWV�LQ�WKH�DUHD�RI�DFWLRQ�WKDQ�FRQWUROOHG�E\�FRP�
SXWHU�V\VWHPV�

'LUHFW�probing��,I�FDVHV�RI�XVHU�DEXVH�RI�DXWKRULW\�DUH�DV�ROG�DV�EDQNV
DQG� OHGJHU�SDSHUV�� WKH� FRPSXWHU�PLVXVH� WHFKQLTXH� WKDW�ZH�KDYH� FDOOHG
´GLUHFW�probingµ� LV�DV�ROG�DV�VKDUHG�FRPSXWHU�V\VWHPV��:H�XVH� WKH� WHUP
probing� WR�GLVWLQJXLVK� WKRVH�FDVHV�ZKHUH�DQ� LQGLYLGXDO�XVHV�D� FRPSXWHU
V\VWHP�LQ�ZD\V�WKDW�DUH�FHUWDLQO\�DOORZHG��EXW�QRW�QHFHVVDULO\� LQWHQGHG�
E\�WKH�V\VWHP·V�RSHUDWRUV�RU�GHYHORSHUV��,W�LV�LPSRUWDQW�WR�UHDOL]H�WKDW�WKH
LQGLYLGXDO�ZKR� LV� DWWHPSWLQJ� probing LV� GHOLEHUDWH� LQ� KLV� DWWHPSWV�� 7KLV
LQWURGXFHV� D� FODVV� RI� ´XVHUµ� WKDW� FRPSXWHU� V\VWHP� GHVLJQHUV� PD\� QRW
KDYH�VHULRXVO\�FRQVLGHUHG��2IWHQ��GHVLJQV�UHIOHFW�WKDW�WKH�V\VWHPV�DUH�H[�
SHFWHG�WR�RSHUDWH�LQ�D�´EHQLJQ�HQYLURQPHQWµ�ZKHUH�YLRODWLRQV�RI�WKH�V\V�
WHP� FRQWUROV� DUH� SUHVXPHG� WR� EH� DFFLGHQWDO�� %HFDXVH� V\VWHPV� DUH
SUHVXPHG�WR�EH� LQ�D�EHQLJQ�HQYLURQPHQW�� WKH�DWWDFNHU�PD\�QRW�KDYH� WR
H[HUW�PXFK�HIIRUW�WR�VXFFHHG�
:H�SUHVHQW�WZR�H[DPSOHV�EHFDXVH�WKHVH�FDVHV�DUH�LPSRUWDQW��7KH�VHF�

RQG�H[DPSOH�EHDUV�PDQ\�VLPLODULWLHV�WR�WKH�VWRU\�WROG�E\�&��6WROO� LQ�7KH
&XFNRR·V�(JJ�>672/��@��EXW�LW�GRHV�GHVFULEH�D�GLIIHUHQW�HYHQW�

6WXGHQWV� DQG� VORSS\� VHFXULW\�� 7KH� JURZWK� RI� FRPSXWHU� OLWHUDF\� DPRQJ
KLJK� VFKRRO� �DQG� \RXQJHU�� VWXGHQWV� KDV� UHVXOWHG� LQ� D� ODUJH� SRSXODWLRQ
LQWHUHVWHG�LQ�VHHLQJ�´ZKDW�V\VWHPV�DUH�RXW� WKHUHµ�DQG�ZKDW� LQIRUPDWLRQ
DQG�SURJUDPV�DUH� DYDLODEOH��0RUH� IUHTXHQWO\�� WKHUH� VHHPV� WR� EH� VLJQLIL�
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FDQW�LQWHUHVW�LQ�JDLQLQJ�XQDXWKRUL]HG�DFFHVV�WR�RWKHU�SHRSOH·V�FRPSXWHUV
DQG�LQIRUPDWLRQ�
$�ZLGHO\�UHSRUWHG�LQFLGHQW�LQYROYHG�VWXGHQWV�IURP�D�VFKRRO�LQ�1HZ�<RUN

ZKR�OHDUQHG�D�WHOHSKRQH�QXPEHU�WKDW�ZRXOG�JLYH�WKHP�DFFHVV�WR�D�WLPH�
VKDULQJ�FRPSXWHU�RSHUDWHG�E\�D�VPDOO�EXVLQHVV�LQ�DQRWKHU�FLW\��7KH�VWX�
GHQWV� GLDOHG� WKH� QXPEHU� DQG� UHFRJQL]HG� WKH� ´EDQQHUµ� WKDW� WKH� V\VWHP
GLVSOD\HG� RQ� WKHLU� WHUPLQDO� DV� EHORQJLQJ� WR� WKH� VDPH� RSHUDWLQJ� V\VWHP
XVHG�E\� WKHLU� VFKRRO·V� FRPSXWHU��7KH\�NQHZ� IURP� H[SHULHQFH�ZLWK� WKHLU
VFKRRO�FRPSXWHU�WKDW�FRSLHV�RI�WKH�RSHUDWLQJ�V\VWHP�ZHUH�GLVWULEXWHG�E\
WKH�PDQXIDFWXUHU�ZLWK�XVHU�DFFRXQWV�SUHGHILQHG�IRU�WKH�V\VWHP�PDQDJHU�
ZKR�ZDV�H[SHFWHG�WR�ORJ�LQ�DQG�FUHDWH�QHZ�DFFRXQWV�IRU�KLV�IDFLOLW\·V�XV�
HUV��7KH�V\VWHP�PDQDJHU�DFFRXQW�KDG�SULYLOHJHV� WR�DFFHVV�DQ\� LQIRUPD�
WLRQ� RQ� WKH� FRPSXWHU�� ,W� ZDV� DOZD\V� GLVWULEXWHG� ZLWK� WKH� VDPH� ´VHFUHW
SDVVZRUG�µ� DQG� WKH� GRFXPHQWDWLRQ� IRU� WKH� V\VWHP� GLUHFWHG� WKH� V\VWHP
PDQDJHU�WR�FKDQJH�WKH�SDVVZRUG�DV�VRRQ�DV�KH�KDG�LQVWDOOHG�WKH�V\VWHP�
7KH�VWXGHQWV�WULHG�WKH�ORJLQ�VHTXHQFH�IRU�WKH�V\VWHP�PDQDJHU·V�DFFRXQW

DQG�JDYH�WKH�´GLVWULEXWHGµ�SDVVZRUG��$OWKRXJK�WKH�VPDOO�EXVLQHVV�V\VWHP
KDG�EHHQ� LQ�SODFH� IRU�D� ORQJ� WLPH�� WKH� V\VWHP�PDQDJHU·V�SDVVZRUG�KDG
QHYHU�EHHQ�FKDQJHG��DQG�WKH�VWXGHQWV�IRXQG�WKHPVHOYHV�ORJJHG�LQ�ZLWK�D
IXOO\�SULYLOHJHG�DFFRXQW��7KH\�UHDG�ILOHV��GHOHWHG�ILOHV��DQG�SOD\HG�JDPHV�
7KH\�ZHUH�DEOH� WR� FUHDWH�QHZ�DFFRXQWV� IRU� WKHPVHOYHV� �WKH\�ZHUH�� DIWHU
DOO�� WKH�V\VWHP�PDQDJHU� IRU� WKH�FRPSXWHU��DQG�PDGH� IDLUO\�JHQHUDO�QXL�
VDQFHV�RI�WKHPVHOYHV�
(YHQWXDOO\�WKH\�DVNHG�IRU�D�´UDQVRPµ�WR�VWRS�SOD\LQJ�RQ�WKH�V\VWHP�DQG

OHDYH� LWV� RZQHUV� DQG� XVHUV� DORQH�� DQG� WKH� UDQVRP� GHPDQG� UHYHDOHG
HQRXJK� LQIRUPDWLRQ� WR� DOORZ� WKH� DXWKRULWLHV� WR� LQWHUYHQH�� 7KH� VWXGHQWV
ZRXQG�XS�WKH�H[HUFLVH�ZLWK�JHQWO\�VODSSHG�KDQGV��DQG�WKH�YLFWLPV�ZHUH
QRW��YHU\��PXFK�ZRUVH�RII�IRU�WKH�H[SHULHQFH�
7KH�NH\�DVSHFW�RI� WKLV�FDVH� LV� WKDW� WKH�VWXGHQWV�GLG�QRW�XVH� WKH�FRP�

SXWHU�RU�LWV�VRIWZDUH�LQ�DQ\�ZD\�WKDW�ZDV�XQH[SHFWHG�E\�LWV�GHYHORSHUV�RU
RZQHUV�� 7KH\� PHUHO\� WRRN� DGYDQWDJH� RI� VORSS\� DGPLQLVWUDWLRQ� E\� WKH
V\VWHP·V�RSHUDWRUV�DQG�LQVHUWHG�WKHPVHOYHV�ZKHUH�WKH\�KDG�QR�EXVLQHVV
EHLQJ�

1HWZRUN� DGYHQWXUH�� :H� H[SHFW� WKDW� PDQ\� RI� RXU� UHDGHUV� ZLOO� KDYH
SOD\HG�RU�KHDUG�RI� VRPH� IRUP�RI� WKH� FRPSXWHU� JDPH�$GYHQWXUH�� ,Q� WKLV
JDPH��RQH�LV�SUHVHQWHG�ZLWK�WKH�FRPSXWHU·V�UHSUHVHQWDWLRQ�RI�D�PD]H�RI
LQWHUFRQQHFWHG� FKDPEHUV�� 6RPH� FRQWDLQ� WUHDVXUHV� WKDW� WKH� SOD\HU� FDQ
FROOHFW�DQG�EULQJ�EDFN�WR�D�´KRPH�EDVHµ�WR�JDLQ�SRLQWV�LQ�WKH�JDPH��2WKHU
FKDPEHUV� FRQWDLQ� YDULRXV� NLQGV� RI�PRQVWHUV��PLVFUHDQWV�� DQG�XQIRUWX�
QDWH�FLUFXPVWDQFHV��7KH�WRSRORJ\�RI�WKH�PD]H�LV�OHIW�WR�WKH�SOD\HU�WR�LQIHU�
7KH�REMHFW�� RI� FRXUVH�� LV� WR�QDYLJDWH� WKH�PD]H�DQG�FROOHFW� WKH� WUHDVXUHV
ZLWKRXW�EHLQJ�GHVWUR\HG�E\�RQH�RI�WKH�XQIRUWXQDWH�FLUFXPVWDQFHV�
6RPH�SHUVRQV�XQNQRZQ�SOD\HG�D�IRUP�RI�UHDO�OLIH�$GYHQWXUH�LQ�WKH�ODUJH

FRPSXWHU� QHWZRUN� RSHUDWHG� E\� D� PDMRU� PDQXIDFWXUHU�� 7KH\� GLDOHG� DQ
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´���µ�QXPEHU� WKDW� JDYH�DFFHVV� WR�DQ�DFFRXQW� WKDW�ZDV� VXSSRVHG� WR�EH
XVHG� IRU� UHSRUWLQJ� VRIWZDUH� SUREOHPV�� 7KH� DFFRXQW� ZDV� LPSURSHUO\� VHW
XS��DQG�WKH�´SOD\HUVµ�IRXQG�WKDW�WKH\�FRXOG�LVVXH�XVHU�FRPPDQGV�WR�WKH
RSHUDWLQJ�V\VWHP�LQ�TXHVWLRQ��,Q�SDUWLFXODU��WKH\�FRXOG�WU\�UHPRWH�WHUPL�
QDO� ORJLQV� WR� RWKHU� V\VWHPV� LQ� WKH� PDQXIDFWXUHU·V� QHWZRUN� DQG� FRXOG
FRS\�ILOHV�IURP�RWKHU�PDFKLQHV�
,Q�H[SORULQJ�WKH�QHWZRUN��WKH�DGYHQWXUHUV�GLVFRYHUHG�WKDW�LW�ZDV�HDV\�WR

ILQG�WKH�QDPHV�RI�XVHUV�RQ�RWKHU�PDFKLQHV�E\�XVLQJ�WKH�QHWZRUN�ILOH�DF�
FHVV�IDFLOLWLHV�WR�OLVW�GLUHFWRU\�QDPHV��DQG�E\�DVVXPLQJ�WKDW�XVHU�QDPHV
ZHUH�WKH�VDPH�DV�GLUHFWRU\�QDPHV��7KH\�WULHG�JXHVVLQJ�SDVVZRUGV�IRU�WKH
XVHU�QDPHV�WKH\�KDG�IRXQG��DQG�GLVFRYHUHG�WKDW�RFFDVLRQDOO\�XVHU�QDPH
DQG�SDVVZRUG�ZHUH� WKH� VDPH�� 7KHQ� WKH\� FRXOG� ORJ� LQ� RQ� D� UHPRWH�PD�
FKLQH�DV�RQH�RI�LWV�XVHUV�
$V� WKH\� ZDQGHUHG� WKURXJK� WKH� QHWZRUN�� WKH� DGYHQWXUHUV� GLVFRYHUHG

PRUH� XVHU� QDPHV� DQG� PRUH� SDVVZRUGV�� 0DQ\� ILOHV� ZHUH� XQSURWHFWHG
�UHDGDEOH�WR�DQ\�XVHU�RQ�WKH�QHWZRUN���DQG�VRPH�JDYH�FOXHV�WR�WKH�QDPHV
DQG� SDVVZRUGV� RI� \HW� PRUH� XVHUV�� ,Q� DGGLWLRQ�� E\� ORJJLQJ� LQWR� UHPRWH
V\VWHPV�� WKH� SOD\HUV� ZHUH� DEOH� WR� UHDG� ILOHV� WKDW� ZHUH� SURWHFWHG� IURP
´ZRUOGµ�RU�JHQHUDO�DFFHVV�³�WKH\�QRZ�KDG�OHJLWLPDWH�ORFDO�DFFRXQWV�WKDW
PLJKW�EHORQJ�WR�D�JURXS�WKDW�KDG�DFFHVV�WR�WKH�ILOHV��RU�PLJKW�RZQ�VRPH
ILOHV��6RPH�RI�WKH�ILOHV�WKH\�IRXQG�LQ�WKLV�PDQQHU�HYHQ�FRQWDLQHG�VWRUHG
SDVVZRUGV�� ,Q�DGGLWLRQ�� VRPH�XVHUV�KDG�DFFRXQWV�RQ�VHYHUDO�PDFKLQHV�
:KHQ�WKRVH�DFFRXQWV�DOO�KDG�WKH�VDPH�SDVVZRUG��LW�ZDV�D�ERQXV�WR�WKH
QRZ�H[SHULHQFHG�DGYHQWXUHUV�
(YHQWXDOO\�WKH�DGYHQWXUHUV�JRW�DFFHVV�WR�VRPH�´SULYLOHJHGµ�DFFRXQWV�RQ

D�IHZ�PDFKLQHV��7KHVH�DFFRXQWV�KDG�WKH�DXWKRULW\�WR�E\SDVV�WKH�QRUPDO
V\VWHP� FRQWUROV� DQG� UHDG� RU� ZULWH� DQ\� LQIRUPDWLRQ� RQ� WKH� V\VWHPV�� ,Q
SDUWLFXODU��WKH�SOD\HUV�FRXOG�UHDG�OLVWV�RI�XVHU�QDPHV�DQG�SDVVZRUGV��DQG
QRZ� KDG� XQUHVWULFWHG� DFFHVV� WR� PDQ\�PRUH� ´FKDPEHUVµ� LQ� WKH� ´PD]H�µ
7KH� DGYHQWXUHUV� ZHUH� DEOH� WR� FRPSURPLVH� QXPHURXV� DFFRXQWV� DQG� WR
UHDG�DQ�´DZHVRPHµ�QXPEHU�RI�ILOHV�GXULQJ�WKHLU�H[SORUDWLRQV�
7KH�RQO\�PLVIRUWXQH�WKDW�WKH�DGYHQWXUHUV�VXIIHUHG�ZDV�HDUO\�GLVFRYHU\�

7KH\�ZHUH�ORJJHG�LQWR�WKH�PDFKLQH�WKDW�ZDV�WKHLU�VWDUWLQJ�SRLQW�XVLQJ�D
XVHU�QDPH�DQG�SDVVZRUG�WKDW�VKRXOG�QRW�KDYH�EHHQ�DVVRFLDWHG�ZLWK�WKDW
FRPPXQLFDWLRQ� OLQH�DW� WKDW� WLPH�RI�GD\��DQG�DQ�DOHUW�XVHU� UHDOL]HG� WKDW
IDFW��7KH�XVHU�GHYHORSHG�D� SURJUDP� WKDW� FRXOG�PRQLWRU� DOO� WUDQVDFWLRQV
IURP�WKH�´���µ�QXPEHU��DQG�WKH�PDQXIDFWXUHU�ZDV�DEOH�WR�UHFRUG�DOO�WKH
DGYHQWXUHUV·�DFWLYLWLHV��%HFDXVH�WKH\�ZHUH�DSSDUHQWO\�VWXGHQWV�RQ�D� ORZ
EXGJHW��WKH�DGYHQWXUHUV�ZHUH�XQZLOOLQJ�WR�VWRS�XVLQJ�WKH�V\VWHP�WKURXJK
WKH�DOO�LPSRUWDQW��DQG�IUHH��´���µ�QXPEHU��(YHQWXDOO\��WKURXJK�D�FRPEL�
QDWLRQ� RI� WHOHSKRQH� WUDFHV�� UXPRUV�� DQG� JRRG� OXFN�� WKH�PDQDJHPHQW� RI
WKH�QHWZRUN�JRW�DQ�LGHD�RI�WKH�LGHQWLWLHV�RI�WKH�SOD\HUV�DQG�WKH�JDPH�ZDV
FDQFHOHG�
7KLV�FDVH�LV�OLNH�WKH�SUHYLRXV�FDVH�LQ�RQH�NH\�UHVSHFW��7KH�DGYHQWXUHUV�

OLNH�WKH�VWXGHQW�YDQGDOV��ZHUH�XVLQJ�WKH�FRPSXWHU�URXJKO\�DV�LW�ZDV�LQ�
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WHQGHG��7KH\�ZHUH�ORRNLQJ�DW�ILOHV�WKDW�ZHUH�WKHUH�IRU�WKH�UHDGLQJ��ORJJLQJ
LQ� WKURXJK� WKH� QRUPDO� SDWKV�ZLWK� SDVVZRUGV� WKDW�ZHUH� OHJLWLPDWHO\� LQ�
VWDOOHG� LQ� WKH� V\VWHPV�� DQG� LVVXLQJ� OHJLWLPDWH� FRPPDQGV� WR� RSHUDWLQJ
V\VWHPV� DQG� QHWZRUN� VRIWZDUH�� 7KHLU� DELOLW\� WR� JDLQ� DFFHVV� WR� D� KXJH
TXDQWLW\�RI�LQIRUPDWLRQ�UHVXOWHG�IURP�D�FRPELQDWLRQ�RI�VORSSLQHVV�RQ�WKH
SDUW�RI�V\VWHP�XVHUV�DQG�PDQDJHUV�DQG�WKH�IDFW�WKDW�PRVW�RI�WKH�V\VWHPV
WKH\�ZHUH�H[SORULQJ�KDG�IDLUO\�´FRDUVHµ�SURWHFWLRQ��VR�WKDW� ILOHV�ZHUH�IUH�
TXHQWO\�OHIW�DFFHVVLEOH�WR�WKH�´ZRUOG�µ
7KH�UHVXOWV�RI�WKLV�IDLUO\�XQVRSKLVWLFDWHG�JDPH�RI�$GYHQWXUH�DUH�QRQH�

WKHOHVV� IULJKWHQLQJ�� +DG� WKH� SOD\HUV� KDG� D� VXIILFLHQW� EXGJHW� WR� GLDO� GL�
UHFWO\�WR�D�PDFKLQH�ZKHUH�WKH\�KDG�JDLQHG�DFFHVV�WR�DQ�DFFRXQW��LQVWHDG
RI�UHXVLQJ�WKH�´���µ�QXPEHU�DQG�WKHQ�H[SORULQJ�E\�XVH�RI�WKH�LQWHUFRP�
SXWHU�QHWZRUN·V� FRPPXQLFDWLRQ��� WKH\�QHHG�QHYHU�KDYH�EHHQ�GLVFRYHUHG
RU�VWRSSHG��7KH\�KDG�DFFHVV� WR�D� ODUJH�YROXPH�RI�VHQVLWLYH� LQIRUPDWLRQ�
EXW�ZHUH�DSSDUHQWO\�PRUH�LQWHUHVWHG�LQ�VHHLQJ�KRZ�IDU�WKH\�FRXOG�JR�WKDQ
LQ�PDNLQJ�PDOLFLRXV�XVH�RI�WKH�LQIRUPDWLRQ�WKH\�FRXOG�ILQG�

Probing� ZLWK� malicious software�� 7KLV� FRPSXWHU� PLVXVH� WHFKQLTXH� LV
TXLWH�VLPLODU�WR�WKH�SUHYLRXV�WHFKQLTXH��LQ�WKDW�LW�LV�D�IRUP�RI�probing³�LW
LQYROYHV�XVLQJ�D�FRPSXWHU�V\VWHP�LQ�ZD\V�WKDW�DUH�DOORZHG��EXW�QRW�QHF�
HVVDULO\�LQWHQGHG��:LWK�WKLV�WHFKQLTXH��KRZHYHU��VSHFLDOO\�GHYHORSHG�VRIW�
ZDUH�LV�XVHG�E\�WKH�DWWDFNHU�IRU�WKH�H[SUHVV�SXUSRVH�RI�FDUU\LQJ�RXW�WKH
probing��7KH�XVH�RI�VXFK�malicious software�LQ�probing�PDNHV�WKLV�WHFKQLTXH
XQLTXH�DQG�VLJQLILFDQW�

7KH�Trojan horse��$QFLHQW�*UHHN�P\WKRORJ\�VXSSOLHV�XV�ZLWK�WKH�VWRU\�RI
WKH�7URMDQ�KRUVH��ZKLFK�ZKHQ�EURXJKW�ZLWKLQ�WKH�IRUWLILHG�ZDOOV�RI�7UR\�
RSHQHG�WR�UHYHDO�KRVWLOH�*UHHN�VROGLHUV��ZKR�DWWDFNHG�WKH�FLW\·V�GHIHQVHV
IURP� ZLWKLQ�� 7KH� WHUP� Trojan horse� IRU� VRIWZDUH� LV� ZLGHO\� DWWULEXWHG� WR
'DQLHO�(GZDUGV� >6$/7��@��DQ�HDUO\�computer security�SLRQHHU��DQG� LW�KDV
EHFRPH�VWDQGDUG�LQ�computer security��/LNH�LWV�P\WKRORJLFDO�FRXQWHUSDUW��LW
VLJQLILHV� D� WHFKQLTXH� IRU� DWWDFNLQJ� D� V\VWHP� IURP� ZLWKLQ�� UDWKHU� WKDQ
VWDJLQJ�D�IURQWDO�DVVDXOW�RQ�ZHOO�PDLQWDLQHG�EDUULHUV��+RZHYHU��LW�GRHV�VR
ZLWKRXW� FLUFXPYHQWLQJ�QRUPDO� V\VWHP� FRQWUROV� �LQ� WKH� VDPH�PDQQHU� LQ
ZKLFK�WKH�7URMDQV�RSHQHG�WKH�GRRUV�RI�WKH�FLW\�WR�EULQJ�LQ�WKH�KRUVH���$
Trojan horse� LV� D�SURJUDP�ZKRVH� H[HFXWLRQ� UHVXOWV� LQ�XQGHVLUHG� VLGH� HI�
IHFWV��JHQHUDOO\�XQDQWLFLSDWHG�E\�WKH�XVHU��$�Trojan horse�ZLOO�PRVW�RIWHQ
DSSHDU� WR�SURYLGH�VRPH�GHVLUHG�RU� ´QRUPDOµ� IXQFWLRQ�� ,Q�RWKHU�ZRUGV�� D
Trojan horse�ZLOO�JHQHUDOO\�KDYH�ERWK�DQ�RYHUW�IXQFWLRQ��WR�VHUYH�DV�D�OXUH
WR� DWWUDFW� WKH� SURJUDP� LQWR�XVH� E\� DQ�XQVXVSHFWLQJ�XVHU�� DQG� D� FRYHUW
IXQFWLRQ��WR�SHUIRUP�FODQGHVWLQH�DFWLYLWLHV��
7KH� RYHUW� RU� ´OXUHµ� IXQFWLRQ� RI� D� Trojan horse� FDQ�� IRU� H[DPSOH�� EH

PDWKHPDWLFDO� OLEUDU\� URXWLQHV�� ZRUG� SURFHVVLQJ� SURJUDPV�� FRPSXWHU
JDPHV�� FRPSLOHUV�� RU� DQ\�SURJUDP� WKDW�PLJKW� EH�ZLGHO\� XVHG� DW� DQ� LQ�
VWDOODWLRQ��%HFDXVH� WKHVH�SURJUDPV�DUH�H[HFXWLQJ�RQ�EHKDOI�RI� WKH�XVHU�
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WKH\�DVVXPH�DOO�DFFHVV�SULYLOHJHV�WKDW�WKH�XVHU�KDV��7KLV�JLYHV�WKH�FRYHUW
IXQFWLRQ�DFFHVV�WR�DQ\�LQIRUPDWLRQ�WKDW�LV�DYDLODEOH�WR�WKH�XVHU�
7KH�FRYHUW�IXQFWLRQ�LV�H[HUFLVHG�FRQFXUUHQWO\�ZLWK�WKH�OXUH�IXQFWLRQ��$Q

H[DPSOH�RI�WKLV�NLQG�RI�malicious software�PLJKW�EH�D�WH[W�HGLWRU�SURJUDP
WKDW� OHJLWLPDWHO\� SHUIRUPV� HGLWLQJ� IXQFWLRQV� IRU� WKH� XQVXVSHFWLQJ� XVHU
ZKLOH� EURZVLQJ� WKURXJK� KLV� GLUHFWRULHV� ORRNLQJ� IRU� LQWHUHVWLQJ� ILOHV� WR
FRS\��$WWDFNHUV�KDYH�XVHG�VHHPLQJO\�KDUPOHVV� FRPSXWHU� JDPHV� �IRU� H[�
DPSOH��EDFNJDPPRQ��WR�VHW�DOO�RI�WKH�SOD\HU·V�ILOHV�WR�´ZRUOG�UHDGµ�VR�WKH
JDPH·V� DXWKRU� FDQ� FRS\� WKH� ILOHV� ZLWKRXW� WKH� NQRZOHGJH� RI� WKH� ILOHV·
RZQHU�
7KLV� LV� D� SDUWLFXODUO\� HIIHFWLYH� RSWLRQ� IRU� WKH� DWWDFNHU� GXH� WR� WKH� IDFW

WKDW�DV�IDU�DV�DQ\�LQWHUQDO�SURWHFWLRQ�PHFKDQLVP�RI�WKH�FRPSXWHU�V\VWHP
LV�FRQFHUQHG�� WKHUH�DUH�QR� ´LOOHJDOµ�DFWLRQV� LQ�SURJUHVV��7KH�Trojan horse
�IRU�H[DPSOH��WH[W�HGLWRU��LV�VLPSO\�D�XVHU�SURJUDP��H[HFXWLQJ�LQ�XVHU�DG�
GUHVV�VSDFH��DFFHVVLQJ�XVHU� ILOHV��SHUIRUPLQJ�SHUIHFWO\� OHJLWLPDWH�V\VWHP
VHUYLFH�UHTXHVWV�VXFK�DV�JLYLQJ�DQRWKHU�XVHU� �IRU�H[DPSOH�� WKH�DWWDFNHU�
FRSLHV�RI�ILOHV�
$Q�H[DPSOH� FRPHV� IURP� WKH� VHFXULW\� WHVW� RI� DQ�$LU�)RUFH� V\VWHP� WKDW

ZDV�XVHG�WR�SURFHVV�VHQVLWLYH�LQIRUPDWLRQ�LQ�WKH�HDUO\�����V��7KH�LQVWDO�
ODWLRQ�LQ�TXHVWLRQ�ZDV�SURFHVVLQJ�FODVVLILHG�PDJQHWLF�WDSHV�XVLQJ�D�FRP�
SXWHU� DQG� RSHUDWLQJ� V\VWHP� WKDW� ZHUH� ZLGHO\� NQRZQ� IRU� WKH� HDVH� ZLWK
ZKLFK�D�KRVWLOH� LQGLYLGXDO� FRXOG�DFFHVV�DQ\� LQIRUPDWLRQ�SURFHVVHG�� 7KH
LQVWDOODWLRQ·V�VROXWLRQ�ZDV�WR�XVH�RQO\�D�VHOHFWHG�VHW�RI�SURJUDPV�WR�SURF�
HVV� WKH� FODVVLILHG� WDSHV��ZKLOH� DQ\�XVHU�ZDV�DOORZHG� WR� VXEPLW� DQ\�XQ�
FODVVLILHG�SURJUDP�WKDW�KH�RU�VKH�ZLVKHG��7KH�SURJUDPV�XVHG�WR�SURFHVV
WKH� FODVVLILHG� WDSHV�QRW� RQO\�GLG� WKH� UHTXLVLWH� SURFHVVLQJ�� EXW� DOVR� WRRN
VSHFLDO�SUHFDXWLRQV� WR� ODEHO� WKH� FODVVLILHG� LQIRUPDWLRQ� WKDW� DSSHDUHG� RQ
WKH�OLQH�SULQWHUV��7KH\�HYHQ�HUDVHG�WKH�PDLQ�PHPRU\�DUHDV�WKDW�KDG�EHHQ
XVHG� WR� VWRUH� WKH� VHQVLWLYH� GDWD� EHIRUH� WHUPLQDWLQJ� SURFHVVLQJ� DQG� UH�
WXUQLQJ�WKH�PHPRU\�DUHDV�WR�WKH�RSHUDWLQJ�V\VWHP�IRU�UHDOORFDWLRQ�
$�VHFXULW\�WHVW�WHDP��D�tiger team��UHDOL]HG�WKDW�WKH�FODVVLILHG�SURFHVVLQJ

SURJUDPV�FRXOG�EH�XVHG�WR�HDVH�WKH�DWWDFNHU·V�MRE��%\�H[SORLWLQJ�WKH�RSHU�
DWLQJ�V\VWHP·V�ZHDNQHVVHV�WR�DFFHVV� LW�� WKH\�PRGLILHG�WKH�SURJUDP�XVHG
WR� SULQW� WKH� FRQWHQWV� RI� D� FODVVLILHG�PDJQHWLF� WDSH� WR� VHUYH� DV� D�Trojan
horse��7KH�Trojan horse�SURJUDP�FRPSOHWHG�WKH�SULQW�MRE�ZKHQ�UHTXHVWHG�
EXW�DOVR�KLG�D�FRS\�RI�WKH�FODVVLILHG�GDWD��OLJKWO\�HQFU\SWHG��LQ�DQ�´LQYLVL�
EOHµ�ORFDWLRQ�RQ�GLVN��$�ODWHU�XQFODVVLILHG�MRE�FRXOG�EH�VXEPLWWHG�WR�UHDG
WKH� KLGGHQ� GDWD�� SULQW� LW� RXW� �VWLOO� HQFU\SWHG�� IRU� D�PHPEHU� RI� WKH� tiger
team��DQG�HUDVH�WKH�KLGGHQ�FRS\��,Q�WKLV�FDVH��D�VHFXULW\�VROXWLRQ�DFWXDOO\
PDGH�D�VHFXULW\�SUREOHP�ZRUVH��VLQFH�WKH�XVH�RI�WKH�FODVVLILHG�SURFHVVLQJ
SURJUDPV�VHUYHG� WR� ORFDWH�DQG�VDYH� IRU� WKH� tiger team� H[DFWO\� WKRVH� ILOHV
DQG�MREV�WKDW�WKH\�ZLVKHG�WR�VWHDO�
7R�UHLQIRUFH�WKH�VXEWOH�QDWXUH�RI�Trojan horses�DQG�WKH�UHDOLW\�RI�WKH�RS�

SRUWXQLWLHV�WR�SODQW�WKHP��WKH�LQWHUHVWHG�UHDGHU�VKRXOG�UHDG�WKH�VWRU\�E\
.HQ� 7KRPSVRQ� >7+20��@�� RQH� RI� WKH� FRGHYHORSHUV� RI� 8QL[�� RI� ZKDW� KH
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GHVFULEHV�DV�´WKH�FXWHVW�SURJUDP�>KH@�HYHU�ZURWH�µ�7KLV�SURJUDP�LV�D�Tro-
jan horse�WKDW�KH�LQWURGXFHG�LQWR�WKH�&�FRPSLOHU��:KHQ�WKH�Trojan horse�LQ
WKH�&�FRPSLOHU�GHWHUPLQHG�WKDW�LW�ZDV�FRPSLOLQJ�WKH�´ORJLQµ�FRGH�IRU�WKH
8QL[� RSHUDWLQJ� V\VWHP�� LW� ZRXOG� JHQHUDWH� FRGH� WR� DFFHSW� QRW� RQO\� WKH
YDOLG�SDVVZRUG�EXW�DOVR�D�IL[HG�SDVVZRUG�WKDW�KH�KDG�SUHYLRXVO\�VHOHFWHG
DQG�EXLOW�LQWR�WKH�Trojan horse��+H�DOVR�SODQWHG�DQRWKHU�Trojan horse�LQ�WKH
FRPSLOHU��7KLV�Trojan horse�DGGHG�WKH�FRGH�IRU�WKH�WZR�Trojan horses�WR�WKH
REMHFW�FRGH�HDFK�WLPH�LW�UHFRPSLOHG�VXEVHTXHQW�YHUVLRQV�RI�WKH�FRPSLOHU�
ZLWKRXW�WKH�Trojan horse�FRGH�KDYLQJ�WR�EH�SUHVHQW�LQ�WKH�FRPSLOHU�VRXUFH
FRGH��,Q�WKLV�ZD\��KH�ZDV�DEOH�WR�FRYHU�KLV�WUDFNV�IRU�\HDUV��ZKLOH�KLV�HP�
SOR\HU�SRVVLEO\�FRQWLQXHG� WR�XQNQRZLQJO\�FUDQN�RXW� FRSLHV� RI� WKH�RSHU�
DWLQJ�V\VWHP�DQG�FRPSLOHU�FRQWDLQLQJ�KLV�Trojan horses�
:KLOH�RXU�VWDEOH�IXOO�RI�Trojan horses�PD\�VHHP�TXLWH�GLIIHUHQW�IURP�WKH

QHWZRUN�$GYHQWXUH�RU�SDVVZRUG�H[SORLWDWLRQ�FLWHG�DERYH��WKHUH�LV�D�WHFK�
QLFDO�SRLQW�WKDW�DOO�WKUHH�FDVHV�KROG�LQ�FRPPRQ��7KDW�LV��MXVW�DV�RQH�FDQ
JXHVV�D�SDVVZRUG�RU� UHDG�DQ�XQSURWHFWHG� ILOH�ZLWKRXW�GRLQJ� YLROHQFH� WR
WKH�PHFKDQLVP� RI� WKH� XQGHUO\LQJ� FRPSXWHU� DQG� RSHUDWLQJ� V\VWHP�� RQH
FDQ�LQVWDOO�D�Trojan horse� LQ�D�SURJUDP�WKDW�ZLOO�EH�XVHG�E\�DQ�LQWHQGHG
YLFWLP�� DQG� WKDW�Trojan horse� FDQ� IXQFWLRQ�ZLWKLQ� WKH� QRUPDO� UXOHV� DQG
PHFKDQLVPV�RI�WKH�FRPSXWHU�DQG�LWV�RSHUDWLQJ�V\VWHP��%\�LVVXLQJ�RSHU�
DWLQJ� V\VWHP�GLUHFWLYHV� WR� UHVHW� WKH�DFFHVV� FRQWUROV� RQ�D� ILOH� RU�PDNH� D
QHZ�FRS\�� WKH�Trojan horse�FDQ�WDNH�DGYDQWDJH�RI�VWDQGDUG�PHFKDQLVPV
WR�GR�LWV�GLUW\�ZRUN�ZLWKRXW�GHWHFWLRQ�
7ZR�WKLQJV�PDNH�Trojan horses�SDUWLFXODUO\�DWWUDFWLYH�WR�WKH�KRVWLOH�DW�

WDFNHU�� )LUVW�� DV� D� SUDFWLFDO� PDWWHU�� WKHUH� LV� QR� HIIHFWLYH� SURFHGXUH� IRU
GHWHFWLQJ�ZKHWKHU�D�SLHFH�RI�VRIWZDUH�FRQWDLQV�D�Trojan horse��HVSHFLDOO\�LI
WKH� GHVLJQHU� GHYRWHG� D� UHDVRQDEOH� HIIRUW� WR� KLGH� LW�� 6HFRQG�� DOPRVW� DOO
FRPSXWHU� XVHUV� DUH� FRPSHOOHG� WR� XVH� VRIWZDUH� �IRU� H[DPSOH�� RSHUDWLQJ
V\VWHPV�DQG�DSSOLFDWLRQ�SURJUDPV��GHYHORSHG�E\�SHUVRQV�FRPSOHWHO\�XQ�
NQRZQ� WR� WKHP��7KH� URXWH� WKLV� VRIWZDUH� WDNHV� WR� WKH�XVHU�SURYLGHV�QX�
PHURXV�RSSRUWXQLWLHV�IRU�LQVHUWLRQ�RI�D�Trojan horse�

9LUXVHV�� WLPH�ERPEV�� ORJLF�ERPEV��DQG�ZRUPV��7KHVH� IRXU�H\H�FDWFKLQJ
QDPHV�KDYH�UHFHLYHG�VRPH�QRWRULHW\�LQ�WKH�SRSXODU�SUHVV�LQ�WKH�SDVW�IHZ
\HDUV��$FWXDOO\�� WKHVH�DUH� IRXU� W\SHV�RI�Trojan horses��ZLWK� VSHFLDO� FKDU�
DFWHULVWLFV�
$�YLUXV�LV�D�VHOI�UHSOLFDWLQJ�Trojan horse�WKDW�DWWDFKHV�LWVHOI�WR�RWKHU�SUR�

JUDPV�LQ�RUGHU�WR�EH�H[HFXWHG��7KLV�PHWKRG�RI�VHOI�UHSOLFDWLRQ�E\�DWWDFK�
LQJ� WR� DQRWKHU� SURJUDP� WR� EH� H[HFXWHG� LV� WKH� SULPDU\� GLVWLQJXLVKLQJ
IHDWXUH�RI� D� YLUXV��7KH�SULPDU\� FRYHUW� IXQFWLRQ�RI� VRPH�YLUXVHV�PD\�EH
VLPSO\�WR�UHSOLFDWH�DQG�VSUHDG��SHUIRUPLQJ�QR�RWKHU�KDUPIXO�DFWLRQ��+RZ�
HYHU��RWKHUV�PD\�WDNH�VXFK�DFWLRQV�DV� WR�PRGLI\��FRS\��RU�GHVWUR\�RWKHU
ILOHV�RU�HQWLUH�GLVNV��9LUXVHV�DUH�FDUULHG� IURP�RQH�SHUVRQDO�FRPSXWHU� WR
DQRWKHU� E\� XQVXVSHFWLQJ� XVHUV� VKDULQJ� VRIWZDUH� WKDW� KDV� DOUHDG\� EHHQ
LQIHFWHG��7KH\�VSUHDG�DPRQJ�RWKHU�FRPSXWHU�V\VWHPV� LQ�D�VLPLODU�PDQ�



�� ,QIRUPDWLRQ�6HFXULW\

QHU�YLD�QHWZRUNV��1RWH�WKDW�D�YLUXV·V�PHWKRG�RI�UHSOLFDWLRQ�E\�DWWDFKLQJ
LWVHOI� WR� DQRWKHU� SURJUDP� LV�� LQ� LWVHOI�� DQ� XQDXWKRUL]HG� PRGLILFDWLRQ� RI
GDWD��WKH�SURJUDP�WR�ZKLFK�LW�LV�DWWDFKHG��
6LQFH� HDFK� FRS\� RI� D� YLUXV� PD\� UHSOLFDWH� LWVHOI�� D� YLUXV·V� DELOLW\� WR

VSUHDG�TXLFNO\�LV�RQH�RI�LWV�PRVW�GLVWLQFWLYH�TXDOLWLHV��)RU�H[DPSOH��VXS�
SRVH�RQH�FRS\�RI�D�YLUXV�LV�LQWURGXFHG�LQWR�D�V\VWHP�WKURXJK�WKH�H[HFX�
WLRQ�RI�DQ�LQIHFWHG�WH[W�HGLWRU��,I�WKDW�YLUXV�LV�DEOH�WR�DWWDFK�LWVHOI�WR�D�QHZ
SURJUDP�MXVW�RQFH�SHU�GD\��DQG�HDFK�RI� LWV�FRSLHV�GRHV� OLNHZLVH��DIWHU�D
ZHHN�WKHUH�ZLOO�EH�PRUH�WKDQ����FRSLHV��$IWHU�DERXW�D�PRQWK��WKHUH�ZLOO
EH�DURXQG�D�ELOOLRQ�FRSLHV��$OWKRXJK�WKLV�LV�QRW�RXU�VHULRXV�SUHGLFWLRQ��LW
LV�LQWHUHVWLQJ�WR�QRWH�WKDW�DW�WKH�UDWH�FXUUHQWO\�LGHQWLILHG�YLUXVHV�VHHP�WR
EH�VSUHDGLQJ��E\������HYHU\�FRPSXWHU�LQ�H[LVWHQFH�FRXOG�SRWHQWLDOO\�KDYH
D�YLUXV���'R�QRW�EH�RYHUO\�IULJKWHQHG��KRZHYHU��DV�WKLV�ERRN�ZLOO�GHVFULEH
WKH�WHFKQRORJ\�IRU�DUUHVWLQJ�Trojan horses�� LW� LV�RQO\�QHFHVVDU\�WR�HPSOR\
LW��
$�WLPH�ERPE�LV�VLPSO\�D�Trojan horse�VHW�WR�WULJJHU�DW�D�SDUWLFXODU�WLPH�

)RU�H[DPSOH��WLPH�ERPEV�KDYH�EHHQ�VHW�WR�WULJJHU�RQ�)ULGD\�WKH���WK�DQG
RQ�WKH�DQQLYHUVDU\�RI�HYHQWV�WKDW�ZHUH�VLJQLILFDQW�WR�WKH�DWWDFNHU�
$� ORJLF� ERPE� LV� D�Trojan horse� VHW� WR� WULJJHU�XSRQ� WKH� RFFXUUHQFH� RI� D

SDUWLFXODU� ORJLFDO� HYHQW�� )RU� H[DPSOH�� WKH� Trojan horse� PLJKW� EH� VHW� WR
WULJJHU�DW�WKH�ZRUVW�SRVVLEOH�WLPH��$Q�HYHQW�VXFK�DV�WKH�QHHG�WR�FRUUHFW�D
WHPSHUDWXUH�LPEDODQFH�LQ�D�SRZHU�SODQW�PLJKW�WULJJHU�D�ORJLF�ERPE�WKDW
PRGLILHV�GDWD�WR�PDNH� WKH� LPEDODQFH�ZRUVH��$QRWKHU�H[DPSOH�RI�D� ORJLF
ERPE� LV� D� ´OHWWHU� ERPEµ� ³� FRQWDLQHG� LQ� HOHFWURQLF� PDLO� DQG� WULJJHUHG
ZKHQ�WKH�PDLO�LV�UHDG�
$QRWKHU�IRUP�RI�Trojan horse�LV�NQRZQ�DV�D�ZRUP��$�ZRUP�LV�D�SURJUDP

WKDW�GLVWULEXWHV�PXOWLSOH�FRSLHV�RI�LWVHOI�ZLWKLQ�D�V\VWHP�RU�DFURVV�D�GLV�
WULEXWHG� V\VWHP�HLWKHU� WKURXJK� WKH� H[HUFLVH� RI� D� IODZ� WKDW� SHUPLWV� LW� WR
VSUHDG�RU�WKURXJK�QRUPDOO\�SHUPLWWHG�DFWLRQV��IRU�H[DPSOH��PDLOLQJ�FRS�
LHV�RI�LWVHOI�WR�RWKHU�V\VWHPV��FRPSLOLQJ�WKHP�RQ�WKH�UHPRWH�V\VWHPV��DQG
LQLWLDWLQJ� WKHLU� H[HFXWLRQ��� 2QFH� LQ� SODFH�� WKH� ZRUP�PD\� DWWDFN� LQ� DQ\
QXPEHU� RI�ZD\V�� WKURXJK� WKH�PHWKRGV� GHVFULEHG� DERYH� RU� LQ� WKH� SDUD�
JUDSKV�EHORZ��$�JRRG�H[DPSOH�RI�D�ZRUP�LQ�DFWLRQ�LV�WKH�´,QWHUQHW�ZRUPµ
>63$)��@��LW�LQYDGHG�D�ODUJH��QDWLRQZLGH�QHWZRUN�RI�FRPSXWHUV�FDOOHG�WKH
,QWHUQHW��VSUHDGLQJ�WR�WKRXVDQGV�RI�PDFKLQHV�DQG�GLVUXSWLQJ�QRUPDO�DF�
WLYLWLHV� DQG� FRQQHFWLYLW\� RI� WKH�PDFKLQHV� IRU� VHYHUDO� GD\V�� )RUWXQDWHO\�
WKH� SULPDU\� REMHFWLYH� RI� WKLV� ZRUP� ZDV� VLPSO\� WR� VSUHDG� WR� PRUH� PD�
FKLQHV��UDWKHU�WKDQ�WR�GR�DQ\�SDUWLFXODU�GDPDJH�RQFH�LW�ZDV�HVWDEOLVKHG
RQ�D�QHZ�PDFKLQH��2WKHUZLVH��WKH�GDPDJH�ZRXOG�KDYH�EHHQ�IDU�PRUH�VLJ�
QLILFDQW�

'LUHFW�penetration��Probing UHOLHV�RQ�WKH�IDFW�WKDW�D�FRPSXWHU·V�VHFXULW\
FRQWUROV� DUH� EHLQJ� XVHG� VORSSLO\�� RU� WKDW� WKH� FRQWUROV� DUH� VR� SRRUO\� GH�
VLJQHG� WKDW� D� XVHU� FDQQRW� FRQWURO� WKH� VKDULQJ� RI� LQIRUPDWLRQ� LQ� D� ZD\
WKDW�FRUUHVSRQGV�WR�KLV�RU�KHU�QHHGV��Penetration��LQ�FRQWUDVW��LQYROYHV�WKH
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E\SDVVLQJ�RI�LQWHQGHG�VHFXULW\�FRQWUROV��,Q�PDQ\�FDVHV��DQ�DWWDFNHU�ILQGV
D�VLQJOH�IODZ�LQ�WKH�LPSOHPHQWDWLRQ�RI�DQ�RSHUDWLQJ�V\VWHP�RU�KDUGZDUH�
ZULWHV�D�SURJUDP��DQG�KDV�WKH�HQWLUH�FRPSXWHU�DW�KLV�RU�KHU�FRPPDQG�

Penetration W\SLFDOO\�LQYROYHV�WKH�XVH�RI�malicious softwareVXFK�DV�D�Tro-
jan horse��WR�FRQILUP�DQG�H[SORLW�WKH�IODZ��,W�LV�QRW�QHFHVVDULO\�GLIILFXOW�RU
FRVWO\��7KUHH�KLVWRULFDO�H[DPSOHV�ZLOO�LOOXVWUDWH�WKH�SRLQW�

7KH�EHVW� LV�QRW� JRRG� HQRXJK��+RQH\ZHOO� ,QIRUPDWLRQ�6\VWHPV�DQG�0,7
FRQGXFWHG�D�FRRSHUDWLYH�UHVHDUFK�SURMHFW�GXULQJ�WKH�ODWH�����V�DQG�HDUO\
����V� WR� GHYHORS� WKH� 0XOWLSOH[HG� ,QIRUPDWLRQ� DQG� &RPSXWLQJ� 6HUYLFH
�0XOWLFV���7KLV�WLPH�VKDULQJ�V\VWHP�LQFRUSRUDWHG�KDUGZDUH�DQG�RSHUDWLQJ
V\VWHP�VRIWZDUH�´GHVLJQHG�ZLWK�VHFXULW\�LQ�PLQGµ�DQG�ZDV�ZLGHO\�WRXWHG
DV�WKH�PRVW�VHFXUH�RSHUDWLQJ�V\VWHP�RI� LWV� WLPH��$Q�$LU�)RUFH� tiger team
ZDV�HYDOXDWLQJ�0XOWLFV� >.$5*��@� DV� D� FDQGLGDWH� IRU�XVH� LQ� D� 3HQWDJRQ
DSSOLFDWLRQ�ZKHUH�WKH�FRPSXWHU�LWVHOI�ZRXOG�EH�UHTXLUHG�WR�SURWHFW�VHQVL�
WLYH�LQIRUPDWLRQ�IURP�DXWKRUL]HG�V\VWHP�XVHUV�ZKR�ZHUH�QRW�´FOHDUHGµ�WR
VHH�DOO�WKH�LQIRUPDWLRQ�LQ�WKH�FRPSXWHU��2QO\�WKH�0XOWLFV�RSHUDWLQJ�V\V�
WHP�ZRXOG� VWDQG� EHWZHHQ� FODVVLILHG� LQIRUPDWLRQ� DQG� XVHUV� ZLWKRXW� WKH
FOHDUDQFHV�WR�VHH�LW�
,Q� H[DPLQLQJ� WKH� 0XOWLFV� RSHUDWLQJ� V\VWHP� SURJUDPV�� WKH� tiger team

IRXQG� RQH� SODFH� ZKHUH� DQ� RUGLQDU\� XVHU� SURJUDP� FRXOG� EUDQFK� WR� DQ\
ORFDWLRQ�LQ�D�VXSHUYLVRU\��H[HFXWLYH�PRGH��SURJUDP��6XFK�LQVWDQFHV�ZHUH
IRUELGGHQ� E\� WKH�0XOWLFV� GHVLJQ� FRQFHSWV�� EXW� WKH� LPSOHPHQWDWLRQ� KDG
PDGH�WKLV�SURJUDP�GLUHFWO\�DFFHVVLEOH� IRU�UHDVRQV�RI�HIILFLHQF\��7KH� tiger
team� H[DPLQHG� WKH� SURJUDP� OLVWLQJV� DQG� IRXQG� WZR� LQVWUXFWLRQV� WKDW
ZRXOG� VWRUH� D�ZRUG� DW� DQ\� ORFDWLRQ� WKH\� VSHFLILHG�� WKHQ� UHWXUQ� WR� WKHLU
SURJUDP�� 7KH�SULYLOHJHV� RI� WKH� VXSHUYLVRU\� SURJUDP�ZHUH� VXFK� WKDW� WKH
VWRUH�LQVWUXFWLRQ�FRXOG�RSHUDWH�HYHQ�RQ�WKH�SURJUDPV�RU�GDWD�XVHG�E\�WKH
RSHUDWLQJ�V\VWHP�LWVHOI�
7KH� tiger team�DOVR� IRXQG�D�SODFH�ZKHUH�0XOWLFV� ILUVW�FKHFNHG�D�XVHU·V

DXWKRUL]DWLRQ�IRU�DFFHVV�WR�D�ILOH�DQG��ZKHQ�WKH�UHTXHVW�SURYHG�YDOLG��H[H�
FXWHG�WKH�UHTXHVW��+RZHYHU�� LQ� WKLV�FDVH�� WKH�XVHU�FRXOG�FKDQJH�WKH�UH�
TXHVW� DIWHU� WKH� YDOLGLW\� FKHFN� DQG� EHIRUH� WKH� H[HFXWLRQ� RI� WKH� UHTXHVW�
$JDLQ��WKH�vulnerability FRXOG�EH�H[SORLWHG�WR�RSHUDWH�RQ�DQ\�LQIRUPDWLRQ�LQ
WKH�FRPSXWHU�
7KH�tiger team�WHVWHG�WKH�ILUVW�DSSDUHQW�vulnerability RQ�DQ�$LU�)RUFH�ODER�

UDWRU\� FRPSXWHU�� WKHQ� WULHG� LW� RQ� WKH�0XOWLFV� GHYHORSPHQW� FRPSXWHU� DW
0,7�� 7KH\� ZHUH� DEOH� WR� XVH� D� VPDOO� ´KROHµ� LQ� WKH� RSHUDWLQJ� V\VWHP� WR
FKDQJH�WKH�DFFHVV�SULYLOHJHV� IRU�D�penetration MRE�DQG�JDLQ�FRPSOHWH�DQG
XQUHVWULFWHG� DFFHVV� WR� DQ\� LQIRUPDWLRQ� RQ� WKH� FRPSXWHU�� 6SHFLILFDOO\�
WKH\�ZHUH�DEOH�WR�FKDQJH�WKH�´XVHU�,'µ�IRU�WKHLU�SURFHVV�IURP�WKDW�RI�DQ
RUGLQDU\�XVHU�WR�WKDW�RI�WKH�V\VWHP�PDQDJHU�ZKR�PDLQWDLQHG�WKH�V\VWHP
SURJUDPV�DQG�ILOHV��*LYHQ�WKLV�OHYHO�RI�DFFHVV��WKH�tiger team�KDG�HIIHFWLYH
RZQHUVKLS�RI�WKH�0,7�0XOWLFV�FRPSXWHU�
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2QFH� WKH\� KDG� D� ZD\� WR� penetrate 0XOWLFV�� WKH� tiger team� SURYLGHG� D
QXPEHU�RI�DGGLWLRQDO�GHPRQVWUDWLRQV�RI�WKH�WKRURXJKQHVV�RI�WKHLU�ZRUN�
�7KHVH�ZLOO�EH�GHVFULEHG�LQ�D�ODWHU�VHFWLRQ��

:KHQ�WKH�KDUGZDUH�LV�VRIW��$�PDMRU�FRQFHUQ�LQ�computer security GXULQJ
WKH�ODWH�����V�DQG�HDUO\�����V�GHDOW�ZLWK�VHFXULW\�UHODWHG�KDUGZDUH�IODZ
V��7KHUH�ZDV�D�IHDU�LQ�WKDW�HUD�WKDW�SURFHVVRU�KDUGZDUH�PLJKW�IDLO�LQ�VXFK
D�ZD\�WKDW�WKH�SURFHVVRU�ZRXOG�NHHS�UXQQLQJ�EXW�VHFXULW\�UHODWHG�KDUG�
ZDUH�FKHFNV�ZRXOG�QR�ORQJHU�EH�PDGH��)RU�H[DPSOH��WKH�IDLOHG�KDUGZDUH
PLJKW�DOORZ�D�SULYLOHJHG�LQVWUXFWLRQ�WR�EH�H[HFXWHG�IURP�D�XVHU�SURJUDP�
7KH�SHRSOH�ZKR�K\SRWKHVL]HG�WKH�SUREOHP�DOVR� LQYHQWHG�D� IRUP�RI�VROX�
WLRQ��$Q�XQSULYLOHJHG�� LQWHUDFWLYH�SURJUDP�WKH\�FDOOHG�´6XEYHUWHUµ�ZRXOG
FKHFN� SHULRGLFDOO\� WR� VHH� LI� DQ\� VHFXULW\�UHODWHG� KDUGZDUH� IDLOXUHV� KDG
RFFXUUHG�DQG��LI�WKH\�KDG��VRXQG�D�VXLWDEOH�DODUP�
7KH� tiger team�WKDW�penetrated 0XOWLFV�GHYHORSHG�WKH�6XEYHUWHU�SURJUDP

WR�FKHFN�IRU�IODZV�LQ�WKH�0XOWLFV�SURFHVVRU��7KLV�SURJUDP�ZRXOG�DZDNHQ
RQFH�HYHU\�PLQXWH�RU�VR�DQG�WU\�D�IHZ�LOOHJDO�RSHUDWLRQV��WKHQ�JR�EDFN�WR
VOHHS�� 7KH� LOOHJDO� RSHUDWLRQV� UDQJHG� IURP� FRPPRQSODFH� WR� REVFXUH� DQG
ZHUH�FKRVHQ�WR�LQYRNH�WKH�FRPSOH[LW\�RI�WKH�0XOWLFV�SURFHVVRU�KDUGZDUH�
7KHVH�WHVWV�LQFOXGHG

�� WU\LQJ�WR�UXQ�SULYLOHJHG�LQVWUXFWLRQV�
�� DWWHPSWLQJ�WR�YLRODWH�UHDG�DQG�ZULWH�SHUPLVVLRQ�RQ�VHJPHQWV�
�� WHVWLQJ�RI�DOO�LQVWUXFWLRQV�PDUNHG�LOOHJDO��DQG
�� WDNLQJ�RXW�RI�ERXQGV�IDXOWV�RQ�]HUR�OHQJWK�VHJPHQWV�

'XULQJ�VHYHUDO�KXQGUHG�KRXUV�RI�H[HFXWLRQ�ZKLOH�WKH� tiger team’s�PHP�
EHUV� ZHUH� XVLQJ� 0XOWLFV�� 6XEYHUWHU� QHYHU� GHWHFWHG� D� VHFXULW\�UHODWHG
KDUGZDUH�IDLOXUH��:KHQ�WKH�KDUGZDUH�EURNH��WKH�V\VWHP�ZHQW�GRZQ��DQG
WKHUH�ZDV�QR�RSSRUWXQLW\� IRU�VXEWOH�VHFXULW\�H[SORLWDWLRQ��7KH� tiger team
GLG��KRZHYHU��GLVFRYHU� WKDW�6XEYHUWHU�ZRXOG� RFFDVLRQDOO\� FUDVK�ZLWKRXW
DSSDUHQW�FDXVH�
2Q�LQYHVWLJDWLRQ��LW�EHFDPH�FOHDU�WKDW�6XEYHUWHU�ZDV�FUDVKLQJ�EHFDXVH

LWV� UHDG�RQO\� SURJUDP� VHJPHQW� ZDV� EHLQJ� PRGLILHG�� 7KH� WHVW� FDVH� WKDW
6XEYHUWHU�XVHG�IRU�LOOHJDO�PHPRU\�DFFHVV�ZDV�WR�WU\�WR�ZULWH�LQ�LWVHOI��DQG
LQ� WKHVH� FDVHV� LW� ZDV� VXFFHHGLQJ�� 7KH� FDXVH� ZDV� WUDFHG� WR� D� WHVW� WKDW
XVHG� D� FRPELQDWLRQ� RI� UHJLVWHU�� LQGH[HG�� DQG� LQGLUHFW� DGGUHVVLQJ� WKDW
VSDQQHG�VHYHUDO�RI�WKH�VHJPHQWV�WKDW�PDNH�XS�D�0XOWLFV�SURFHVV·V�YLUWXDO
PHPRU\��:KHQ�WKH�ORFDWLRQV�LQYROYHG�PHW�FHUWDLQ�UHTXLUHPHQWV��RQH�LQGL�
UHFW�DGGUHVV�ZRUG�KDG�WR�EH�LQ�ORFDWLRQ�WKUHH�RI�D�VSHFLILF�VHJPHQW�LQ�WKH
DGGUHVV�FKDLQ���WKH�LQVWUXFWLRQ�WKDW�VWDUWHG�WKH�RSHUDWLRQ�ZRXOG�VXFFHHG
ZLWKRXW�UHJDUG�WR�WKH�SURFHVV·V�DFFHVV�ULJKWV�IRU�WKH�ILQDO�WDUJHW�DGGUHVV�
:KHQ� WKH� WDUJHW� DGGUHVV�ZDV� LQ� WKH� UHDG�RQO\�6XEYHUWHU� FRGH� VHJPHQW�
6XEYHUWHU�´FOREEHUHG�LWVHOI�µ
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7KH�IODZ�WKDW�DOORZHG�6XEYHUWHU�WR�ZULWH�LQ�LWVHOI�ZDV�QRW�UDQGRP��(YHU\
WLPH�WKH�FRPELQDWLRQ�RI�DGGUHVVLQJ�PRGHV�LQYROYHG�ZDV�XVHG��WKH�SURE�
OHP�ZRXOG� RFFXU�� ,W� FRXOG� LQ� IDFW� EH� XVHG� WR� ZULWH� DQ\ZKHUH� LQ� YLUWXDO
PHPRU\� RQ� DQ\�0XOWLFV� SURFHVVRU�� 7KXV� WKH� KDUGZDUH� IODZ�ZDV� DV� H[�
SORLWDEOH�IURP�D�VHFXULW\�penetration VWDQGSRLQW�DV�DQ\�RI�WKH�IODZV�LQ�WKH
RSHUDWLQJ�V\VWHP�� ,W�ZDV�D�VSHFXODWLRQ� WKDW� WKHUH�PLJKW�EH� VXFK�D� IODZ
WKDW� FDXVHG� WKH� tiger team� WR�ZULWH�6XEYHUWHU� VR� WKDW� LW� HPSKDVL]HG� WKH
WHVWLQJ�RI�REVFXUH�DQG�FRPSOH[�LQVWUXFWLRQV�DQG�DGGUHVVLQJ�PRGHV��7KH
IODZ�ZDV�IRXQG�WR�KDYH�EHHQ�LQWURGXFHG�E\�D�ILHOG�FKDQJH�WR�WKH�SURFHV�
VRU�WKDW�KDG�WKH�VLGH�HIIHFW�RI�UHPRYLQJ�D�VSHFLDO�FDVH�VHFXULW\�FKHFN�
7KH�LPSOLFDWLRQV�RI�WKH�0XOWLFV�KDUGZDUH�vulnerability DUH�DV�IULJKWHQLQJ

DV�WKRVH�RI�WKH�VRIWZDUH�IODZV��7KH�GHVLJQHU�RI�D�VHFXUH�RSHUDWLQJ�V\VWHP
XVXDOO\�DVVXPHV�D�NQRZQ�KDUGZDUH�EDVH��,Q�WKLV�FDVH��WKH�KDUGZDUH�ZDV
´DOPRVWµ�ZKDW�ZDV�H[SHFWHG��EXW�WKH�GLIIHUHQFH�ZDV�FDSDEOH�RI�UHQGHULQJ
WKH�V\VWHP·V�FRQWUROV�LQHIIHFWLYH�

-RE�VHFXULW\�LQVWHDG�RI�computer security��$Q�HDUO\�LQVWDQFH�RI�penetration
LOOXVWUDWHV� WKH� WUHPHQGRXV� GLIILFXOWLHV� RI� penetration DQG� VHFXULW\� UHSDLU�
Penetrate and patch��DV�WKLV�ZDV�FDOOHG��ZDV�RQFH�WKRXJKW�WR�EH�DQ�HIIHFWLYH
VHFXULW\� PHWKRG�� EXW� LW� LV� QRZ� NQRZQ� WR� EH� XQUHOLDEOH�� ,Q� WKHRU\� RQH
FRXOG�WHVW�DOO�SRVVLEOH�SURJUDPV�WR�ILQG�DQ\�WKDW�OHG�WR�D�VHFXULW\�penetra-
tion��7KLV�PHWKRG�RI�H[KDXVWLRQ�ZRXOG�EH�HIIHFWLYH�LI�LW�ZHUH�SRVVLEOH��EXW
LW� LV� IDU�EH\RQG�WKH�UHDOP�RI� IHDVLELOLW\��)RU�DQ\�UHDO�FRPSXWHU�� LW�ZRXOG
WDNH�VR� ORQJ�WKDW�EHIRUH�WKH�penetration and patch�ZRUN�ZDV� ILQLVKHG�� WKH
VXQ�ZRXOG�OLWHUDOO\�KDYH�EXUQHG�RXW��(VVD\V���DQG���GHVFULEH�PRUH�SUR�
GXFWLYH� VFKHPHV� IRU� GHVLJQLQJ� DQG� GHPRQVWUDWLQJ� WKH� VHFXULW\� RI� FRP�
SXWHU� V\VWHPV�� 6HH� (VVD\� ��� IRU� DGGLWLRQDO� LQIRUPDWLRQ� RQ� penetration
testing�
$� ODUJH� DHURVSDFH� FRQWUDFWRU� RSHUDWHG� D� PDMRU� FRPSXWHU� FHQWHU� WKDW

ZDV�XVHG�WR�VXSSRUW�ERWK�JRYHUQPHQW�FRQWUDFWV�DQG�D�FRPPHUFLDO�VHUYLFH
EXUHDX��7KH�JRYHUQPHQW� FRQWUDFWV� UHTXLUHG� WKDW� WKH� FRQWUDFWRU� SURFHVV
FODVVLILHG�LQIRUPDWLRQ��ZKLOH�WKH�VHUYLFH�EXUHDX�KDG�D�ODUJH�SRSXODWLRQ�RI
FXVWRPHUV�ZKR�FRXOG�DFFHVV�WKH�FRPSXWHU�FHQWHU�E\�WHOHSKRQH�
7KH�FRQWUDFWRU�SURSRVHG�WR�DOORZ�WKH�VHUYLFH�EXUHDX�XVHUV�DFFHVV�WR�WKH

FRPSXWHU� WKDW�ZDV�SURFHVVLQJ�FODVVLILHG� LQIRUPDWLRQ�� ,W�ZDV�ZHOO�XQGHU�
VWRRG��E\�WKH�FRQWUDFWRU�DQG�JRYHUQPHQW�VHFXULW\�RIILFLDOV��WKDW�WKH�RSHU�
DWLQJ�V\VWHP�XVHG�E\�WKH�FRPSXWHU�FHQWHU�FRXOG�EH�penetrated E\�D�KRVWLOH
SURJUDPPHU��VR�WKH�FRQWUDFWRU�SURSRVHG�WR�IL[�WKH�V\VWHP·V�vulnerabilities�
7R� WKDW� HQG�� WKH� FRQWUDFWRU�DVVLJQHG�D� WHDP�RI� V\VWHP�SURJUDPPHUV� WR
UHYLHZ� WKH� RSHUDWLQJ� V\VWHP� FRGH�� ILQG� WKH� ZD\V� LQ� ZKLFK� WKH� FRQWUROV
FRXOG�EH�VXEYHUWHG��DQG�WKHQ�UHSDLU� WKH�vulnerabilities��7KH�WHDP�ODERUHG
IRU�VHYHUDO�PRQWKV�DQG�SURGXFHG�D�V\VWHP�WKDW�WKH\�SURQRXQFHG�VHFXUH�
$W� WKLV�SRLQW� WKH� JRYHUQPHQW�EURXJKW� LQ� DQ� LQGHSHQGHQW� tiger team� WR

DVVHVV�WKH�FRQWUDFWRU·V�ZRUN��7KH�WHDP�IRXQG��LQ�DERXW�WZR�ZHHNV��D�VHW
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RI�ZD\V� WR� JDLQ� FRQWURO� RI� WKH� FRPSXWHU� LQ� VXSHUYLVRU� VWDWH� DQG� REWDLQ
DFFHVV�WR�DQ\�ILOH�VWRUHG�RU�LQIRUPDWLRQ�SURFHVVHG�LQ�WKH�V\VWHP�
2QH�ZRXOG�WKLQN�WKDW�VXFK�DQ�LQFLGHQW�PLJKW�EH�WKH�HQG��EXW�WKH�FRQ�

WUDFWRU�UHVSRQGHG�E\�PRXQWLQJ�D�QHZ�WHDP�WKDW�ZDV�GLUHFWHG�WR�ILQG�DOO
WKH�UHPDLQLQJ�H[SRVXUHV�DQG�IL[�WKHP�DV�ZHOO��$IWHU�D�IHZ�PRUH�PRQWKV�
WKH� tiger team�ZDV�EURXJKW�EDFN�ZLWK�WKH�VDPH�TXLFN�DQG�VXFFHVVIXO�UH�
VXOWV�� 7KH� F\FOH�PD\� KDYH� EHHQ� UHSHDWHG� RQFH�PRUH�³� WKH� KLVWRU\� EH�
FRPHV�YDJXH�DURXQG�WKLV�SRLQW��+RZHYHU�� WKH�SRLQW� WKDW� LV�QRW�YDJXH� LV
WKDW�WKH�FRQWUDFWRU�HYHQWXDOO\�JDYH�XS��ERXJKW�D�VHSDUDWH�FRPSXWHU��DQG
VHFXUHG�LW�E\�ORFNLQJ�LW�XS��7KH�tiger team�OHIW�WKH�ILHOG�YLFWRULRXV�DIWHU�WKH
ILQDO�´JDPH�µ
1RWH��KRZHYHU��WKDW�WKLV�ZDV�D�UHODWLYHO\�KDSS\�HQGLQJ�RQO\�EHFDXVH�WKH

tiger team�ZDV�IRUWXQDWH�HQRXJK�WR�UHSHDWHGO\�ILQG�IODZV�ZLWK�OLWWOH�HIIRUW�
,I� WKH\�KDG�QRW�� LW�PD\�ZHOO� KDYH� EHHQ� WKH� FDVH� WKDW� WKH� V\VWHP�ZRXOG
KDYH�EHHQ�GHFODUHG�´VHFXUH�µ�DQG�WKH� IODZV�ZRXOG�KDYH�EHHQ� IRXQG�DQG
H[SORLWHG�RQO\�E\�PDOLFLRXV�DWWDFNHUV��ZKLOH�WKH�FRQWUDFWRU�DQG�WKH�JRY�
HUQPHQW�SURXGO\�XVHG�WKHLU�´VHFXUHµ�FRPSXWHU�

Subversion RI�VHFXULW\�PHFKDQLVP��Subversion RI�D�FRPSXWHU�V\VWHP·V
VHFXULW\�PHFKDQLVP� LQYROYHV� WKH� FRYHUW� DQG�PHWKRGLFDO�XQGHUPLQLQJ�RI
LQWHUQDO�V\VWHP�FRQWUROV�WR�DOORZ�XQDXWKRUL]HG�DQG�XQGHWHFWHG�DFFHVV�WR
LQIRUPDWLRQ�ZLWKLQ�WKH�FRPSXWHU�V\VWHP��6XFK�subversion LV�QRW�OLPLWHG�WR
RQ�VLWH�RSHUDWLRQV��DV�LQ�WKH�FDVH�RI�GHOLEHUDWH�penetration��,W�LQFOXGHV�DF�
WLYLWLHV� WKDW� VSUHDG� RYHU� WKH� HQWLUH� OLIH� F\FOH� RI� D� FRPSXWHU� V\VWHP�� LQ�
FOXGLQJ�GHVLJQ��LPSOHPHQWDWLRQ��GLVWULEXWLRQ��LQVWDOODWLRQ��DQG�XVH�
7KH�OHJLWLPDWH�DFWLYLWLHV�WKDW�DUH�FDUULHG�RQ�GXULQJ�WKH�YDULRXV�OLIH�F\FOH

SKDVHV� RIIHU� DPSOH� RSSRUWXQLWLHV� IRU� WKH� subverter WR� XQGHUPLQH� V\VWHP
FRPSRQHQWV�� 7KH� DFWLYLWLHV� LQ� WKH� ILUVW� IRXU� OLIH�F\FOH� SKDVHV� LGHQWLILHG
DERYH� DUH� EDVLFDOO\�QRW� VHQVLWLYH� LQ�QDWXUH� DQG� DUH� FDUULHG� RXW� DW� UHOD�
WLYHO\�RSHQ�IDFLOLWLHV��7KHUHIRUH��WKH�subverter ZRXOG�KDYH�OLWWOH�GLIILFXOW\�LQ
subverting WKH� V\VWHP� FRPSRQHQWV� XQGHU� GHYHORSPHQW�� /DWHU� LQ� WKH� XVH
SKDVH��WKHVH�VDPH�FRPSRQHQWV�ZRXOG�EH�LQYROYHG�LQ�WKH�SURWHFWLRQ�RI�LQ�
IRUPDWLRQ��%\�WKLV�SKDVH�WKH�subverter ZRXOG�KDYH�DQ�´HQYLURQPHQWµ�SXU�
SRVHIXOO\�FRQVWUXFWHG�IRU�WKH�XQDXWKRUL]HG�DQG�XQGHWHFWHG�H[SORLWDWLRQ�RI
D�V\VWHP�DQG�WKH�LQIRUPDWLRQ�LW�FRQWDLQV�
7KH�subverter LV�QRW�DQ�DPDWHXU��7R�EH�DEOH�WR�FDUU\�RXW�VXEYHUVLYH�RS�

HUDWLRQV��WKH�subverter PXVW�XQGHUVWDQG�WKH�DFWLYLWLHV�WKDW�DUH�SHUIRUPHG
GXULQJ�WKH�YDULRXV�SKDVHV�RI�D�FRPSXWHU�V\VWHP·V�OLIH�F\FOH��%XW�QRQH�RI
WKHVH� DFWLYLWLHV� LV� EH\RQG� WKH� VNLOO� UDQJH� RI� WKH� DYHUDJH� XQGHUJUDGXDWH
FRPSXWHU�VFLHQFH�PDMRU�� ,Q�IDFW��PXFK�RI�WKH�DFWLYLW\� LQYROYHG�ZLWK�sub-
version FDQ�EH�FDUULHG�RXW�E\�LQGLYLGXDOV�ZLWK�PXFK�OHVV�WHFKQLFDO�NQRZO�
HGJH��7KH�subverter FDQ�XWLOL]H�D�GLYHUVH�JURXS�RI�LQGLYLGXDOV�ZKR�PD\�RU
PD\�QRW�EH�DZDUH�RI� WKH� VXEYHUVLYH�DFWLYLWLHV� WKH\�DUH� SHUIRUPLQJ��2QH
QHHGV�RQO\�WR�LPDJLQH�WKH�YDVW�QXPEHU�RI�SHRSOH�ZKR�ZLOO�KDYH�DFFHVV�WR
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WKH�YDULRXV�FRPSXWHU�V\VWHP�FRPSRQHQWV�SULRU�WR�WKHLU�EHLQJ�LQVWDOOHG�DW
D�VLWH�ZLWK�VHQVLWLYH�LQIRUPDWLRQ�
7KH� subverter FRXOG�� DQG� XQGRXEWHGO\� ZRXOG�� XVH� YDULRXV�PHWKRGV� WR

FLUFXPYHQW�WKH�FRQWURO� IHDWXUHV�RI�D�FRPSXWHU�V\VWHP��%XW�WKH�subverter
LV�FRQFHUQHG�ZLWK�WKH�ORQJ�WHUP�UHWXUQ�RQ�KLV�VXEYHUVLYH�HIIRUWV��7R�UHO\
RQ�D�GHVLJQ�RYHUVLJKW�RU�DQ�LPSOHPHQWDWLRQ�IODZ�WKDW�PLJKW�EH�HYHQWXDOO\
FRUUHFWHG�ZRXOG�QRW�EH� VRXQG� ´EXVLQHVVµ�SUDFWLFH��5DWKHU�� WKH� subverter
FRQVWUXFWV� KLV� RZQ� FODQGHVWLQH� PHFKDQLVPV� WKDW� DUH� LQVHUWHG� LQWR� WKH
FRQWUROOLQJ�KDUGZDUH� RU� VRIWZDUH� GXULQJ� RQH� RI� WKH� YDULRXV�SKDVHV� RI� D
FRPSXWHU�V\VWHP·V�OLIH�F\FOH��6XFK�FODQGHVWLQH�PHFKDQLVPV�KDYH�KLVWRUL�
FDOO\�EHHQ�FDOOHG�artifices >/$&.��@��7KHVH�artifices FDQ�EH�LPSOHPHQWHG�DV
HLWKHU� PDOLFLRXV� KDUGZDUH� RU� PDOLFLRXV� VRIWZDUH�� 7KH� PRVW� FRPPRQ
IRUPV�RI�artifices XVHG�LQ�subversion DUH�NQRZQ�DV�trap doors�>.$5*��@�
$� NH\� FKDUDFWHULVWLF� RI� D� trap door� LV� WKDW�� VLQFH� LW� LV� LQVWDOOHG� LQ� WKH

FRQWUROOLQJ�SRUWLRQ�RI� WKH�V\VWHP� �IRU�H[DPSOH��RSHUDWLQJ�V\VWHP��DQG� LV
WKHUHIRUH� FDSDEOH�� LW� FLUFXPYHQWV� WKH� V\VWHP·V� QRUPDO� FRQWURO� IHDWXUHV�
$QRWKHU�NH\�FKDUDFWHULVWLF�LV�WKDW�D�trap door�LV�H[HUFLVHG�XQGHU�WKH�GLUHFW
FRQWURO�RI�DQ�DFWLYDWLRQ�VWLPXOXV�
$V� WKH� QDPH� LPSOLHV�� trap doors� KDYH� D� PHDQV� RI� DFWLYDWLRQ� �OLNH� WKH

ODWFK�RQ�D�GRRU���7KLV�DFWLYDWLRQ�NH\�LV�XQGHU�WKH�GLUHFW�FRQWURO�RI�WKH�DW�
WDFNHU�� $� VLPSOH� H[DPSOH� RI� DQ� DFWLYDWLRQ� NH\� LV� D� VSHFLDO� VHTXHQFH� RI
FKDUDFWHUV�W\SHG�LQWR�D�WHUPLQDO��$�VRIWZDUH�trap door�SURJUDP�HPEHGGHG
LQ�WKH�RSHUDWLQJ�V\VWHP�FRGH�FDQ�UHFRJQL]H�WKLV�NH\�DQG�DOORZ�WKH�XVHU�RI
WKH�WHUPLQDO�VSHFLDO�SULYLOHJHV��7KLV�LV�GRQH�E\�WKH�VRIWZDUH�FLUFXPYHQW�
LQJ� WKH�QRUPDO�FRQWURO� IHDWXUHV�RI� WKH�V\VWHP�� ,W� LV� LPSRUWDQW� WR� UHDOL]H
WKDW�WKH�RQO\�SXUSRVH�RI�D� trap door� LV�WR�´E\SDVVµ�LQWHUQDO�FRQWUROV��,W�LV
XS�WR� WKH�DWWDFNHU� WR�GHWHUPLQH�KRZ� WKLV�FLUFXPYHQWLRQ�RI�FRQWUROV�FDQ
EH�XWLOL]HG�IRU�KLV�EHQHILW�

8QGHWHFWDEOH�trap door��7KH�DWWDFNHU�FDQ�FRQVWUXFW�WKH�trap door�LQ�VXFK
D�PDQQHU�DV�WR�PDNH�LW�YLUWXDOO\�XQGHWHFWDEOH�WR�HYHQ�VXVSHFWLQJ�LQYHVWL�
JDWRUV��7KH�penetration RI�WKH�0,7�0XOWLFV�FRPSXWHU�E\�WKH�tiger team�WKDW
ZDV�GHVFULEHG�HDUOLHU�OHG�WR�IXUWKHU�GHPRQVWUDWLRQV�RI�WKH�VLJQLILFDQFH�RI
WKHLU�ZRUN��6SHFLILFDOO\�� WKH\� LQVWDOOHG�D� VPDOO� trap door� VR�XQGHWHFWDEOH
WKDW� WKH�PDQXIDFWXUHU·V� SHUVRQQHO� FRXOG� QRW� ILQG� WKH� FODQGHVWLQH� FRGH�
HYHQ�ZKHQ�WKH\�ZHUH�WROG�LW�H[LVWHG�DQG�KRZ�LW�ZRUNHG�
7KH�0XOWLFV�V\VWHP�LQWHUQDOO\�HQFU\SWHG�LWV�SDVVZRUG�OLVW�VR�WKDW�HYHQ�LI

WKH�OLVW�ZDV�SULQWHG�RXW��WKH�SDVVZRUGV�ZHUH�QRW�LQWHOOLJLEOH��:KHQ�D�XVHU
SUHVHQWHG�KLV�RU�KHU�SDVVZRUG��LW�ZDV�HQFU\SWHG�DQG�WKHQ�FRPSDUHG�ZLWK
WKH� XVHU·V� HQWU\� LQ� WKH� HQFU\SWHG� OLVW�� 7KH� tiger team� UHWULHYHG� WKH� HQ�
FU\SWHG�SDVVZRUG�OLVW��WKHQ�EURNH�WKH�FLSKHU�DW�WKHLU�OHLVXUH�WR�REWDLQ�DOO
RI� WKH� SDVVZRUGV� IRU� 0,7·V� 0XOWLFV� FRPSXWHU� V\VWHP�� 7KH� 0,7� 0XOWLFV
FRPSXWHU� ZDV� XVHG� DV� WKH� GHYHORSPHQW� VLWH� IRU� IXWXUH� YHUVLRQV� RI� WKH
0XOWLFV�RSHUDWLQJ�V\VWHP�
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7KH� tiger team�PRGLILHG�+RQH\ZHOO·V�PDVWHU�FRS\�RI�WKH�0XOWLFV�RSHUDW�
LQJ� V\VWHP�E\� LQVWDOOLQJ� D� trap door�� D� VHW� RI� LQVWUXFWLRQV� WR� E\SDVV� WKH
QRUPDO�VHFXULW\�FKHFNV�DQG�WKXV�HQVXUH�penetration HYHQ�DIWHU�WKH�LQLWLDO
IODZ�ZDV�IL[HG��7KH�trap door�ZDV�VPDOO��IHZHU�WKDQ����LQVWUXFWLRQV�RXW�RI
DERXW����������DQG�UHTXLUHG�D�FRGHG�SDVVZRUG� IRU�XVH��$V�ZH�VDLG�� WKH
PDQXIDFWXUHU·V�SHUVRQQHO�FRXOG�QRW� ILQG� LW�� HYHQ�ZKHQ� WKH\�NQHZ� LW� H[�
LVWHG�DQG�KRZ�LW�ZRUNHG��)XUWKHUPRUH��VLQFH�WKH�trap door�ZDV�LQVHUWHG�LQ
WKH�PDVWHU�FRS\�RI�WKH�RSHUDWLQJ�V\VWHP��WKH�PDQXIDFWXUHU�DXWRPDWLFDOO\
GLVWULEXWHG� WKH� trap door� WR� DOO� 0XOWLFV� LQVWDOODWLRQV�� 0XOWLFV� NHSW� DQ
´DXGLW� WUDLOµ�RI�DFFHVVHV�WR� ILOHV�E\�XVHUV��7KH� tiger team’s DFWLYLWLHV�ZHUH
GXO\� DXGLWHG�� +RZHYHU�� WKH� DXGLW� WUDLO�PHFKDQLVP� LWVHOI� ZDV� VXEMHFW� WR
´UHSDLUµ�E\�DQ�DXWKRUL]HG�V\VWHP�PDQDJHU��6LQFH�WKH�tiger team�DSSHDUHG
WR�EH� WKH� V\VWHP�PDQDJHU�� WKH\�PHUHO\�KDG� WR�PRGLI\� WKH� UHFRUG� WR� UH�
PRYH�DOO�WUDFHV�RI�WKHLU�DFWLRQV��VXFK�DV�WKH�LQVHUWLRQ�RI�WKH�trap door�
7KH�IXOO�HIIHFW�RI�WKH�tiger team’s�SURMHFW�ZDV�HYHQWXDOO\�GHPRQVWUDWHG�WR

+RQH\ZHOO�DQG�$LU�)RUFH�PDQDJHPHQW��DQG�D�VHULHV�RI�SURMHFWV�ZDV�LQLWL�
DWHG�WR�LPSURYH�WKH�V\VWHP·V�VHFXULW\�WR�DOORZ�LW�WR�EH�XVHG�LQ�WKH�3HQWD�
JRQ�DSSOLFDWLRQ��2I�SHUKDSV�DV�PXFK�LQWHUHVW��WKRXJK��DUH�WKH�GHSWK�DQG
EUHDGWK�RI�WKH�LPSDFW�WKDW�WKH� tiger team’s penetration�DQG�subversion KDG
RQ�WKH�V\VWHP·V�VHFXULW\�
7KH�NH\�SRLQW�WKDW�GLVWLQJXLVKHV�WKLV�subversion IURP�WKH�RWKHU�IRUPV�RI

DWWDFNV�GHVFULEHG�DERYH�LV�WKDW�WKH� tiger team�H[DPLQHG�WKH�PHFKDQLVPV
XVHG�WR�SURYLGH�RSHUDWLQJ�V\VWHP�VHFXULW\��WKHQ�LQVWDOOHG�SHUPDQHQW�arti-
fices WR�E\SDVV�WKHP�DOO��2QFH�WKH�WHDP�KDG�GRQH�WKDW��WKH\�ZHUH�DEOH�WR
DFFHVV� DQ\� LQIRUPDWLRQ� LQ� WKH� V\VWHP� UHSHDWHGO\� DQG� XQGHWHFWDEO\�� GH�
VSLWH�ODWHU�HIIRUWV�WKDW�PLJKW�FORVH�WKH�LQLWLDO�vulnerability WKH\�H[SORLWHG�

$�KDUGZDUH� trap door��7KH� LPSOLFDWLRQV�RI� WKH�0XOWLFV�KDUGZDUH�vulner-
ability GHVFULEHG�HDUOLHU�DUH�DV�IULJKWHQLQJ�DV�WKRVH�RI� WKH�VRIWZDUH� IODZV�
7KH�SURVSHFW�IRU�PDOLFLRXVO\�LQVWDOOHG�trap doors�LV�SUHVXPDEO\�DV�JUHDW�LQ
KDUGZDUH�DV�LQ�RSHUDWLQJ�V\VWHP�VRIWZDUH�� ,W� LV�DUJXDEOH�WKDW��JLYHQ�WKH
FRPSOH[LW\�RI�PRGHUQ�LQWHJUDWHG�FLUFXLWV��VXFK�trap doors�DUH�HYHQ�KDUGHU
WR�ILQG�WKDQ�WKHLU�VRIWZDUH�EUHWKUHQ��:KLOH�WKH�tiger team’s�6XEYHUWHU�SUR�
JUDP�GHVFULEHG�HDUOLHU�ZDV�GHVLJQHG�WR�ILQG�VXFK�DQ�REVFXUH�FDVH��DOO�LQ�
YROYHG�DFNQRZOHGJHG�WKDW�WKHUH�ZDV�D�FHUWDLQ�DPRXQW�RI�OXFN�LQ�WKH�IDFW
WKDW�WKH�FDVH�RI�LQWHUHVW�ZDV�RQH�WKDW�6XEYHUWHU�WHVWHG�LQ�D�ILQLWH�DPRXQW
RI�WLPH�

3XWWLQJ�LW�DOO�WRJHWKHU��,W�LV�HDV\�HQRXJK�WR� LPDJLQH�VFHQDULRV�IRU�DW�
WDFNV�DJDLQVW� WKH�VHFXULW\�RI� LQIRUPDWLRQ� LQ�FRPSXWHU�V\VWHPV� LQ�ZKLFK
WKH� XVH� RI� WHFKQLTXHV� VXFK� DV� WKRVH� GHVFULEHG� LQ� WKH� SUHFHGLQJ� SDUD�
JUDSKV� JLYHV� DQ� DWWDFNHU� D� GHFLVLYH� DGYDQWDJH�� 7KH� QXPEHU� RI� DYHQXHV
DYDLODEOH�IRU�LQGXFLQJ�VHFXULW\�FRPSURPLVHV�LQ�D�W\SLFDO�FRPSXWHU�V\VWHP
DQG�WKH�UDQJH�RI�DFWLYLWLHV�DQG�FDSDELOLWLHV�WKDW�FDQ�EH�H[HUFLVHG�RQFH�D
IODZ�LV�ORFDWHG�DQG�H[SORLWHG�DUH�IULJKWHQLQJ�WR�FRQVLGHU�
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)XWXUH�DWWDFN�VFHQDULR"�7R�LOOXVWUDWH�WKH�UDQJH�RI�VXEWOHW\�DQG�WKH�LQGL�
UHFW� QDWXUH� RI� VXFK� threats�� ZH� RIIHU� WKH� IROORZLQJ� ILFWLRQDO� VFHQDULR
>6+2&��@�� ZKLFK� LV� DW� OHDVW� WHFKQLFDOO\� UHDOL]DEOH�� 7KH� SXUSRVH� RI� WKLV
VFHQDULR�� LW� LV�HPSKDVL]HG�� LV� WR�SURPSW�D�PRUH�FDUHIXO�FRQVLGHUDWLRQ�RI
WKH� threat�� )RU� WKDW� UHDVRQ�� ZH� GHOLEHUDWHO\� SUHVHQW� D� ´ZRUVW�FDVHµ� VFH�
QDULR�
,Q� ������ WKH� 1$72� QDWLRQV� XQGHUWRRN� VHYHUDO� WHFKQLFDO� LQLWLDWLYHV� LQ

WKH�DUHD�RI�FRPPDQG�DQG�FRQWURO��$PRQJ�WKHVH�LQLWLDWLYHV��D�SURMHFW�ZDV
XQGHUWDNHQ�WR�LQWHUFRQQHFW�PDQ\�SUHH[LVWLQJ�FRPPDQG�DQG�FRQWURO�V\V�
WHPV�ORFDWHG�DW�YDULRXV�VLWHV�ZLWK�KLJK�VSHHG��GHGLFDWHG�FRPPXQLFDWLRQV
OLQNV�� 7KH� SUHH[LVWLQJ� V\VWHPV� ZHUH� DOO� WKRXJKW� WR� EH� ´VHFXUH� HQRXJKµ
DQG� ZHUH� DFFUHGLWHG� WR� SURFHVV� LQIRUPDWLRQ� RI� LGHQWLFDO� FODVVLILFDWLRQ
UDQJHV�� 7KH� V\VWHPV� QRPLQDOO\� SURYLGHG� IRU� WKH� SURSHU� FRQILQHPHQW� RI
FODVVLILHG� LQIRUPDWLRQ�� )RU� WKDW� UHDVRQ�� WKH� VSRQVRUV� RI� WKH� SURMHFW� DV�
VHVVHG� DV� PLQLPDO� WKH� DGGLWLRQDO� ULVN� WR� VHFXULW\� LQGXFHG� E\� WKH� QHZ
FRQQHFWLYLW\�
7KH� VXFFHVVIXO� FRPSOHWLRQ�RI� WKLV� SURMHFW� SURYHG�� LQ� WKH� HQVXLQJ� FRQ�

YHQWLRQDO�KRVWLOLWLHV�LQ�WKH�0LGGOH�(DVW��WR�EH�RQH�RI�WKH�GHFLVLYH�IDFWRUV
OHDGLQJ� WR� WKH� ORVVHV� VXIIHUHG�E\� WKH�1$72�DOOLDQFH��8QNQRZQ� WR�1$72
HQJLQHHUV��WHFKQLFDO�VDERWHXUV�XQGHU�WKH�FRQWURO�RI�WKH�HQHP\�KDG�PDQ�
DJHG�WR�penetrate WKH�V\VWHP�E\�LQVWDOOLQJ�D�Trojan horse�DW�RQH�RI�WKH�VLWHV
DV�HDUO\�DV������ WR�H[SORLW�D� IODZ� LQ� WKH� FRPPDQG�DQG�FRQWURO� V\VWHP�
7KLV�REVFXUH�IODZ�SURYLGHG�D�PHDQV�WR�PRGLI\�DUELWUDU\�V\VWHP�LQVWUXF�
WLRQV��E\�VHQGLQJ�D�SDUWLFXODU�,�2�GHYLFH�DQ�XQGRFXPHQWHG�VHTXHQFH�RI
FRQWURO� LQVWUXFWLRQV�� FDXVLQJ� WKH� GHYLFH� WR�PRGLI\� DQ� DUELWUDU\�PHPRU\
ORFDWLRQ��E\SDVVLQJ�WKH�XVXDO�PHPRU\�PDQDJHPHQW�DFFHVV�FRQWUROV��7KH
Trojan horse�ZDV�LQWURGXFHG�LQ�D�YLUXV�LQIHFWHG�JUDSKLFV�SDFNDJH�GLVWULE�
XWHG�DV�´IUHHZDUHµ�RQ�D�SXEOLFO\�DFFHVVLEOH�EXOOHWLQ�ERDUG�V\VWHP��$Q�XQ�
VXVSHFWLQJ�VWDII�V\VWHP�SURJUDPPHU��ZKR�ZDV�D� IUHTXHQW�FRQWULEXWRU� WR
WKH�EXOOHWLQ�ERDUG��QRWLFHG�WKH�SDFNDJH��GRZQORDGHG�LW�LQWR�KLV�SHUVRQDO
KRPH�V\VWHP��DQG�WUDQVSRUWHG�LW�WR�WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�IRU
HYDOXDWLRQ��DV�LW�RIIHUHG�VHYHUDO�IHDWXUHV�WKDW�ZHUH�FXUUHQWO\�UHTXLUHG�IRU
DQ�DSSOLFDWLRQ�EHLQJ�GHYHORSHG�DW�WKH�VLWH��$OWKRXJK�WKH�JUDSKLFV�SDFNDJH
LWVHOI��DIWHU�HYDOXDWLRQ�ZDV�FRPSOHWHG��ZDV�UHMHFWHG�DQG�UHPRYHG�IURP�WKH
V\VWHP��WKH�YLUXV�E\�WKLV�WLPH�KDG�UHORFDWHG�LWVHOI�DQG�EHFRPH�D�SHUPD�
QHQW�UHVLGHQW�RI�WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�
7KH�Trojan horse� KDG� EHHQ� VSHFLILFDOO\� GHVLJQHG� WR� penetrate DQ\� FRP�

PDQG� DQG� FRQWURO� V\VWHP� VLWH� LW� VKRXOG� FKDQFH� WR� ILQG� LWVHOI� RQ�� ,WV
SODFHPHQW�RQ�WKH�SXEOLF�EXOOHWLQ�ERDUG�ZDV�D�FDUHIXOO\�WDUJHWHG�DWWDFN�RQ
WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�SURJUDPPLQJ�VWDII��ZKR�ZHUH�NQRZQ�WR
EH�IUHTXHQW�FRQWULEXWRUV�DQG�VXEVFULEHUV��%HFDXVH�WKH\�SODFHG�WKH�Trojan
horse�RQ�D�SXEOLF�EXOOHWLQ�ERDUG��WKHUH�ZDV�OLWWOH�ULVN�WR�WKH�VDERWHXUV�RI
SHUVRQDO�H[SRVXUH�HYHQ�LI�WKH�Trojan horse�ZDV�HYHQWXDOO\�GLVFRYHUHG��7KH
Trojan horse� KDG� EHHQ� FDUHIXOO\� HQJLQHHUHG� LQ� DGYDQFH� E\� WKH� WHFKQLFDO
VDERWDJH� WHDP��EDVHG� RQ� DQ� H[DFW�XQGHUVWDQGLQJ� RI� WKH� SDUWLFXODU� IODZ
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H[SORLWHG��7KLV�XQGHUVWDQGLQJ�ZDV�JDLQHG�E\�OHQJWK\�H[SHULPHQWDWLRQ�RQ
DQ� LGHQWLFDO� FRPSXWHU� V\VWHP� SXUFKDVHG� RII� WKH� VKHOI� E\� WKH� VDERWDJH
WHDP� LQ� VXSSRUW� RI� WKH� penetration�� $PRQJ� WKH� IXQFWLRQV� EXLOW� LQWR� WKH
Trojan horse� ZDV� WKH� DELOLW\� WR� DFFHSW� FRYHUW� VRIWZDUH� ´XSJUDGHVµ� WR� LWV
RZQ�SURJUDP�RQFH�LW�KDG�LQVWDOOHG�LWVHOI��,Q�HIIHFW��WKH�Trojan horse��RQFH
LQVWDOOHG�� JDYH� LWV� FUHDWRUV� FRPSOHWH� DFFHVV� WR� WKH� V\VWHP�� SURYLGHG� D
PHDQV�RI�FRPPXQLFDWLRQ�ZLWK�WKH�Trojan horse�FRXOG�EH�HVWDEOLVKHG�
:KHQ�ILUVW�H[HFXWHG�DW�WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�VLWH��WKH�YLUXV

FRQWDLQHG�LQ�WKH�Trojan horse�DFWLYDWHG�LWVHOI��FRQILUPHG�WKDW�LW�LQGHHG�ZDV
QRZ�H[HFXWLQJ�DW� RQH�RI� WKH� WDUJHWHG� VLWHV�� DQG� UHORFDWHG� LWVHOI� LQWR� WKH
PHVVDJH�SURFHVVLQJ�VXEV\VWHP��ZKHUH� LW�FRXOG�PRQLWRU� �ZLWKRXW�SHUFHS�
WLEOH� LPSDFW� RQ� RQJRLQJ� RSHUDWLRQV�� DOO� LQFRPLQJ� PHVVDJH� WUDIILF�� %\
SODFLQJ�UHGXQGDQW�´ZDWFKGRJµ�SURFHVVHV�LQ�LQVWDOOHG�LQWHOOLJHQW�SHULSKHU�
DOV��WKH�Trojan horse�ZDV�DEOH�WR�HQVXUH�LWV�FRQWLQXHG�H[LVWHQFH�SDVW�V\V�
WHP�PDLQWHQDQFH�DQG�UHJHQHUDWLRQ�HSLVRGHV�
7KH�Trojan horse�ZDV�GHVLJQHG�WR�FRPPXQLFDWH�ZLWK�LWV�FUHDWRUV�YLD�XQ�

FODVVLILHG�PHVVDJH�WUDIILF��VXFK�DV�WKDW�RULJLQDWHG�DW� �RU�DGGUHVVHG�WR��D
UHPRWH�GLSORPDWLF�SRVW�WR�ZKLFK�WKH�HQHP\�KDG�ORZ�ULVN�KXPDQ�DFFHVV�
DW�WKH�XQFODVVLILHG�OHYHO��,Q�SDUWLFXODU��WKH�KXPDQ�DJHQW�KDG�WKH�DELOLW\�WR
RULJLQDWH�DQG�UHFHLYH�URXWLQH�XQFODVVLILHG�PHVVDJHV�RI�DQ�DGPLQLVWUDWLYH
QDWXUH��7KH�HQWLUH�1$72�FRPPXQLFDWLRQ�V\VWHP�ZDV�DYDLODEOH�WR�HQVXUH
WKDW� VXFK�PHVVDJHV�� RQFH� RULJLQDWHG�E\� HLWKHU� WKH�KXPDQ�DJHQW� RU� WKH
VRIWZDUH�Trojan horse��ZRXOG� EH� GHOLYHUHG�XQFKDQJHG� WR� WKH� UHFLSLHQW� LQ
WKH�QRUPDO� FRXUVH�RI� RSHUDWLRQV��7KH�KXPDQ�RSHUDWRU� FRXOG� VLJQDO� DQG
FRQWURO�WKH�Trojan horse�E\�LQFOXGLQJ�D�SUHVHOHFWHG�VWULQJ�RI�FRGH�ZRUGV�LQ
DQ\�XQFODVVLILHG�PHVVDJH� HPDQDWLQJ� IURP� WKH� SRVW�� IROORZHG� E\� D� ´SUR�
JUDPµ�IRU�WKH�Trojan horse�WR�H[HFXWH��HQFRGHG�DV�QXPHULF�WDEOH�GDWD��7KH
HQDEOLQJ� WULJJHU� DQG� SURJUDP� FRGH� ZHUH� FDUHIXOO\� GHVLJQHG� WR� PLPLF� D
URXWLQH� UHSRUW� RULJLQDWLQJ� IURP� WKLV� DQG� VLPLODU� SRVWV�� ZKLOH� HQVXULQJ
WKDW�WKH�ULVN�RI�WKH�´WULJJHUµ�DFWXDOO\�RFFXUULQJ�LQ�D�JHQXLQH�PHVVDJH�ZDV
ORZ��6LJQDOV�IURP�WKH�Trojan horse�WR�WKH�RSHUDWRU�FRXOG�EH�VHQW�XVLQJ�XQ�
FODVVLILHG�PHVVDJHV��VLPLODUO\�HQFRGHG��FRPSRVHG�E\�WKH�Trojan horse�DQG
WUDQVPLWWHG�IURP�WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�VLWH�WR�WKH�GLSORPDWLF
SRVW�� 7KH�PHVVDJHV� DSSHDUHG�� WR� VXSHUILFLDO� H[DPLQDWLRQ�� WR� EH� URXWLQH
ORJLVWLFV�DFFRXQWLQJ�PHVVDJHV�FRQWDLQLQJ�WDEXODU�GDWD��,Q�IDFW��WKLV�GDWD
FRXOG�EH�XVHG�WR�HQFRGH�ELQDU\� LQIRUPDWLRQ� �VXFK�DV�VRIWZDUH�XSJUDGHV
IRU�WKH�Trojan horse�LWVHOI��
7KH� ILUVW� DFWLRQ� WKH�Trojan horse� WRRN� DIWHU� LQVWDOOLQJ� LWVHOI� ZDV� WR� DQ�

QRXQFH�LWV�SUHVHQFH�DQG�ORFDWLRQ�WR�LWV�RSHUDWRU��,W�ZDV�GHFLGHG�WR�PLQL�
PL]H�WKH�ULVN�RI�GHWHFWLRQ�E\�QRW�IXUWKHU�H[HUFLVLQJ�WKH�Trojan horse�XQOHVV
LWV� RSHUDWLRQ� ZRXOG� \LHOG� D� GHFLVLYH� PLOLWDU\� RU� GLSORPDWLF� DGYDQWDJH�
7KXV��IRU�PRVW�RI�WKH�\HDUV�RI�LWV�H[LVWHQFH��WKH�Trojan horse�ZDV�LQDFWLYH
DQG�UHPDLQHG�XQGHWHFWHG�
7KH�LQWHUFRQQHFWLRQ�RI�DOO�RI�WKH�FRPPDQG�DQG�FRQWURO�V\VWHP�VLWHV�LQ�

FUHDVHG�WKH�SRWHQWLDO�YDOXH�RI�WKH�Trojan horse�WR�WKH�HQHP\��DV�WKH�PHDQV



:KDW�,V�7KHUH�WR�:RUU\�$ERXW" ��

QRZ�H[LVWHG�WR�VXEYHUW�WKH�HQWLUH�FRPPDQG�DQG�FRQWURO�V\VWHP�QHWZRUN�
7KH�HQHP\�QRZ�IHOW�SUHSDUHG�WR�FRPPHQFH�KRVWLOLWLHV��EDVHG��LQ�SDUW��RQ
WKH�VXFFHVVIXO��DQG�XQGHWHFWHG��H[HUFLVH�RI�WKH�Trojan horse�VHYHUDO�ZHHNV
HDUOLHU��YHULI\LQJ�WKDW�LW�VWLOO�H[LVWHG�DQG�ZDV�RSHUDEOH��,W�LV�SUREDEOH�WKDW
WKH� Trojan horse� ZDV� UHSURJUDPPHG� DW� WKLV� WLPH� VR� LW� FRXOG� XWLOL]H� WKH
QHZO\�DYDLODEOH�UHPRWH�DFFHVV�WR�RWKHU�FRPPDQG�DQG�FRQWURO�V\VWHP�VLWHV
DQG� FRXOG� SHUIRUP� WKH� SUHFLVH� LQWHOOLJHQFH� DQG� GLVLQIRUPDWLRQ� WDVNV
QHHGHG�IRU�VXFFHVVIXO�FRPSOHWLRQ�RI�WKH�HQHP\�PLVVLRQ�
7KH� DFWXDO� XVH� RI� WKH� Trojan horse� GXULQJ� KRVWLOLWLHV� ZDV� FDUHIXOO\

FUDIWHG� WR� DYRLG� GHWHFWLRQ�� 3ULRU� WR� SODQQHG� HQHP\� WKUXVWV�� WKH� Trojan
horse�WUDQVPLWWHG�VHOHFWHG�DOOLHG�RUGHU�RI�EDWWOH�LQIRUPDWLRQ�WR�WKH�RSHUD�
WRU��ZKR� WKHQ�SDVVHG� WKH� LQIRUPDWLRQ� WR� WKH�HQHP\� LQWHOOLJHQFH� V\VWHP�
'XULQJ� HQHP\� DWWDFN� SKDVHV�� WKH� Trojan horse� ZDV� XVHG� WR� LQWURGXFH
VPDOO�GLVWRUWLRQV� LQ�HQHP\�WUDFN�DQG� ORFDWLQJ�GDWD��7KHVH�PRGLILFDWLRQV
WR�V\VWHP�EHKDYLRU�ZHUH�VXEWOH�HQRXJK�WR�HVFDSH�GHWHFWLRQ��EXW�SURYLGHG
GHFLVLYH� LQWHOOLJHQFH� DQG� GLVLQIRUPDWLRQ� DGYDQWDJHV�� OHDGLQJ� WR� WKH� DW�
WDLQPHQW�RI�WKH�HQHP\�REMHFWLYHV�GXULQJ�WKH�KRVWLOLWLHV�

7KH�RSSRUWXQLW\�IRU�H[SORLWDWLRQ�H[LVWV��7KLV�VFHQDULR�LV��RI�FRXUVH��LQWHQ�
WLRQDOO\� DODUPLQJ�� �6LPLODU� VFHQDULRV� KDYH� EHHQ� GHVFULEHG� LQ� DUWLFOHV
>6&+(����*5$1��@�SXEOLVKHG� LQ�PLOLWDU\� SURIHVVLRQDO� MRXUQDOV�� LQGLFDW�
LQJ� WKDW� WKH� WDFWLFDO� VLJQLILFDQFH� RI� computer security SUREOHPV� KDV� QRW
EHHQ�ORVW�RQ�PLOLWDU\�SURIHVVLRQDOV��
7KRXJK� WKLV� VFHQDULR� ZDV� IURP� WKH� PLOLWDU\� FRQWH[W�� WKH� LVVXHV� DUH

HTXDOO\� UHOHYDQW� WR� DQ\� FRQWH[W� ZKHUH� WKHUH� DUH� GHWHUPLQHG� DWWDFNHUV�
7KH�FUHGLELOLW\�RI�VXFK�VFHQDULRV�LV�EDVHG�RQ�WKH�IROORZLQJ�IDFWRUV�
&RQWHPSRUDU\�V\VWHPV�DUH�YXOQHUDEOH�WR�DWWDFN�E\�DQ\�LQGLYLGXDO�ZLWK

DFFHVV� WR� WKHLU� KDUGZDUH� DQG�RU� VRIWZDUH� FRPSRQHQWV� DW� DQ\� SRLQW� LQ
WKHLU� OLIH� F\FOH�� 7KH� H[SRVXUH� RI� V\VWHPV� WR� DWWDFN� KDV� GUDPDWLFDOO\� LQ�
FUHDVHG�DV�V\VWHPV�DUH�LQWHUFRQQHFWHG��7KH�LQFUHDVLQJ�XVH�RI�SUHH[LVWLQJ
DQG� FRPPHUFLDO� RII�WKH�VKHOI� �&276�� VRIWZDUH� �IRU� H[DPSOH�� JUDSKLFV
SDFNDJHV��� DQ� LQFUHDVLQJO\� DWWUDFWLYH� RSWLRQ�� DOVR� VLJQLILFDQWO\� LQFUHDVHV
WKH�H[SRVXUH�RI�V\VWHPV��DV�WKH�GHYHORSHUV�RI�VXFK�VRIWZDUH�PXVW�EH�UH�
JDUGHG�DV�KDYLQJ�DFFHVV�WR�WKH�V\VWHP�
3RWHQWLDO�DWWDFNHUV�DUH�FDSDEOH�RI�H[SORLWLQJ�RSSRUWXQLWLHV�WR�SHQHWUDWH

PLVVLRQ�FULWLFDO� V\VWHPV�� 1R� SDUWLFXODU� VNLOOV� EH\RQG� WKRVH� RI� QRUPDOO\
FRPSHWHQW� FRPSXWHU� SURIHVVLRQDOV� DUH� UHTXLUHG�� ,Q� IDFW�� VXFK� VNLOOV� DUH
QRZ�ZLWKLQ�WKH�SXEOLFL]HG�UHSHUWRLUH�RI�DPDWHXU�´KDFNHUV�µ�Trojan horses
GHVLJQHG� WR� SHQHWUDWH� SDUWLFXODU� V\VWHPV� FDQ� RIWHQ� EH� ORFDWHG� ´RII� WKH
VKHOIµ�IURP�XQGHUJURXQG�EXOOHWLQ�ERDUG�V\VWHPV�
,W�PXVW� EH� DVVXPHG� WKDW� SRWHQWLDO� DWWDFNHUV� DUH�PRWLYDWHG� WR� H[SORLW

DYDLODEOH�RSSRUWXQLWLHV��,W�ZRXOG�EH�LPSUXGHQW�WR�DVVXPH�WKDW�SRWHQWLDOO\
KRVWLOH� LQWHUHVWV� ZLOO� EH� UHVWUDLQHG�� SDUWLFXODUO\� ZKHUH� GHFLVLYH� DGYDQ�
WDJHV�DUH�DW�VWDNH�
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:H�PXVW�DVVXPH� WKDW�D�VHULRXV�penetration DWWHPSW�ZLOO� EH� LQGLUHFW� LQ
QDWXUH�� ZLOO� QRW� UHTXLUH� GLUHFW� SK\VLFDO� DFFHVV� E\� WKH� penetrator DQG�RU
RSHUDWRU� WR� WKH� penetrated WDUJHW�� DQG�ZLOO� QRW� DGYHUWLVH� LWV� SUHVHQFH� RU
FDXVH�HDVLO\�REVHUYDEOH�GLVWXUEDQFHV�WR�WKH�V\VWHP·V�EHKDYLRU��,Q�VKRUW��D
VHULRXV�penetration DWWHPSW�ZLOO�EH�TXLWH�XQOLNH�WKRVH�RI�DPDWHXU�penetra-
tors �KDFNHUV��RFFDVLRQDOO\�UHFHLYLQJ�PHGLD�SXEOLFLW\�
7KLV�IROORZV�VLPSO\�IURP�WKH�GLIIHUHQFH�LQ�JRDOV�DVVXPHG�IRU�WKH�threats�

+DFNHUV� JHQHUDOO\� KDYH�PRWLYDWLRQV� UHODWHG� WR� WKH� QHHG� IRU� VHOI�HVWHHP
DQG� QRWRULHW\�� $� SURIHVVLRQDO� SHQHWUDWRU� LV� PRWLYDWHG� WR� UHPDLQ� XQGH�
WHFWHG� DQG� HIIHFWLYH� IRU� OHQJWK\� SHULRGV� RI� WLPH��:KDW�malicious software
GRHV�DIWHU�LQLWLDO�V\VWHP�penetration�LV�LQIOXHQFHG�SULPDULO\�E\�WKH�JRDOV�RI
LWV�DXWKRU��QRW�E\�WHFKQLFDO�GLIILFXOW\��7KH�QDWXUH�RI�D�SURIHVVLRQDO� threat
PD\�EH�DVVHVVHG�� HYHQ�E\� FRPSXWHU�QRQSURIHVVLRQDOV�� E\� WDNLQJ� DQ\� RI
WKH� UHFHQWO\� SXEOLFL]HG� FDVHV� DQG� HVWLPDWLQJ� ZKHWKHU� WKH� penetration
ZRXOG�KDYH�HYHU�EHHQ�GHWHFWHG�LI� LWV�DXWKRU�KDG�ZLVKHG� LW� WR�UHPDLQ� LQ�
GHILQLWHO\�FRYHUW�

3HUVSHFWLYH�RQ�WKH�computer security�SUREOHP

�,I�ZH�UHYLHZ�WKH�computer security�´ZDU�VWRULHVµ�FLWHG�DERYH��D�QXPEHU�RI
IDFWV�EHFRPH�FOHDU��7KH�SUREOHPV�RI�KXPDQ�HUURU�DUH�VLJQLILFDQW�EXW�QRW
RI� VXEVWDQWLDO� LQWHUHVW� WR� WKH� GHWHUPLQHG�� KRVWLOH� DWWDFNHU�� 7KHUH� DUH
RWKHU��KLJKHU�SD\RII�PHWKRGV�RI�DWWDFNLQJ�WKH�LQIRUPDWLRQ�LQ�D�FRPSXWHU
V\VWHP�WKDW�UHQGHU�WKLV�SUREOHP�OHVV�LQWHUHVWLQJ��3URSHU�WUDLQLQJ�RI�XVHUV
DQG�JRRG�V\VWHP�DGPLQLVWUDWLRQ�DUH�SUHUHTXLVLWHV�WR�VROYLQJ�WKLV�SUREOHP�
)XUWKHU��SURWHFWLRQ�DJDLQVW�probing DQG�penetration LV�QHFHVVDU\�
7KH� FRPSXWHU� LV� DOPRVW� LUUHOHYDQW� WR� WKH� LVVXHV� RI� XVHU� DEXVH� RI

DXWKRULW\��7KH�SUREOHP�LV�DV�ROG�DV�WKH�VWRUDJH�DQG�PDQLSXODWLRQ�RI� LQ�
IRUPDWLRQ��7KH�VROXWLRQV�WKDW�DSSOLHG�LQ�WKH�HUD�RI�OHGJHU�SDSHUV�DSSO\�DV
ZHOO�WR�HTXLYDOHQW�UHFRUGV�VWRUHG�LQ�D�FRPSXWHU��7R�WKH�H[WHQW�WKDW�LW�FDQ
DXWRPDWH�VXFK�PHWKRGV�DV�DXGLWV��FURVV�FKHFNV��DQG�FRQVLVWHQF\�FKHFNV�
WKH� FRPSXWHU� FDQ� DFWXDOO\� LPSURYH� VHFXULW\� DJDLQVW� XVHU� DEXVH� RI
DXWKRULW\�
8VHU�probing LQYROYHV�H[SORLWDWLRQ�RI�computer security�FRQWUROV�WKDW�KDYH

LQVXIILFLHQW� SRZHU�� RU� FRQWUROV� WKDW� DUH� LPSURSHUO\� XVHG�� 7KH� XVHU� ZKR
SUREHV� WKH�V\VWHP� LV�DFWLQJ�DV�D�QRUPDO�XVHU�DQG�ZLOO� EH� FRQWUROOHG�E\
VHFXULW\� PHDVXUHV� WKDW� KDYH� DGHTXDWH� IOH[LELOLW\� DQG� DUH� FDUHIXOO\� DS�
SOLHG�

Penetration GHSHQGV� RQ�ZHDNQHVV� LQ� WKH� LPSOHPHQWDWLRQ� RI� D� V\VWHP·V
KDUGZDUH� RU� VRIWZDUH� VHFXULW\� FRQWUROV�� (YHQ� LI� D� V\VWHP� LQFRUSRUDWHV
ULFK�DQG� IOH[LEOH�VHFXULW\� IHDWXUHV� WKDW�DUH�FDUHIXOO\�XVHG�DQG�FRQVFLHQ�
WLRXVO\�PDLQWDLQHG��LW�PD\�EH�YXOQHUDEOH�WR�penetration��7R�UHVLVW�penetra-
tion��WKH�FRQWUROV�WKHPVHOYHV�PXVW�EH�EXLOW�´ULJKW�µ�+LVWRU\�KDV�WDXJKW�XV
WKDW�WKH�FKDOOHQJH�RI�EXLOGLQJ�D�penetration�SURRI�V\VWHP�LV�YHU\�JUHDW�LQ�
GHHG�
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)LQDOO\��subversion RI� WKH�VHFXULW\�PHFKDQLVP� LWVHOI� LV�PRVW�GLIILFXOW� WR
SUHYHQW��1RW�RQO\�PXVW�FRQWUROV�EH�EXLOW�´ULJKW�µ�DV�PHQWLRQHG�LQ�WKH�SUH�
FHGLQJ� SDUDJUDSK�� EXW� WKH\� PXVW� DOVR� EH� EXLOW� QRQPDOLFLRXVO\� DQG� EH
VLPSOH�DQG�VPDOO�HQRXJK�IRU�DQDO\VLV�WR�GHWHUPLQH�WKDW�WKH\�SHUIRUP�DV
H[SHFWHG��RU�DW�OHDVW�GR�QRW�SHUIRUP�DV�QRW�H[SHFWHG���(VVD\V���DQG���LQ�
WURGXFH�PHDVXUHV�WKDW�KDYH�EHHQ�IRXQG�HIIHFWLYH�DJDLQVW�probing, penetra-
tion,�DQG�subversion RI�VHFXULW\�PHFKDQLVP��7KH� reference monitor concept
LQWURGXFHG�LQ�(VVD\���JLYHV�XV�D�VHW�RI�SULQFLSOHV�WKDW�FDQ�EH�DSSOLHG�WR
WKH�GHVLJQ�RU�VHOHFWLRQ�RI�VHFXULW\�IHDWXUHV�DQG�WR�WKHLU�LPSOHPHQWDWLRQ�LQ
ZD\V� WKDW� SURYLGH� D� KLJK� GHJUHH� RI� UHVLVWDQFH� WR� penetration DQG� D� KLJK
GHJUHH�RI�assurance WKDW�WKH\�DUH�QRW�subverted�

)RU�IXUWKHU�UHDGLQJ

0RUH�UHDO�H[DPSOHV�RI�FRPSXWHU�PLVXVH�FDQ�EH�IRXQG�LQ�WKH�OLWHUDWXUH
>%/22����+$)1����63$)����672/��@��,Q�DGGLWLRQ��1HXPDQQ�DQG�3DUNHU
>1(80��@� VXPPDUL]H� DQG� GLVFXVV� FODVVHV� RI� FRPSXWHU� PLVXVH� WHFK�
QLTXHV��7KHVH� UHIHUHQFHV�� DV�ZHOO� DV� WKH� RWKHUV� FLWHG� LQ� WKLV� HVVD\�� FDQ
KHOS�WKH�UHDGHU�JDLQ�D�EURDGHU�XQGHUVWDQGLQJ�RI�´ZKDW�WKHUH�LV�WR�ZRUU\
DERXW�µ

$FNQRZOHGJPHQWV

:H�ZRXOG�OLNH�WR�JLYH�D�VSHFLDO�DFNQRZOHGJPHQW�WR�WKH�FRQWULEXWLRQV�RI
6WHYHQ�%��/LSQHU�RI�7UXVWHG�,QIRUPDWLRQ�6\VWHPV��6XEVWDQWLDO�SRUWLRQV�RI
WKH� WH[W�DV�ZHOO�DV� VHYHUDO�NH\� LQVLJKWV� IRU� FODVVLI\LQJ� threats DUH�GUDZQ
IURP�PDWHULDO�KH�SUHYLRXVO\�SUHSDUHG�DQG�KH�KDV�JUDFLRXVO\�SHUPLWWHG�XV
WR�XVH�LQ�WKLV�HVVD\�
$FNQRZOHGJPHQW� LV� DOVR� JLYHQ� WR� 3�$�� 0\HUV�� IURP� ZKRVH� ZRUN

>0<(5��@� ZH� KDYH� GUDZQ� H[FHUSWV� IRU� LQFRUSRUDWLRQ� LQWR� WKLV� HVVD\�
0\HUV·� ILQH� WKHVLV�DOVR�FRQWULEXWHG�VLJQLILFDQW� LGHDV�WR� WKH�GLVFXVVLRQ�RI
malicious software�DQG�subversion�SUHVHQWHG�KHUH�
,Q� DGGLWLRQ�� ZH� DFNQRZOHGJH� �DQG� KDYH� H[FHUSWHG�� WZR� HDUO\� DUWLFOHV

>&2;����6&+(��@�WKDW�UHDFKHG�GHHSO\� LQWR�WKH�FXOWXUHV�RI� WKHLU�UHVSHF�
WLYH�DXGLHQFHV�WR�DZDNHQ�WKHP�WR�WKH�computer security�SUREOHP�
:H�DOVR�JUDWHIXOO\�DFNQRZOHGJH�WKH�VXEVWDQWLDO�FRQVWUXFWLYH�FRPPHQWV

DQG�VXJJHVWLRQV�SURYLGHG�E\�-DPHV�3��$QGHUVRQ�RQ�DQ�HDUOLHU�YHUVLRQ�RI
WKLV�HVVD\�





:KDW�,V�7KHUH�WR�:RUU\�$ERXW" ��


