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7KLV�HVVD\�LQWURGXFHV�PDQ\�RI�WKH�FRQFHSWV�DQG�WHUPV�PRVW�LP�
SRUWDQW� LQ� JDLQLQJ� DQ� XQGHUVWDQGLQJ� RI� computer security�� ,W� IR�
FXVHV�RQ�WHFKQLTXHV�IRU�DFKLHYLQJ�access control�ZLWKLQ�FRPSXWHU
V\VWHPV�DQG�QHWZRUNV�
7KH�HVVD\�EHJLQV�E\�GHILQLQJ�ZKDW�LV�PHDQW�E\�computer security

DQG�GHVFULELQJ�ZK\� LW� LV� LPSRUWDQW� WR�FRQVWUDLQ� WKH�GHILQLWLRQ� WR
SURWHFWLRQ� WKDW� FDQ� EH� PHDQLQJIXOO\� SURYLGHG� ZLWK� D� VLJQLILFDQW
GHJUHH�RI�assurance ZLWKLQ�FRPSXWHU�V\VWHPV��7KH�WKHRU\�RI�com-
puter security�³�WKH�reference monitor concept�³�LV�LQWURGXFHG�QH[W
WKURXJK�DQ�DQDORJ\�ZLWK�VHFXULW\�FRQFHSWV�IURP�WKH�ZRUOG�RI�SHR�
SOH�DQG�VHQVLWLYH�GRFXPHQWV�
1H[W��WKH�HVVD\�GHYHORSV�WKH�SUHVHQWDWLRQ�RI�WKH�WKHRU\�E\�LQWUR�

GXFLQJ� FRQFHSWV�DQG� WHUPV� UHODWHG� WR� WKH� security policy��'LVWLQF�
WLRQV� EHWZHHQ� discretionary� DQG� nondiscretionary access control
policies�DUH�SURYLGHG��DQG�supporting policies�DUH� LQWURGXFHG��7HFK�
QLTXHV�XVHG�IRU�EXLOGLQJ�D�VHFXUH�V\VWHP�EDVHG�RQ�WKH�SULQFLSOHV
RI�WKH�WKHRU\�DUH�SUHVHQWHG��DORQJ�ZLWK�PHWKRGV�RI�XVHIXOO\�verify-
ing WKH�VHFXULW\�RI�D�V\VWHP��7KH�security kernel� LV�SUHVHQWHG�DV�D
XVHIXO��KLJK�assurance UHDOL]DWLRQ�RI� WKH� reference monitor concept�
DQG� WKH�SULQFLSOHV�EHKLQG�GHVLJQLQJ�DQG� LPSOHPHQWLQJ�RQH� IURP
VFUDWFK� DUH� GLVFXVVHG�� )HDVLEOH� LPSURYHPHQWV� WR� WKH� VHFXULW\� RI
DQ�H[LVWLQJ�RSHUDWLQJ�V\VWHP��DV�ZHOO�DV� IXQGDPHQWDO� OLPLWDWLRQV
RQ�WKRVH�LPSURYHPHQWV��DUH�GHVFULEHG�QH[W�
)LQDOO\��WKH�reference monitor concept�LV�DSSOLHG�WR�QHWZRUNV��DQG

FU\SWRJUDSK\�DQG�access control�DUH�VKRZQ�WR�EH�XVHIXO�SDUWQHUV�

7KLV�HVVD\�FRQFHUQV�FRQFHSWV�DQG�WHUPLQRORJ\�UHOHYDQW�WR�computer se-
curity��+RZHYHU�� LW� LV�QRW�D�JORVVDU\�� �$�JORVVDU\� W\SLFDOO\�GRHV�QRW�PDNH
YHU\�LQWHUHVWLQJ�UHDGLQJ�IURP�EHJLQQLQJ�WR�HQG��DQG�LQWHUHVWLQJ�UHDGLQJ�LV
RQH�RI�RXU�JRDOV� IRU� WKLV�HVVD\���7KLV�HVVD\�FHUWDLQO\�GRHV�QRW�GHILQH�DOO
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FRQFHSWV� DQG� WHUPLQRORJ\� UHOHYDQW� WR� computer security�� QRU� GRHV� LW� DG�
GUHVV� FRQFHSWV� DQG� WHUPLQRORJ\� IRU� communication security� DQG� UHODWHG
FRPPXQLFDWLRQ� QHWZRUNLQJ� WHFKQRORJ\�� ,W� GRHV� DGGUHVV� FRQFHSWV� DQG
WHUPV�WKDW�ZH�FRQVLGHU�WR�EH�WKH�PRVW�FULWLFDO�WR�JDLQ�D�IXQGDPHQWDO�XQ�
GHUVWDQGLQJ�RI�computer security� WHFKQRORJ\�³�WKDW� LV�� WKH� WKHRU\�RI� WKLV
WHFKQRORJ\�DQG�VRPHWKLQJ�RI�LWV�LPSOHPHQWDWLRQ�
2XU�DSSURDFK�LQ�WKLV�HVVD\�LV�WR�IRFXV�SULPDULO\�RQ�H[SODLQLQJ�FRQFHSWV

FULWLFDO�WR�XQGHUVWDQGLQJ�computer security��)RU�WKH�EDVLV�RI�WKH�FRPPXQL�
FDWLRQ�DERXW�WKH�FRQFHSWV��ZH�XVH�D�VHW�RI�WHUPV�WKDW�KDYH�EHHQ�FRQVLV�
WHQWO\� XVHG� RYHU� D� SHULRG� RI� WLPH�� $OWHUQDWH� WHUPV� KDYH� EHHQ� XVHG� IRU
VRPH�RI�WKH�FRQFHSWV�ZH�SUHVHQW��DQG�LQ�VRPH�FDVHV��WKH�DOWHUQDWH�WHUPV
DUH� EHLQJ� SURPXOJDWHG� E\� RWKHU� LQGLYLGXDOV� DQG�RU� RUJDQL]DWLRQV�� ,Q
FRQWUDVW�� LQ�(VVD\����ZH�KDYH�XVHG� WHUPLQRORJ\� VSHFLILF� WR� D� SDUWLFXODU
GRFXPHQW�>7&6(��@�DQG�WR�D�VSHFLILF�RUJDQL]DWLRQ��WKH�86�'HSDUWPHQW�RI
'HIHQVH���+RZHYHU��LQ�WKLV�HVVD\��ZH�KDYH�WULHG�WR�UHPDLQ�FOHDU�RI�D�VSH�
FLILF�VHW�RI�RUJDQL]DWLRQDO�´XWWHUDQFHV�µ�LQVWHDG�SUHIHUULQJ�WR�XVH�D�VHW�RI
ZLGHO\�DQG�KLVWRULFDOO\�DFFHSWHG�WHUPLQRORJ\��6SHFLILF�VRXUFHV�IRU�VRPH�RI
WKH�WHUPV�DUH�JLYHQ�ZKHUH�WKH�VRXUFH�LV�WKRXJKW�WR�EH�KLVWRULFDOO\�VLJQLIL�
FDQW�
7KH�QH[W�IHZ�VHFWLRQV�IRFXV�RQ�LGHQWLI\LQJ�WKH�GRPDLQ�RI�GLVFRXUVH�IRU

WKH� FRQFHSWV� DQG� WHUPLQRORJ\� GLVFXVVHG� LQ� WKH� UHVW� RI� WKH� HVVD\�� 7KH\
FODULI\�ZKDW�ZH�PHDQ�E\�MXVW�RQH�WHUP�³�computer security�

&RQVLGHUDWLRQV�IRU�computer security

7KHUH�DUH�PDQ\�FKDUDFWHUL]DWLRQV�RI�computer security��7KH�RQH�ZH�XVH�LV
UHODWHG�WR�WKH�WHUP�information technology security��Information technology se-
curity� LV�GHILQHG� LQ�D�GRFXPHQW� >,76(��@� FUHDWHG�E\� WKH�(XURSHDQ�&RP�
PXQLW\�� ZKLFK� KDV� JDLQHG� VRPH� UHFHQW� LQWHUQDWLRQDO� DFFHSWDQFH�� 7KH
GRFXPHQW�>,76(��@�GHILQHV�information technology (IT) security�WR�LQFOXGH�WKH
IROORZLQJ�

� Confidentiality��3UHYHQWLRQ�RI�XQDXWKRUL]HG�GLVFORVXUH�RI�LQIRUPDWLRQ�
� Integrity��3UHYHQWLRQ�RI�XQDXWKRUL]HG�PRGLILFDWLRQ�RI�LQIRUPDWLRQ�
� Availability�� 3UHYHQWLRQ� RI� XQDXWKRUL]HG� ZLWKKROGLQJ� RI� LQIRUPDWLRQ

RU�UHVRXUFHV�

(VVD\���GHVFULEHV�IRXU�EURDG�DUHDV�RI�FRPSXWHU�PLVXVH�� WKHIW�RI�FRP�
SXWDWLRQDO�UHVRXUFHV��GLVUXSWLRQ�RI�FRPSXWDWLRQDO�VHUYLFHV��XQDXWKRUL]HG
LQIRUPDWLRQ� GLVFORVXUH�� DQG� XQDXWKRUL]HG� LQIRUPDWLRQ� PRGLILFDWLRQ�
7KHVH�IRXU�DUHDV�FRUUHVSRQG�WR�WKUHDWV�WR�IT security��7KH�ILUVW�WZR�FDWHJR�
ULHV�FRUUHVSRQG�WR�WKUHDWV�WR�availability��WKH�WKLUG�FRUUHVSRQGV�WR�D�WKUHDW
WR� confidentiality�� DQG� WKH� IRXUWK� WR� WKH� integrity RI� WKH� LQIRUPDWLRQ�� �1RWH
WKDW�LQ�WKLV�HVVD\��WKHIW�RI�FRPSXWDWLRQDO�UHVRXUFHV�LV�FRQVLGHUHG�D�WKUHDW
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WR�availability RI�UHVRXUFHV�VLQFH�LW� IXQGDPHQWDOO\�UHVXOWV� LQ�WKH�ZLWKKROG�
LQJ�RI�WKH�VWROHQ�UHVRXUFHV�IURP�WKRVH�ZKR�DUH�SD\LQJ�WR�XVH�WKHP��

Integrity��ZKLFK� LV� DOVR� WUDGLWLRQDOO\� UHIHUUHG� WR�DV�data integrity >71,��@�
PHDQV�WKDW� LQIRUPDWLRQ�LV�PRGLILHG�RQO\�E\�WKRVH�ZKR�KDYH�WKH�ULJKW� WR
GR�VR��+RZHYHU��integrity KDV�PHDQLQJV�RWKHU�WKDQ�WKH�PHDQLQJ�XVHG�KHUH�
7KHVH� DOWHUQDWH�PHDQLQJV� YDU\� JUHDWO\� IURP� VXFK� D� EURDG� GHILQLWLRQ� DV
´VRXQGQHVVµ� WR� WKH�GHILQLWLRQ�RI�system integrity��PHDQLQJ� WKDW� WKH�KDUG�
ZDUH�DQG�VRIWZDUH�JHQHUDOO\�RSHUDWH�DV�H[SHFWHG��Program integrity�PHDQV
WKDW�SURJUDPV�FDQ�EH�LQYRNHG�RQO\�E\�SURJUDPV�WKDW�DUH�ORZHU�LQ�integrity�
7KLV� DUUDQJHPHQW� LV� LQWHQGHG� WR� SUHYHQW� FRUUXSWLRQ� �WKDW� LV�� E\� XQDX�
WKRUL]HG�PRGLILFDWLRQ��RI�KLJKHU�integrity SURJUDPV�>6+,5��@�E\�ORZHU�integ-
rity SURJUDPV��IRU�H[DPSOH��E\�YLUXVHV�RU�RWKHU�Trojan horses�WKDW�PLJKW�EH
LQ�WKHP���,W�KDV�EHHQ�VKRZQ�>6&+(��@�WKDW�program integrity�LV�MXVW�D�VSH�
FLDO� FDVH� RI� WKH�data integrity� GHVFULEHG�KHUH�� $OWKRXJK� LQ� RWKHU� FRQWH[WV
integrity PD\� EH� XVHG� GLIIHUHQWO\�� WKURXJKRXW� WKLV� HVVD\�� integrity LV� XVHG
ZLWK�WKH�ILUVW�PHDQLQJ�JLYHQ�DERYH�³�WKDW�RI�data integrity��,QIRUPDWLRQ�LV
PRGLILHG�RQO\�E\�WKRVH�ZKR�KDYH�WKH�ULJKW�WR�GR�VR�

'LVWLQFWLRQV�DPRQJ�availability, confidentiality,�DQG�integrity

:KHQ�FRQVLGHULQJ�WKH�FRVWV�DQG�EHQHILWV�RI�SURWHFWLRQ�DJDLQVW�WKH�OLVW�RI
WKUHDWV�WR�IT security�JLYHQ�DERYH��WKH�GLVWLQFWLRQV�DPRQJ�confidentiality DQG
integrity DQG�RWKHU�V\VWHP�SURSHUWLHV�VXFK�DV�availability DUH�LPSRUWDQW�

Availability GLIIHUV� LQ�NLQG� IURP�WKH�RWKHU� WZR�FRPSRQHQWV�RI� IT security�
2QH�GLIIHUHQFH�DFNQRZOHGJHG� LQ� WKH�GHILQLWLRQ�RI� IT security� JLYHQ� LQ� WKH
(&�GRFXPHQW�>,76(��@�LV�WKDW�availability SHUWDLQV�WR�ERWK�LQIRUPDWLRQ�DQG
UHVRXUFHV�� VXFK� DV� FRPSXWHU� V\VWHPV� WKHPVHOYHV�� 2Q� WKH� RWKHU� KDQG�
confidentiality DQG�integrity SHUWDLQ�RQO\�WR�LQIRUPDWLRQ�LWVHOI�
,Q�D�IXUWKHU�GLVWLQFWLRQ�IURP�availability��FRQVLGHU�WKDW�confidentiality DQG

integrity FDQ�EH�HQIRUFHG�E\�SUHYHQWLQJ�LOOLFLW�DFFHVV�WR�WKH�LQIRUPDWLRQ�XQ�
GHU� SURWHFWLRQ� �WKDW� LV�� access control� LQ� WKH� FRPSXWHU� FRQWH[W��� ,Q� FRQ�
WUDVW��availability� FDQQRW�EH�SURYLGHG�E\�access control�ZLWKLQ�D� FRPSXWHU
V\VWHP��5DWKHU�� WKH�NH\�REMHFWLYH�RI�availability� LV� WKDW� LQIRUPDWLRQ�RU� UH�
VRXUFHV�VKRXOG�QRW�EH�ZLWKKHOG�>,76(��@�
7KLV� GLVWLQFWLRQ� KDV� YHU\� IXQGDPHQWDO� LPSOLFDWLRQV� IRU� WKH� SURWHFWLRQ

IHDVLEOH�DJDLQVW�WKUHDWV�WR�availability��LQ�FRQWUDVW�WR�WKH�SURWHFWLRQ�IHDVLEOH
DJDLQVW�WKUHDWV�WR�confidentiality�DQG�integrity��7KLV�LV�HDV\�WR�VHH��VLQFH��IRU
H[DPSOH��D�SURFHVV�PD\�LQ�JHQHUDO�FRQVXPH�UHVRXUFHV�LQ�D�PDQQHU�WKDW
PD\� SUHYHQW� RWKHU� SURFHVVHV� IURP� DFFHVVLQJ� WKRVH� UHVRXUFHV� ZKHQ
QHHGHG��7KH�REVHUYDWLRQ�WKDW�D� ´UXQDZD\�SURFHVVµ�FDQ�ZDVWH�UHVRXUFHV�
HYHQ�LQ�D�V\VWHP�ZKLFK�LPSOHPHQWV�access controls��ZDV�PDGH�E\�%XWOHU
/DPSVRQ� DV� HDUO\� DV� ����� >/$03��@�� 7ZHQW\� \HDUV� ODWHU�� /DPSVRQ
>/$03��@�VWDWHG�PRUH�IODWO\�WKDW�access controls�SURYLGH�D�IRXQGDWLRQ�IRU
confidentiality DQG�integrity��EXW�DUH�OHVV�XVHIXO�IRU�availability�
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:H�VHH�WKHQ�WKDW�WKHUH�DUH�YHU\�PDQ\�WKLQJV�WKDW�FDQ�DIIHFW� WKH�avail-
ability�RI�D�V\VWHP��LQ�IDFW��LW�LV�QRW�SRVVLEOH�WR�LGHQWLI\�DOO�WKH�IDFWRUV�WKDW
PD\�DIIHFW�availability��,W�LV�WKH�XQERXQGHGQHVV�RI�WKH�SRVVLEOH�FDXVHV�RI�D
ORVV�RI�availability�WKDW�OHDGV�WR�WKH�FRQFOXVLRQ�WKDW�LW�LV�QRW�SRVVLEOH�WR�ver-
ify� WR�D�KLJK�GHJUHH�RI�assurance� WKDW� D� V\VWHP�SRVVHVVHV� WKH� TXDOLW\� RI
availability��+RZHYHU�� LW� LV�SRVVLEOH� WR�verify� WR� D�KLJK�GHJUHH� RI�assurance
WKDW�D�V\VWHP�SRVVHVVHV�TXDOLWLHV�RI�confidentiality�DQG�integrity�WKURXJK�WKH
GHSHQGDEOH�HQIRUFHPHQW�RI�access controls�
)XUWKHUPRUH��FRQVLGHU�WKH�SUREOHP�RI�malicious software��(VVD\���FKDU�

DFWHUL]HG� WKH� JURZWK� RI�malicious software�� ,W� LV� FOHDU� WKDW� DV� WKH� XVH� RI
FRPPHUFLDO�RII�WKH�VKHOI� VRIWZDUH�SURGXFWV�RU�DQ\�RWKHU�VRIWZDUH�RI�XQ�
NQRZQ�SHGLJUHH�JURZV��VR�GR� WKH�RSSRUWXQLWLHV� IRU� LQVHUWLRQ�RI�malicious
software��7KLV�LV�EHFDXVH�WKHUH�DUH�QRZ�PDQ\�PRUH�SRLQWV�LQ�WKH�VRIWZDUH
OLIH�F\FOH��LQFOXGLQJ�GXULQJ�GLVWULEXWLRQ�DV�ZHOO�DV�GHYHORSPHQW��DW�ZKLFK
malicious software�FDQ�EH�LQFRUSRUDWHG��+RZHYHU��HYHQ�LQ�WKH�IDFH�RI�mali-
cious software��ZH�FDQ�REWDLQ��IRU�D�UHDVRQDEOH�FRVW��WKH�EHQHILW�RI�PHDQ�
LQJIXO�assurance� WKDW� D�XVHIXO� IRUP�RI�access control� ZLOO� FRQWLQXH� WR� EH
HQIRUFHG��DV�ZH�VHH�LQ�D�ODWHU�VHFWLRQ�RQ�mandatory access control policy���,Q
FRQWUDVW��FXUUHQW�WHFKQRORJ\�GRHV�QRW�DOORZ�XV�WR�REWDLQ�DW�DQ\�FRVW�� LQ
WKH� IDFH� RI� malicious software�� WKLV� NLQG� RI� assurance� IRU� RWKHU� V\VWHP
SURSHUWLHV� VXFK� DV� availability�� 7KLV� LV� QRW� EHFDXVH� RQH� FDQQRW� GHVLJQ� D
V\VWHP�WKDW�HQKDQFHV�availability��EXW�UDWKHU�EHFDXVH�RQH�FDQQRW�EH�VXUH
WKH�V\VWHP�ZLOO�PHHW�DQ\�SDUWLFXODU�OHYHO�RI�availability�LQ�WKH�IDFH�RI�mali-
cious software��:H�VKDOO�VHH�ODWHU�WKDW�WKLV�PHDQV�LW�LV�SRVVLEOH�WR�SURYLGH
D�reference monitor�IRU�confidentiality�DQG�integrity��EXW�QRW�IRU�availability�
7KH�UHDVRQ�IRU�WKLV�LV�WKH�H[LVWHQFH�RI�D�YHU\�EDVLF�GLVWLQFWLRQ�EHWZHHQ

confidentiality�DQG�integrity�DQG�RWKHU�V\VWHP�SURSHUWLHV��VXFK�DV�availability�
7KH�GLVWLQFWLRQ� LV� WKDW�confidentiality�DQG� integrity� FDQ�EH�FKDUDFWHUL]HG� LQ
WHUPV� RI� SURSHUWLHV� WKDW� DUH� SUHFLVHO\� GHILQHG�� JOREDO�� DQG� SHUVLVWHQW�
Confidentiality� DQG� integrity� FDQ� EH� VSHFLILHG� IRU� D� SDUWLFXODU� V\VWHP� LQ� D
ZD\�WKDW�DOORZV�RQH�WR�NQRZ��EH\RQG�WKH�VKDGRZ�RI�D�GRXEW��ZKHWKHU�RU
QRW�WKH�V\VWHP�HQIRUFHV�WKRVH�SURSHUWLHV�
:H�XQGHUVWDQG�WKDW�WKLV� LV�DQ�LQFUHGLEO\�VWURQJ�VWDWHPHQW�ZKLFK�PD\

EH�VXUSULVLQJ� WR�VRPH��+RZHYHU�� WKHUH� LV�D�VHW�RI�PDWKHPDWLFDO� WRROV� LQ
FRPSXWHU� VFLHQFH� WKDW� JLYHV� RQH� WKH� FRQILGHQFH� WR�PDNH� VXFK� D� VWDWH�
PHQW��7KH�FKDUDFWHULVWLF�DELOLW\�WR�VSHFLI\�WKHVH�SURSHUWLHV�IRU�D�SDUWLFXODU
V\VWHP�LQ�D�PDQQHU�WKDW�DOORZV�RQH�WR�SRVLWLYHO\�NQRZ�WKDW�WKH\�DUH�HQ�
IRUFHG�LV�NQRZQ�LQ�WKH�MDUJRQ�RI�FRPSXWHU�VFLHQFH�DV�´EHLQJ�FRPSXWDEOH�µ
,W�LV�QRW�HVVHQWLDO�WKDW�D�UHDGHU�RI�WKLV�HVVD\�XQGHUVWDQG�FRPSXWDELOLW\�WR
XQGHUVWDQG�WKH�UHPDLQGHU�RI�WKH�HVVD\��+RZHYHU��WKH�QH[W�SDUDJUDSK�RI�
IHUV� D� YHU\� EULHI� GLVFXVVLRQ� RI� WKH� LPSOLFDWLRQV� RI� WKH� FRPSXWDELOLW\� RI
confidentiality� DQG� integrity� IRU� WKRVH� UHDGHUV� ZKR� DUH� LQWHUHVWHG�� 2WKHUV
PD\�ZLVK�WR�VNLS�WR�WKH�QH[W�VHFWLRQ�
$V� LPSOLHG� E\� WKH� DERYH� VWDWHPHQWV�� confidentiality� DQG� integrity� FDQ� EH

VSHFLILHG� IRU� D� SDUWLFXODU� V\VWHP� VXFK� WKDW�ZKHWKHU� RU� QRW� WKDW� V\VWHP
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HQIRUFHV� WKRVH�SURSHUWLHV� LV�FRPSXWDEOH��%HLQJ�FRPSXWDEOH�PHDQV�EDVL�
FDOO\�WKDW�RQH�FDQ�VSHFLI\�DQ�DOJRULWKP�WKDW�FDQ�EH�XVHG�LQ�D�PHFKDQLFDO
ZD\� WR� GHWHUPLQH� WKH� UHVXOW�� 7KLV� LV� SDUWLFXODUO\� VLJQLILFDQW� VLQFH� FRP�
SXWHUV� FDQ� RQO\� H[HFXWH� DOJRULWKPV� DQG� FDQ� WKHUHIRUH� RQO\� GHSHQGDEO\
SHUIRUP�FRPSXWDEOH�IXQFWLRQV��7KLV�PHDQV�WKDW�RQH�FDQ�SURJUDP�D�FRP�
SXWHU�LQ�VXFK�D�ZD\�DV�WR�GHSHQGDEO\�GHWHUPLQH�ZKHWKHU�LW�HQIRUFHV�con-
fidentiality�DQG�integrity��2Q�WKH�RWKHU�KDQG��ZKHWKHU�D�JLYHQ�V\VWHP�PHHWV
FULWHULD�RI�availability��UHOLDELOLW\��VDIHW\��DQG�RWKHU�VXFK�SURSHUWLHV�LV�IXQ�
GDPHQWDOO\�´QRQFRPSXWDEOH�µ�PHDQLQJ�WKDW�LW�LV�LPSRVVLEOH�WR�GHWHUPLQH
ZKHWKHU�D�FRPSXWHU·V�SURJUDP�HQIRUFHV�WKHVH�SURSHUWLHV��JLYHQ�WKHLU�H[�
LVWLQJ� GHILQLWLRQV�� ,Q� IDFW�� LW� LV� JHQHUDOO\� QRQFRPSXWDEOH� WR� GHWHUPLQH
ZKHWKHU� DQ� DUELWUDU\� SURWHFWLRQ� V\VWHP� HQIRUFHV� SDUWLFXODU� SURSHUWLHV
>+$55��@�� ,W� LV� IRUWXQDWH� WKDW�D�SDUWLFXODUO\�XVHIXO� IRUP�RI�confidentiality
DQG� integrity� �IRU� H[DPSOH��mandatory� access control�� FRQVWLWXWHV� D� VSHFLDO
FDVH� ZKRVH� HQIRUFHPHQW� ZLWKLQ� D� SURWHFWLRQ� V\VWHP� FDQ� EH� SURYHQ�� DV
ZLOO�EH�GLVFXVVHG�VXEVHTXHQWO\�LQ�WKLV�HVVD\�

0HDQLQJ�RI�computer security

,Q� WKH� UHDO� ZRUOG� RI� LQIRUPDWLRQ� WKDW� SHRSOH� FDUH� DERXW�� LW� LV� KLJKO\
EHQHILFLDO�WR�WUHDW�confidentiality�DQG� integrity�VHSDUDWHO\�IURP�RWKHU�V\VWHP
SURSHUWLHV��LQFOXGLQJ�availability��,QIRUPDWLRQ�FDQ�EH�YHU\�GHSHQGDEO\�SUR�
WHFWHG�IURP�XQDXWKRUL]HG�PRGLILFDWLRQ�RU�GLVFORVXUH�LQ�WKH�IDFH�RI�D�ODUJH
UDQJH�RI� WKUHDWV�� WKDW� LV��confidentiality�DQG� integrity� FDQ�EH�SURYLGHG�ZLWK
KLJK�assurance� RI� HQIRUFHPHQW��Availability� FDQQRW�� ,I�confidentiality�DQG� in-
tegrity�ZHUH�UROOHG�LQWR�WKH�VDPH�FODVV�DV�availability��DQ�LPSRUWDQW�DQG�YHU\
VKDUS� GLVWLQFWLRQ� EHWZHHQ� assurance� WKDW� LV� IHDVLEOH� LQ� WKH� WZR� FDVHV
ZRXOG�EH� ORVW��:H�IHHO�WKDW�WKLV�ZRXOG�QRW�VHUYH�ZHOO�WKH�UHDGHUV�RI�WKLV
HVVD\�ZKR�FRXOG�EHQHILW� IURP� WKH� DELOLW\� WR� SURYLGH�access control� WR� LQ�
IRUPDWLRQ�ZLWK� D� KLJK� GHJUHH� RI� assurance�� GHVSLWH� WKH� OHVVHU� assurance
SRVVLEOH�IRU�RWKHU�SURSHUWLHV�VXFK�DV�availability�
7R� FODULI\� WKH� LPSRUWDQFH� RI� assurance�� UHFDOO� WKH� GDQJHU� GHVFULEHG� LQ

(VVD\��� WKDW�ZDV� DVVRFLDWHG�ZLWK�PLVSODFHG� WUXVW� LQ� D� VXSSRVHGO\� ´VH�
FXUHµ�V\VWHP�³�(QLJPD��7KH�GDQJHU�RI�PLVSODFHG�WUXVW�LQ�WHFKQRORJ\��RI
IDOVH�assurance�LQ�WKH�(QLJPD�FDVH��ZDV�D�VHULRXV�FRQWULEXWRU�WR�WKH�ORVV
RI� :RUOG� :DU� ,,� E\� WKH� *HUPDQV�� )DOVH� assurance� LV� D� GDQJHU� WKDW� LV
DYRLGDEOH�E\�RQO\�WUXVWLQJ�WHFKQRORJ\�WKDW�LV�GHPRQVWUDEO\�WUXVWZRUWK\�
%HFDXVH�RI�WKHVH�IXQGDPHQWDO�GLIIHUHQFHV��ZH�VD\�WKDW�confidentiality�DQG

integrity�DUH�WKH�WZR�FRPSRQHQWV�RI� IT security� LQ�D�FRPSXWHU�V\VWHP�WKDW
PDNH�XS�computer security��WKDW�LV��computer security�LV�WKH�VXEVHW�RI�IT se-
curity� WKDW� DGGUHVVHV� VHFXULW\� RI� LQIRUPDWLRQ� LQ� D� FRPSXWHU� DJDLQVW
WKUHDWV�WR�confidentiality�DQG�integrity��EXW�ZKLFK�GRHV�QRW�DGGUHVV�availabil-
ity���7KHUHIRUH��computer security��DV�XVHG�LQ�WKLV�HVVD\��PD\�EH�SURYLGHG�E\
WKH�PHWKRGV�XVHG�IRU�access control�ZLWKLQ�D�FRPSXWHU�V\VWHP�
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7KH�UHPDLQGHU�RI�WKLV�HVVD\�LV�GLYLGHG�LQWR�PDMRU�VHFWLRQV�WKDW�SUHVHQW
FRQFHSWV�DQG�WHUPLQRORJ\�UHODWHG�WR

� WKH�WKHRU\�RI�computer security�
� DQ�LPSRUWDQW�DVSHFW�RI�WKDW�WKHRU\�³�WKH�security policy�
� PHWKRGV�RI�EXLOGLQJ�D�VHFXUH�V\VWHP�EDVHG�RQ�WKH�SULQFLSOHV�RI�WKH

WKHRU\��DQG
� DSSOLFDWLRQ�RI�WKH�WKHRU\�WR�QHWZRUNV�

7KHRU\�RI�computer security

$V� QRWHG� DERYH�� WKH� WKUHDWV� WR� computer security� FDQ� EH� FRXQWHUHG� E\
SURYLGLQJ� access control� RYHU� LQIRUPDWLRQ� RQ� D� FRPSXWHU� WR� HQVXUH� WKDW
RQO\�VSHFLILFDOO\�DXWKRUL]HG�XVHUV�DUH�DOORZHG�DFFHVV��:KDW�ZH�GHVLUH�LV�D
VHW�RI�PHWKRGV�WKDW�PDNH�LW�SRVVLEOH�WR�EXLOG�D�UHODWLYHO\�VPDOO�SDUW�RI�WKH
V\VWHP�LQ�VXFK�D�ZD\�WKDW�RQH�FDQ�HYHQ�DOORZ�D�FOHYHU�DWWDFNHU�ZKR�XVHV
malicious software�WR�EXLOG�WKH�UHVW�RI�WKH�V\VWHP�DQG�LWV�DSSOLFDWLRQV��DQG
LW�ZLOO�VWLOO�EH�VHFXUH��7KH�WKHRU\�RI�computer security�JLYHV�XV�WKLV�
8QGHUVWDQGLQJ� computer security� LQYROYHV� XQGHUVWDQGLQJ� WKUHH� IXQGD�

PHQWDO�QRWLRQV�

�� D�security policy��VWDWLQJ�WKH�ODZV��UXOHV��DQG�SUDFWLFHV�WKDW�UHJXODWH
KRZ� DQ� RUJDQL]DWLRQ�PDQDJHV�� SURWHFWV�� DQG� GLVWULEXWHV� VHQVLWLYH
LQIRUPDWLRQ�

�� WKH� IXQFWLRQDOLW\� RI� LQWHUQDO� PHFKDQLVPV� WR� HQIRUFH� WKDW� security
policy��DQG

�� assurance�WKDW�WKH�PHFKDQLVPV�GR�HQIRUFH�WKH�security policy�

1RZ�ZH�LQWURGXFH�WKHVH�WKUHH�LPSRUWDQW�QRWLRQV�DQG�GHVFULEH�KRZ�WKH\
SHUWDLQ�WR�WKH�reference monitor concept��ZKLFK�SURYLGHV�D�VHW�RI�SULQFLSOHV
WKDW�FDQ�EH�DSSOLHG�WR�WKH�GHVLJQ�RU�VHOHFWLRQ�RI�VHFXULW\�IHDWXUHV�DQG�WR
WKHLU� LPSOHPHQWDWLRQ� LQ�ZD\V� WKDW�DIIRUG� D�KLJK�GHJUHH� RI� UHVLVWDQFH� WR
malicious software��:H�EHJLQ�ZLWK�DQ�H[DPSOH�IURP�WKH�ZRUOG�RI�SHRSOH�DQG
VHQVLWLYH� GRFXPHQWV� WR� LOOXVWUDWH� WKH� UHTXLUHPHQWV� RI� DQ\� LQIRUPDWLRQ
VHFXULW\� V\VWHP��:H� WKHQ� LQWURGXFH� WKH� reference monitor concept� DV� ZH
DSSO\�LW�LQ�GHVLJQLQJ�VHFXUH�FRPSXWHU�V\VWHPV�

$Q�H[DPSOH��3URWHFWLQJ�VHQVLWLYH�GRFXPHQWV�� ,I�ZH�KDG�D�FROOHFWLRQ
RI�H[WUHPHO\�VHQVLWLYH�GRFXPHQWV�³�SHUKDSV�FRUSRUDWH�SODQV�DQG�VWUDWH�
JLHV�RU�FODVVLILHG�QDWLRQDO�VHFXULW\�LQIRUPDWLRQ�³�ZH�PLJKW�JR�WR�H[WUHPH
OHQJWKV�WR�SURWHFW� WKDW�FROOHFWLRQ��7KLQNLQJ�DERXW� WKH�PHDVXUHV� WKDW�ZH
PLJKW�WDNH�WR�SURYLGH�VXFK�SURWHFWLRQ�ZLOO�KHOS�XV�ILQG�DQ�LQWXLWLYH�EDVLV
IRU�WKH�reference monitor concept�
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5HVWULFWLQJ�DFFHVV��6LQFH�ZH�DUH� WDONLQJ�DERXW�GRFXPHQWV� �SUHVXPDEO\
LQN�RQ�SDSHU���ZH�FDQ�PRVW�QDWXUDOO\�WKLQN�DERXW�ORFNLQJ�WKHP�XS��6R�ZH
EX\�VRPHWKLQJ�OLNH�D�EDQN�YDXOW�WR�KROG�RXU�OLWWOH�OLEUDU\�RI�SULFHOHVV�VH�
FUHWV��%XW�WKH�GRFXPHQWV�VWLOO�KDYH�WR�EH�XVHG��VR�ZH�KDYH�WR�SURYLGH�D
ZD\�IRU�DXWKRUL]HG�SHRSOH�WR�JHW�DW�WKHP�DQG�UHDG�WKHP��1RZ�ZH�KDYH�WR
SXW�D�GRRU� LQ�RXU� YDXOW� DQG�SURYLGH� VRPH�VHW� RI� FRQWUROV� RYHU�ZKR� FDQ
DQG�ZKR�FDQQRW�JR�LQ�
:H�FDQ�SODFH�D�JXDUG�SRVW�LQ�IURQW�RI�RXU�YDXOW�GRRU�DQG�VWDII�LW�ZLWK�D

WHDP� RI� H[WUHPHO\� YLJLODQW� DQG� WUXVWZRUWK\� JXDUGV�� 7KHVH� JXDUGV� FDQ
VXUHO\�H[HUFLVH�FRQWURO�RYHU�ZKR�JRHV�LQ�DQG�ZKR�JRHV�RXW��EXW�WKH\�ZLOO
QHHG�VRPH�VHW�RI�FULWHULD�IRU�GHWHUPLQLQJ�ZKR�LV�DXWKRUL]HG�IRU�VXFK�DF�
FHVV��:H�FDQ�VROYH�WKLV�SUREOHP�E\�SURYLGLQJ�WKH�JXDUGV�ZLWK�D�OLVW�WKDW
VSHFLILHV�RQO\�WKRVH�LQGLYLGXDOV�ZH�KDYH�DXWKRUL]HG��LQ�WKH�QDWLRQDO�VHFX�
ULW\�FDVH��WKRVH�ZH�KDYH�FOHDUHG�� IRU�DFFHVV�WR� WKH�YDXOW�DQG� LWV�VHFUHWV�
1RZ�WKH�JXDUGV�NQRZ�ZKR�PD\�DQG�ZKR�PD\�QRW�HQWHU�
:H�DUH�QRW� ILQLVKHG�� WKRXJK��)RU�ZKHQ�DQ� LQGLYLGXDO�VKRZV�XS�DW� WKH

JXDUG�SRVW�DQG�UHTXHVWV�HQWU\��WKH�JXDUGV�QHHG�VRPH�ZD\�WR�FKHFN�WKDW
WKH�SHUVRQ� LV�QRW�FODLPLQJ�D� IDNH� LGHQWLW\��:H�PLJKW�VLPSO\� UHO\�RQ� WKH
JXDUGV·�SRZHUV�RI�UHFRJQLWLRQ��RU�ZH�FDQ�LQYHQW�D�YDULHW\�RI�PHDVXUHV�WR
SURYLGH� WKH� JXDUGV� ZLWK� WKH� LQIRUPDWLRQ� WKH\� QHHG�� :H� FDQ� JLYH� HDFK
DXWKRUL]HG�LQGLYLGXDO�D�EDGJH�RU�SDVV�DQG�GLUHFW�WKH�JXDUGV�WR�FKHFN�WKH
EDGJH� DJDLQVW� WKH� DSSHDUDQFH� RI� D� YDOLG� EDGJH�� 3HUKDSV� ZH� FDQ� VWRUH
HDFK�LQGLYLGXDO·V�SKRWRJUDSK��RU�HYHQ�ILQJHUSULQWV��DQG�DVVRFLDWH�WKHP�LQ
WKH�DXWKRUL]DWLRQ�OLVW�ZLWK�LQGLYLGXDOV·�QDPHV��7KLV�LQIRUPDWLRQ�LV�QHFHV�
VDU\�WR�authenticate WKH�identification RI�WKH�LQGLYLGXDO�LQ�D�UHOLDEOH�ZD\��:H
FDQ� LQYHQW� VFKHPHV�RI� DOPRVW� OLPLWOHVV� FRVW� DQG� FRPSOH[LW\� WR�KHOS� WKH
JXDUGV�DVVXUH�WKHPVHOYHV�WKDW�WKH\�DUH�DGPLWWLQJ�RQO\�DXWKRUL]HG�SHRSOH
WR�WKH�YDXOW�
)LQDOO\��ZH�PLJKW�ZDQW� WR� FKHFN�XS�RQ� WKH�JXDUGV� WR�PDNH� VXUH� WKDW

RQO\�WKRVH�XVHUV�RQ�WKH�DXWKRUL]DWLRQ�OLVW�DUH�EHLQJ�DGPLWWHG�WR�WKH�YDXOW
WR� XVH� WKH� GRFXPHQW� FROOHFWLRQ�³� WR� HQVXUH� LQGLYLGXDO� accountability IRU
WKH� JXDUGV·�ZRUN�� 6R�ZH� FDQ� DGG� WR� RXU� EDVLF� SURWHFWLRQ� VFKHPH� D� ORJ
WKDW�PXVW�EH�VLJQHG�E\�ERWK�JXDUG�DQG�YLVLWRU�WR�JLYH�XV�D�FOHDU�UHFRUG�RI
YLVLWV�WR�RXU�YDXOW�
2I�FRXUVH��ZH�PXVW�QRW�RQO\�KDYH�D�JRRG�VHFXULW\�V\VWHP��ZH�PXVW�DOVR

LPSOHPHQW�LW�FRUUHFWO\��,I�D�JXDUG�LV�VXEMHFW�WR�VXEYHUVLRQ�RU�LI�RXU�YDXOW
KDV�ZDOOV�RI�SDSHU�UDWKHU�WKDQ�VWHHO��WKH�VHFXULW\�ZH�SURYLGH�ZLOO�QRW�EH
YHU\�HIIHFWLYH��7KH�H[WHQW�WR�ZKLFK�ZH�PXVW�ZRUU\�DERXW�VXFK�PDWWHUV�ZLOO
GHSHQG� RQ� WKH� VHQVLWLYLW\� RI� WKH� LQIRUPDWLRQ� DQG� RQ� WKH� WKUHDW�ZH� SHU�
FHLYH�� 3HUKDSV�ZH�ZLOO� SXW�PRGHUDWHO\� VHQVLWLYH� GRFXPHQWV� LQ� D� ORFNHG
URRP�ZLWK� DQ�XQDUPHG� JXDUG�� DQG� YHU\� VHQVLWLYH� RQHV� LQ� D� UHDO� EDQN�
VW\OH�YDXOW�ZLWK�DUPHG�JXDUGV�
7KH�EDVLF�VFKHPH�RXWOLQHG�KHUH�LV�QRW�WRR�GLIIHUHQW�IURP�VRPH�WKDW�DUH

DFWXDOO\� XVHG� WR� SURWHFW� YHU\� VHQVLWLYH� GRFXPHQWV�� ,I� WKH� XVHUV� RI� WKH
GRFXPHQWV� DUH� DW� UHPRWH� ORFDWLRQV� DQG� WRR� EXV\� WR� FRPH� WR� RXU� YDXOW�
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SHUKDSV�ZH�ZLOO�VHQG�WKH�JXDUGV�WR�WKHP��7KHQ�ZH�KDYH�D�V\VWHP�VLPLODU
WR�WKDW�XVHG�WR�KDQGOH�´8OWUDµ�LQIRUPDWLRQ�EHIRUH�DQG�GXULQJ�:RUOG�:DU�,,
>:,17��@��7KH�SRLQW�LV�WKDW�WKH�EDVLF�VFKHPH�LV�VLPSOH��FRPSUHKHQVLEOH�
DQG�VHFXUH�

:KHQ�DFFHVV�ULJKWV�YDU\��2XU�VFHQDULR�RI�D�YDXOW�IXOO�RI�VHQVLWLYH�GRFX�
PHQWV�GLIIHUV�IURP�UHDOLW\�LQ��DW�OHDVW��RQH�YHU\�LPSRUWDQW�UHVSHFW��:KHQ
SHRSOH�RU�RUJDQL]DWLRQV�JR� WR�VXFK� OHQJWKV� WR�SURWHFW� VHQVLWLYH� LQIRUPD�
WLRQ��LW�LV�XQOLNHO\�WKDW�WKH\�ZLOO�VLPSO\�SXW�LW�LQ�D�URRP�DQG�JLYH�DXWKRU�
L]HG�YLVLWRUV�XQUHVWULFWHG�DFFHVV�WR�WKH�URRP��5DWKHU��GLIIHUHQW�SHRSOH�DUH
OLNHO\� WR�KDYH�DFFHVV� WR�GLIIHUHQW�GRFXPHQWV�� DQG� WKH�GRFXPHQW�SURWHF�
WLRQ�V\VWHP�ZLOO�EH�UHTXLUHG�WR�UHFRJQL]H�DQG�HQIRUFH�WKLV�VRUW�RI�GLVWLQF�
WLRQ��:H�PD\�DOVR�ZDQW�WKH�GRFXPHQW�SURWHFWLRQ�V\VWHP�WR�HQIRUFH�VRPH
FRQWURO�RYHU� WKH�XVH� �RU�PLVXVH�� RI� WKH�GRFXPHQWV�E\�DXWKRUL]HG�XVHUV�
:H�ZLOO�FRQVLGHU�VRPH�RI�WKHVH�LVVXHV�LQ�WKH�SDUDJUDSKV�EHORZ�
,Q� WKLQNLQJ� DERXW� D� GRFXPHQW� OLEUDU\� LQ� D� YDXOW� WKDW� HQIRUFHV� ´ILQH�

JUDLQHGµ� SURWHFWLRQ�� ZH� FDQ� DW� OHDVW� VWDUW� ZLWK� WKH� EDVLF� FRQFHSWV� WKDW
ZHUH�LQWURGXFHG�DERYH��$�ZRXOG�EH�XVHU�ZLOO�DSSHDU�DW�WKH�UHDGLQJ�URRP�
LGHQWLI\�KLPVHOI��RU�KHUVHOI���DQG�KDYH�KLV�LGHQWLW\�FKHFNHG�E\�WKH�JXDUGV
RQ� GXW\�� 1RZ�� KRZHYHU�� WKH� XVHU�ZLOO� QRW� VLPSO\� EH� DGPLWWHG� WR� WKH� OL�
EUDU\�IRU�XQUHVWULFWHG�DFFHVV��,QVWHDG��KH�ZLOO�UHTXHVW�DFFHVV�WR�D�VSHFLILF
GRFXPHQW�RU�VHW�RI�GRFXPHQWV��7KH�JXDUG�ZLOO�FKHFN�WKH�XVHU·V�DFFHVV�LQ
VRPH� VRUW� RI� OLVW� DQG�� DVVXPLQJ� DOO� LV� LQ� RUGHU�� JLYH� WKH� XVHU� ERWK� WKH
GRFXPHQWV�UHTXHVWHG�DQG�D�SODFH�WR�ZRUN�RQ�WKHP��3HUKDSV�RXU� OLEUDU\
RU�UHDGLQJ�URRP�LV�GLYLGHG�LQWR�LQGLYLGXDO�FDUUHOV�WR�ZKLFK�DXWKRUL]HG�XV�
HUV�WDNH�WKHLU�GRFXPHQWV��,I�VHYHUDO�SHRSOH�PXVW�ZRUN�WRJHWKHU��WKH\�PD\
EH� DVVLJQHG� D� FORVHG� FRQIHUHQFH� URRP� LQ� ZKLFK� WKH\� PD\� ZRUN� ZLWK
GRFXPHQWV�WKDW�DOO�DUH�DXWKRUL]HG�WR�VHH�
7KLV�H[WHQVLRQ�LV�D�YHU\�FUXFLDO�RQH��)RU�QRZ��LQVWHDG�RI�DGPLWWLQJ�RQH

RU�PRUH� XVHUV� IRU� XQFRQVWUDLQHG� DFFHVV� WR� WKH� HQWLUH� FROOHFWLRQ�� RXU� OL�
EUDU\� JUDQWV� LQGLYLGXDO�XVHUV� DFFHVV� WR� LQGLYLGXDO� GRFXPHQWV� EDVHG� RQ
WKHLU�DXWKRUL]DWLRQ��1RW�RQO\�WKDW��ZH�DOVR�KDYH�D�PHFKDQLVP��WKH�FDUUHOV
RU� UHDGLQJ� URRP�� IRU� HQVXULQJ� WKDW� WKH� DFFHVV� ULJKWV� RI� LQGLYLGXDOV� DUH
HQIRUFHG�DQG�WKDW�D�XVHU�UHDGLQJ�GRFXPHQW�$�LV�SUHYHQWHG�IURP�JDLQLQJ
�LQDGYHUWHQWO\� RU� GHOLEHUDWHO\�� DFFHVV� WR� GRFXPHQW� %�� 7KH� DFFHVV� ULJKWV
DUH� GHILQHG� E\� WKH� DXWKRUL]DWLRQ� OLVW� DQG� HQIRUFHG� RQ� D� GRFXPHQW�E\�
GRFXPHQW�EDVLV��6RPH�RI�WKH�GRFXPHQWV�PD\�KDYH��DVVRFLDWHG�ZLWK�WKHP
RQ�WKH�DXWKRUL]DWLRQ�OLVW��XVHU�DFFHVV�ULJKWV�WKDW�DUH�LGHQWLFDO�ZLWK�WKRVH
DVVRFLDWHG� ZLWK� RWKHU� GRFXPHQWV� LQ� WKH� FROOHFWLRQ�� 7KHVH� HTXLYDOHQFH
FODVVHV�RI�GRFXPHQW�DFFHVV�ULJKWV�GHILQH�D�QRWLRQ�FDOOHG�access class��DOVR
UHIHUUHG�WR�RXWVLGH�WKLV�HVVD\�E\�RWKHU�QDPHV�� LQFOXGLQJ�´FODVVLILFDWLRQ�µ
´FOHDUDQFH�µ� ´VHFXULW\� OHYHO�µ� DQG� ´VHFXULW\� FODVVµ��� $Q�access class� LV� DQ
HTXLYDOHQFH�FODVV�IRU�WKH�VHQVLWLYLW\�RI�LQIRUPDWLRQ�DQG�WKH�DXWKRUL]DWLRQ
RI� SHRSOH� ZKR� VKDUH� FRPPRQ� DFFHVV� ULJKWV� WR� WKH� LQIRUPDWLRQ� LQ� WKDW
FODVV��$Q� LPSRUWDQW� REVHUYDWLRQ�DERXW�access classes� LV� WKDW� WKH�QRWLRQ
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SURYLGHV�WKH�EDVLV� IRU�´ILQH�JUDLQHGµ�SURWHFWLRQ��VXFK�DV�ZH�DUH�GLVFXVV�
LQJ��$�GRFXPHQW�PD\�KDYH�PRUH�RU� OHVV�VHQVLWLYLW\� WKDQ�DQRWKHU�� RU� LWV
VHQVLWLYLW\�PD\�GLIIHU�IURP�WKH�RWKHU·V�LQ�D�QRQFRPSDUDEOH�ZD\��VXFK�DV
PLJKW�EH�WKH�FDVH�IRU�XQUHODWHG�GRFXPHQWV�LQ�WRWDOO\�GLIIHUHQW�ILHOGV�
,Q� GHILQLQJ� ERWK� RXU� EDVLF� DQG� HQKDQFHG� VFHQDULRV�� ZH� KDYH� LJQRUHG

WKH�TXHVWLRQ��´:KHUH�GRHV�WKH�DXWKRUL]DWLRQ�OLVW�FRPH�IURP"µ�:H�FDQQRW
\HW�GHDO�IXOO\�ZLWK�WKLV�TXHVWLRQ��EXW�SUHVXPDEO\�WKH�VDPH�DXWKRULW\�WKDW
HVWDEOLVKHG�WKH�OLEUDU\�DOVR�GHILQHG�D�PHFKDQLVP�E\�ZKLFK�VRPH�SHRSOH
FDQ�HVWDEOLVK�RU�FKDQJH�WKH�OLVW��7R�GR�VR��WKH\�KDYH�WR�FRPPXQLFDWH�WKH
XSGDWHG�OLVW�WR�WKH�JXDUG�IRUFH�LQ�VRPH�PDQQHU��DQG�WKH�PHFKDQLVP�WKDW
WKH\�XVH�WR�LGHQWLI\�WKHPVHOYHV�WR�WKH�JXDUGV�LV�SUREDEO\�VLPLODU�WR�WKDW
XVHG�E\�WKH�RUGLQDU\�XVHUV�RI�WKH�OLEUDU\��,W�LV�HYHQ�SRVVLEOH�WKDW�VRPH�RI
WKH�XVHUV�RI�WKH� OLEUDU\�DUH�WKHPVHOYHV�DOORZHG�WR�PRGLI\�WKH�DXWKRUL]D�
WLRQ� OLVWV� IRU� VRPH�VXEVHW� RI� WKH�GRFXPHQWV� LQ� WKH� OLEUDU\�DQG� WKDW� WKH
UXOHV�HQIRUFHG�E\�WKH�JXDUGV�KDQGOH�WKLV�
:H�KDYH�DOVR�LJQRUHG�XQWLO�QRZ�WKH�SUDFWLFDO�TXHVWLRQ�RI�ZKDW�XVHUV�RI

WKH�OLEUDU\�GR�ZLWK�WKH�LQIRUPDWLRQ�WKDW�WKH\�KDYH�DFFHVV�WR��2QH�SRVVL�
ELOLW\�LV�WKDW�WKH\�OHDYH�WKHLU�QRWHV��H[WUDFWV��DQG�VR�RQ�LQ�WKH�OLEUDU\��,Q
WKLV�VFKHPH��HDFK�XVHU�PD\�EH�DVVLJQHG�D�ILOH�IROGHU�IRU�KLV�RU�KHU�QRWHV�
DQG�WKH�IROGHU�PD\�EH�ORFNHG�XS�E\�WKH�JXDUG�IRUFH�IURP�RQH�YLVLW�WR�WKH
QH[W�� ,I�D�XVHU� WDNHV� LQIRUPDWLRQ�DZD\� IURP�WKH� OLEUDU\�� WKH�JXDUGV�ZLOO
SUREDEO\� DWWHPSW� WR� FKHFN� WKDW� WKH� LQIRUPDWLRQ� FDQ� OHJLWLPDWHO\� EH� UH�
PRYHG��DQG�SHUKDSV�WKDW� LWV�access class� LV�PDUNHG�RQ�WKH�FRS\� �VR� WKH
XVHU�ZLOO�DVVXPH�GXH�FDUH�LQ�KDQGOLQJ�LW���,W�LV�HQWLUHO\�SRVVLEOH�WKDW�RQO\
D�IHZ�SHRSOH�ZLOO�EH�DOORZHG�WR�UHPRYH�DQ\�ZULWWHQ�LQIRUPDWLRQ�IURP�RXU
OLEUDU\�DQG�WKHQ�RQO\�XQGHU�FRQWUROOHG�FLUFXPVWDQFHV�
,I�RXU�OLEUDU\�LV�WR�HQIRUFH�DFFHVV�UHVWULFWLRQ�DW�WKH�OHYHO�RI�WKH�LQGLYLG�

XDO�GRFXPHQW��LW�FDQ�DOVR�FROOHFW�D�PRUH�GHWDLOHG�UHFRUG�RI�XVHUV·�DFFHVVHV
WR�GRFXPHQWV��7KH�ORJ�WKDW�ZH�PHQWLRQHG�DERYH�FDQ�EH�H[SDQGHG�WR� LQ�
FOXGH�GRFXPHQWV�DFFHVVHG�DQG�LQGLYLGXDO�XVHUV·�DFWLRQV�
7KH�OLEUDU\�VFHQDULR�RXWOLQHG�KHUH�PD\�VRXQG�XQOLNHO\��+RZHYHU��VRPH

JRYHUQPHQW� FODVVLILHG�GRFXPHQW� OLEUDULHV�ZRUN� DOPRVW� H[DFWO\� WKLV�ZD\�
7KH�PRGH�RI�RSHUDWLRQ�RXWOLQHG�LV�QRW�WHUULEO\�LQFRQYHQLHQW�RQFH�WKH�XV�
HUV�DQG�JXDUGV�EHFRPH�DFFXVWRPHG�WR�LW��6XFK�IRUPDO�OLEUDULHV�W\SLFDOO\
GR� D� JRRG� MRE� RI� SURWHFWLQJ� WKH� LQIRUPDWLRQ� HQWUXVWHG� WR� WKHP�� ZKLOH
PDNLQJ�LW�DYDLODEOH�WR�WKH�SHRSOH�ZKR�QHHG�WR�ZRUN�ZLWK�LW��:H�VKDOO�VHH
WKDW� WKHVH� OLEUDULHV� DOVR� SURYLGH� D� IDLUO\� JRRG� PRGHO� IRU� WKH� reference
monitor�WKDW�LV�LPSOHPHQWHG�LQ�D�VHFXUH�FRPSXWHU�V\VWHP�

7KH� reference monitor�� 7KH� reference monitor� SURYLGHV� WKH� XQGHUO\LQJ
´VHFXULW\� WKHRU\µ� IRU�FRQFHSWXDOL]LQJ�WKH� LGHD�RI�SURWHFWLRQ�� WKHUHE\�SHU�
PLWWLQJ�RQH� WR� IRFXV�DWWHQWLRQ�RQO\�RQ� WKRVH�DVSHFWV�RI� WKH�V\VWHP�WKDW
DUH�UHOHYDQW�WR�VHFXULW\��$V�ZH�VKDOO�VHH��WKH�reference monitor concept�IRU
WKH�FRPSXWHU�DSSOLHV�HTXDOO\�ZHOO�WR�WKH�GHVLJQ�RI�D�GRFXPHQW�OLEUDU\�OLNH
WKH�RQH�ZH�KDYH�MXVW�GLVFXVVHG�
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7KH�reference monitor�>$1'(��@�LV�DQ�DEVWUDFWLRQ�WKDW�DOORZV�DFWLYH�HQ�
WLWLHV� FDOOHG�subjects WR�PDNH� UHIHUHQFH� WR� SDVVLYH� HQWLWLHV� FDOOHG�objects�
EDVHG�RQ�D�VHW�RI�FXUUHQW�DFFHVV�DXWKRUL]DWLRQV��7KH� reference monitor� LV
LQWHUSRVHG�EHWZHHQ�WKH�subjects�DQG�objects��7KH� reference monitor�PDNHV
UHIHUHQFH� WR� DQ� authorization database� DQG� UHSRUWV� LQIRUPDWLRQ� XVHG� WR
VXSSRUW� DQ� audit trail� �VLPLODU� WR� WKH� ´ORJµ� GHVFULEHG� DERYH�� WKDW� UHFRUGV
RSHUDWLRQV�ZKLFK�KDYH�EHHQ�DWWHPSWHG�RU�DOORZHG�
$W�DQ�DEVWUDFW�OHYHO��WKH�reference monitor�VXSSRUWV�WZR�FODVVHV�RI�IXQF�

WLRQV�� reference functions� DQG� authorization functions� >6&+(��@�� %RWK� DUH
FRQWUROOHG� E\� WKH� FXUUHQW� DFFHVV� DXWKRUL]DWLRQ� GDWD� LQ� WKH� authorization
database��7KH�authorization functions�DOORZ�subjects� WR�FKDQJH� WKH�DXWKRUL�
]DWLRQV� LQ� WKH� authorization database�� 7KH� reference functions� FRQWURO� WKH
DELOLW\�WR�DFFHVV�LQIRUPDWLRQ��7KH�XWLOLW\�RI�WKH�reference monitor concept�LV
LQGHSHQGHQW�RI� WKH�VSHFLILF� UXOHV� WKDW�PDNH�XS� WKH�access control�policy�
7KDW�LV��WKH�reference monitor�LV�QRW�GHILQHG�E\�WKH�access control�policy��QRU
GRHV�WKH�reference monitor�GHILQH�WKH�access control�policy�
7KH� reference functions�DUH�GHILQHG� LQ� WHUPV�RI�RQO\� WZR�JHQHULF�access

modes�³� REVHUYH� DQG�PRGLI\�� 7KH� HTXLYDOHQWV� RI� WKHVH� DEVWUDFW� access
modes� LQ� D� FRPSXWHU� DUH� UHDG� DQG� ZULWH�� WKHUHIRUH�� ZH� ZLOO� XVH� WKHVH
WHUPV��7KHVH�DUH�WKH�RQO\�access modes� IRU�ZKLFK�RQH�FDQ�EH�FHUWDLQ�RI
WKH�HQIRUFHPHQW�RI�access control��WKDW�LV��WKHVH�DUH�WKH�RQO\�access modes
IRU�ZKLFK� HQIRUFHPHQW� RI�access control�policy� FDQ�EH� YHULILHG��5HDG� DQG
ZULWH�DUH�IXQGDPHQWDOO\�WKH�RQO\�WZR�W\SHV�RI�DFFHVV�WR�FRPSXWHU�PHP�
RU\��VLQFH��DW�WKH�OHYHO�RI�WKH�KDUGZDUH�´FKLSVµ�WKDW�LPSOHPHQW�WKH�FRP�
SXWHU�� HYHQ� RSHUDWLRQV� VXFK� DV� LQVWUXFWLRQ� H[HFXWLRQ� EHJLQ� DV� UHDG
DQG�RU� ZULWH� RSHUDWLRQV�� 7KHVH� WZR� access modes� SURYLGH� WKH� EDVLV� IRU
GHVFULELQJ�WKH�UXOHV�IRU�DFFHVV��WKDW�LV��WKH�access control�policy�RU�WKH�ac-
cess control�DVSHFWV�RI�WKH�security policy�
:LWK� WKH� IROORZLQJ�H[DPSOHV�ZH� WU\� WR� FODULI\�ZK\�RWKHU� OHVV�SULPLWLYH

PRGHV�RI�DFFHVV�XVHG�LQ�FRPSXWHUV�DUH�QRW�VXLWDEOH� IRU�GHILQLQJ�WKH�ac-
cess control� policy�� )RU� DQ� access mode� WR� EH� VXLWDEOH� IRU� WKLV� UROH�� RQH
PXVW�EH�DEOH�WR�verify�WKDW�access control�policy�UXOHV�WKDW�DUH�VSHFLILHG�LQ
WHUPV� RI� WKH� SDUWLFXODU� access mode� DUH� HQIRUFHG�� )RU� H[DPSOH�� VRPH
FRPSXWHUV� VXSSRUW� DQ� DSSHQG�access mode��2QH�PLJKW�ZLVK� WR� EXLOG� D
V\VWHP�WR�HQIRUFH�access control�policy�UXOHV�WKDW�DOORZ�D�subject WR�DSSHQG
VRPH�objects�EXW�QRW�WR�UHDG�RU�ZULWH�WKHP��2QH�ZRXOG�OLNH�WR�EH�DEOH�WR
verify� WKDW� WKH�V\VWHP�HQIRUFHV� WKRVH�UXOHV��+RZHYHU��DW� WKH�PRVW�SULPL�
WLYH�OHYHO�LQ�D�FRPSXWHU��DSSHQG�UHOLHV�RQ�D�UHDG�RI�VRPH�FRQWURO�LQIRUPD�
WLRQ�WR�GHWHUPLQH�ZKHUH�WR�ZULWH�WKH�LQIRUPDWLRQ�EHLQJ�DSSHQGHG��7KXV��LW
ZRXOG�QRW�EH�SRVVLEOH�WR�EXLOG�D�V\VWHP�LQ�VXFK�D�ZD\�DV�WR�DOORZ�RQH�WR
verify� WKDW�access control�policy�UXOHV�WKDW�DOORZ�RQH�WR�DSSHQG�EXW�QRW� WR
UHDG�RU�ZULWH�ZLOO�QRW�UHVXOW�LQ�XQGHVLUHG�UHDG�RU�ZULWH�DFFHVVHV�
$V�DQRWKHU�H[DPSOH��FRQVLGHU�LQVWUXFWLRQ�H[HFXWLRQ�DV�DQ�access mode

IRU�GHILQLQJ�access control�policy��)RU�H[HFXWLRQ�WR�EH�VXLWDEOH�IRU�WKLV�SXU�
SRVH�� WKH� IROORZLQJ�PXVW� EH� WUXH�� ,I� DQ� access control� policy� VWDWHV� WKDW
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H[HFXWLRQ� RI� DQ� object �IRU� H[DPSOH�� D� SURJUDP� ILOH�� LV� DXWKRUL]HG� IRU� D
SDUWLFXODU�subject��EXW�UHDG�DFFHVV�WR�WKDW�object LV�QRW�DXWKRUL]HG�IRU�WKDW
subject��ZH�PXVW�EH�DEOH� WR�verify� WKDW�UHDG�DFFHVV� LV�QRW�SRVVLEOH��+RZ�
HYHU�� LW� LV� HDV\� WR� VHH� D� VSHFLILF� FDVH� LQ� ZKLFK� WKH� access control� policy
FDQQRW�EH�HQIRUFHG�³�LW�LV�QRW�JHQHUDOO\�SRVVLEOH�WR�NQRZ�WKDW�H[HFXWLQJ
D�SURJUDP��ZKLFK�LV�GHVLUHG�WR�EH�´H[HFXWH�RQO\µ��ZLOO�QRW�´OHDNµ�LQIRUPD�
WLRQ�IURP�WKH�SURJUDP�DQG�WKXV�DOORZ�XQGHVLUHG�UHDG�DFFHVV��'�(��'HQ�
QLQJ� >'(11���� '(11��@� KDV� GHVFULEHG� ZD\V� LQ� ZKLFK� H[HFXWLQJ� D
SURJUDP� PD\� UHVXOW� LQ� LQIRUPDWLRQ� OHDNLQJ� RXW� RI� WKH� SURJUDP�� 7KLV
PHDQV�WKDW�LW�LV�QRW�SRVVLEOH�WR�VSHFLI\�WKDW�UHDG�DFFHVV�LV�QRW�SHUPLWWHG
IRU�DQ�object WR�ZKLFK�H[HFXWH�DFFHVV�LV�SHUPLWWHG��7KHUHIRUH��H[HFXWH�DF�
FHVV�LV�QRW�VXIILFLHQWO\�SULPLWLYH�WR�GHILQH�access control�policy�LQ�D�verifiable
ZD\�
,W� VKRXOG� QRZ� EH� FOHDU� KRZ� D� reference monitor� LPSOHPHQWDWLRQ� LQ� D

FRPSXWHU�LV�UHODWHG�WR�WKH�GRFXPHQW�OLEUDU\�WKDW�ZH�GHVFULEHG�DERYH��,Q
WKH�GRFXPHQW� OLEUDU\�� WKH�XVHUV�DUH�RXU�subjects�RU�DFWLYH�HQWLWLHV��7KH\
PDNH�DFFHVV�WR�SDVVLYH�GRFXPHQWV�WKDW�FRUUHVSRQG�WR� WKH�objects�RI� WKH
reference monitor��7KH�DXWKRUL]DWLRQ�OLVW�WKDW�GHILQHV�DFFHVV�WR�WKH�OLEUDU\
LWVHOI�JRYHUQV�ZKDW�subjects�DUH�NQRZQ�WR�WKH�OLEUDU\�
1RWH��DV�D�GHWDLO��WKDW�WKH�DFWLRQ�WDNHQ�E\�WKH�JXDUGV�LQ�WKH�OLEUDU\�WR

authenticate WKH�identification RI�WKH�LQGLYLGXDO�VHHNLQJ�HQWU\�WR�WKH�OLEUDU\�LV
QRW�LWVHOI�D�IXQFWLRQ�RI�WKH�reference monitor��5DWKHU��LW�LV�D�WUXVWHG�IXQF�
WLRQ�ZKLFK�LV�LPSOHPHQWHG�RXWVLGH�WKH�reference monitor��$QRWKHU�WUXVWHG
IXQFWLRQ� WKDW� PD\� EH� LPSOHPHQWHG� RXWVLGH� WKH� reference monitor� LV� WKH
FRQVWUXFWLRQ�RI�WKH�audit trail��PHQWLRQHG�DERYH��IURP�LQIRUPDWLRQ�UHSRUWHG
E\� WKH� reference monitor�� 5HFDOO� WKDW� WKH� reference monitor� FRQWDLQV� RQO\
reference functions�DQG�authorization functions��,Q�D�ODWHU�VHFWLRQ�ZH�JLYH�DG�
GLWLRQDO�LQIRUPDWLRQ�DERXW�WKH�UROHV�RI�authentication DQG�audit LQ�VXSSRUW�
LQJ�WKH�reference monitor’s�IXQFWLRQV�
7KH�reference monitor’s authorization database�FRUUHVSRQGV�WR�WKH�OLEUDU\·V

DXJPHQWHG� DXWKRUL]DWLRQ� OLVW� WKDW� LGHQWLILHV� ZKLFK� XVHUV�PD\� VHH� HDFK
GRFXPHQW��7KH� reference monitor’s UHOLDQFH� H[FOXVLYHO\� RQ� WKH� WZR�access
modes�³�UHDG�DQG�ZULWH�³�FRUUHVSRQGV�WR� WKH� OLEUDU\�JXDUGV·� H[FOXVLYH
UHOLDQFH�RQ�FRQWUROV� IRU�ZKDW�GRFXPHQWV�XVHUV�DUH�DOORZHG� WR� UHDG� DQG
ZKDW� QRWHV� XVHUV� PD\� UHPRYH� IURP� WKH� OLEUDU\�� )RUWXQDWHO\�� UHDG� DQG
ZULWH�PHDQ�WKH�VDPH�WKLQJ�LQ�WKH�FRPSXWHU�WKDW�WKH\�GR�LQ�WKH�GRFXPHQW
OLEUDU\��,Q�WKH�OLEUDU\��DV�LQ�WKH�reference monitor��WKHUH�LV�DQ�authorization
function� WKDW� FKDQJHV� WKH� authorization database�� DQG� WKHUH� DUH� reference
functions�IRU�UHDGLQJ�RU�ZULWLQJ�GRFXPHQWV��$V�QRWHG��WKH�OLEUDU\��OLNH�WKH
reference monitor��FDQ�JHQHUDWH�GDWD�IRU�DQ�audit trail�WKDW�UHIOHFWV�WKRVH�RS�
HUDWLRQV�WKDW�KDYH�RFFXUUHG�RU�EHHQ�DWWHPSWHG��7KH�JXDUGV��ZDOOV��GRRUV�
DQG�LQWHUQDO�SDUWLWLRQV��FDUUHOV��UHDGLQJ�URRPV��DQG�VR�RQ��RI�WKH�OLEUDU\
DUH�DOO�UHIOHFWHG�E\�WKH�DEVWUDFWLRQ�RI�WKH�reference monitor�
7KH�reference monitor�LPSOHPHQWDWLRQ�LQ�D�FRPSXWHU�V\VWHP�PXVW�PHHW

D�VHW�RI�UHTXLUHPHQWV�WKDW�DUH�DOVR�PHW�E\�FRPSRQHQWV�RI�RXU�GRFXPHQW
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OLEUDU\�� 7KHVH� UHTXLUHPHQWV� ZHUH� ILUVW� LGHQWLILHG� E\� -�3�� $QGHUVRQ
>$1'(��@�DQG�KDYH�EHHQ�KLVWRULFDOO\�UHIHUUHG�WR�DV�completeness, isolation,
DQG�verifiability�

� Completeness��7KH�reference monitor�PXVW�EH�LQYRNHG�RQ�HYHU\�UHIHU�
HQFH�E\�D�subject�WR�DQ�object�

� Isolation��7KH� reference monitor�DQG� LWV�GDWDEDVH�PXVW�EH�SURWHFWHG
IURP�XQDXWKRUL]HG�DOWHUDWLRQ�

� Verifiability�� 7KH� reference monitor� PXVW� EH� VPDOO�� ZHOO�VWUXFWXUHG�
VLPSOH��DQG�XQGHUVWDQGDEOH�VR�WKDW�LW�FDQ�EH�FRPSOHWHO\�DQDO\]HG�
WHVWHG��DQG�verified WR�SHUIRUP�LWV�IXQFWLRQV�SURSHUO\�

$�UHYLHZ�RI�WKH�GRFXPHQW� OLEUDU\�DJDLQVW�WKHVH�WKUHH�UHTXLUHPHQWV�IRU�D
reference monitor�ZLOO�EH�LQVWUXFWLYH�
$V�WR�completeness��ZH�SUHVXPH�WKDW�D�XVHU�RI�WKH� OLEUDU\�FDQQRW�JDLQ

DFFHVV� WR� WKH� FROOHFWLRQ� E\�ZDONLQJ� WKURXJK� D� ZDOO� RU� DURXQG� D� JXDUG�
1RWH��KRZHYHU��WKDW�WKH�JXDUGV�GR�QRW�QHFHVVDULO\�KDYH�WR�ZDWFK�WKH�XVHU
GLUHFWO\�WKURXJK�HYHU\�PRPHQW�RI�KLV�RU�KHU�XVH�RI�D�GRFXPHQW��2XU� OL�
EUDU\�LV�GHVLJQHG�VR�WKDW�D�XVHU�LQ�D�FDUUHO�ZLWK�D�GRFXPHQW�LV�VWLOO�DGH�
TXDWHO\�UHVWULFWHG�IURP�JDLQLQJ�XQDXWKRUL]HG�DFFHVV�WR�RWKHU�GRFXPHQWV�
$V�WR�isolation��WKH�OLEUDU\�PXVW�EH�GHVLJQHG�VR�WKDW�DQ�LQWHUORSHU�FDQQRW

UHSODFH�D�JXDUG��GULOO� WKRXJK�D�ZDOO��RU�UHSODFH�WKH�authorization database
RU�RWKHU�NH\�reference monitor�GDWDEDVHV�
)LQDOO\�� WKH� SURFHGXUHV� RI� WKH� OLEUDU\�PXVW� EH� VLPSOH� HQRXJK� VR� WKDW

WKH\�FDQ�EH�UHYLHZHG�RU�LQVSHFWHG��WKXV�PHHWLQJ�WKH�UHTXLUHPHQW�IRU�veri-
fiability�� ,I� WKH� OLEUDU\� V\VWHP�DOORZV�D�XVHU�� IRU� H[DPSOH�� WR� FKHFN� RXW� D
GRFXPHQW�DW�RQH�GHVN�DQG�WKHQ�FDUU\�LW�DFURVV�D�SDUNLQJ�ORW�XQREVHUYHG
WR�JHW�WR�D�UHDGLQJ�URRP��WKHUH�LV�DGHTXDWH�RSSRUWXQLW\�IRU�PLVFKLHI��HYHQ
WKRXJK�DOO� WKH�GRRUV�DUH� ORFNHG�DQG�DOO� WKH�JXDUGV�ZKR�DUH�SUHVHQW�DUH
FRQVFLHQWLRXV��7KH�GHVLJQ�RI�WKH�VHFXULW\�SURFHGXUHV�WKHPVHOYHV�PXVW�EH
VLPSOH�DQG�VRXQG��RU�WKH�SURYLVLRQ�RI�PRUH�JXDUGV�DQG�WKLFNHU�ZDOOV�ZLOO
EH�XVHOHVV�

7KH�reference monitor�DQG�WKH�FRPSXWHU�V\VWHP��%HIRUH�ZH�OHDYH�WKLV
LQWURGXFWLRQ�RI�WKH�reference monitor concept��ZH�ZLOO�WLH�LW�WR�WKH�ZRUOG�RI
FRPSXWHU� V\VWHPV�� DQG� WKHQ� WR� WKH� FODVVHV� RI� FRPSXWHU� PLVXVH� WHFK�
QLTXHV�WKDW�ZH�LQWURGXFHG�LQ�(VVD\���
7KH�FRUUHVSRQGHQFH�EHWZHHQ�reference monitor�FRPSRQHQWV�DQG�FRPSR�

QHQWV� RI� WKH� FRPSXWHU� V\VWHP� LV� UHDVRQDEO\� FOHDU�� 7KH� subjects� DUH� WKH
DFWLYH� HQWLWLHV� LQ� WKH� FRPSXWHU� V\VWHP� WKDW� RSHUDWH� RQ� LQIRUPDWLRQ� RQ
EHKDOI� RI� WKH� V\VWHP·V� XVHUV�� 7KH� subjects� DUH� SURFHVVHV� H[HFXWLQJ� LQ� D
SDUWLFXODU�domain �VHH�EHORZ�IRU�GHILQLWLRQ��LQ�D�FRPSXWHU�V\VWHP��WKDW�LV�
D��SURFHVV��domain!�SDLU���0RVW�RI�WKH�subjects�DUH�DFWLQJ�RXW�WKH�ZLVKHV
RI� DQ� LQGLYLGXDO� ZKRVH� identification KDV� EHHQ� authenticated E\� SDVVLQJ
VRPHWKLQJ�OLNH�D�SDVVZRUG��XVLQJ�VRPH�PHDQV�RI�UHOLDEOH�FRPPXQLFDWLRQ
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EHWZHHQ�WKH�LQGLYLGXDO�DQG�WKH�SRUWLRQ�RI�WKH�V\VWHP�SHUIRUPLQJ�WKH�iden-
tification�� 7KH�PHDQV� RI� HQVXULQJ� UHOLDEOH� FRPPXQLFDWLRQ� EHWZHHQ� D� KX�
PDQ�DQG� WKH�SRUWLRQ�RI� WKH� V\VWHP�SHUIRUPLQJ� identification �DQG� FHUWDLQ
RWKHU�IXQFWLRQV�VXFK�DV�security administration��LV�FDOOHG�D�trusted path��7KH
WRSLFV� RI� identification, authentication, DQG� trusted path� DUH� H[SORUHG� PRUH
IXOO\�LQ�D�ODWHU�VHFWLRQ�
7KH�objects�KROG�WKH�LQIRUPDWLRQ�WKDW�WKH�subjects�PD\�DFFHVV��$�domain

RI�D�SURFHVV�LV�GHILQHG�WR�EH�WKH�VHW�RI�objects�WKDW�WKH�SURFHVV�FXUUHQWO\
KDV�WKH�ULJKW� WR�DFFHVV�DFFRUGLQJ� WR�HDFK�access mode��$V�QRWHG�DERYH�
WZR�SULPLWLYH�access modes�� UHDG�DQG�ZULWH��DUH� WKH�EDVLV� IRU�GHVFULELQJ
WKH�access control�policy��:KLOH�ZH�VKDOO�EH�FRQFHUQHG�ZLWK�PDQ\�NLQGV�RI
objects� LQ� JHQHUDO�� ZH� FDQ� WKLQN� RI� objects� DV� ZHOO�GHILQHG� SRUWLRQV� RI
PHPRU\� ZLWKLQ� WKH� FRPSXWHU�� VXFK� DV� VHJPHQWV�� )LOHV�� UHFRUGV�� DQG
RWKHU�W\SHV�RI� LQIRUPDWLRQ�UHSRVLWRULHV�FDQ�EH�EXLOW� IURP�WKHVH�SULPLWLYH
objects��EXW�access control�LV�SURYLGHG�E\�WKH�reference monitor�RQ�WKH�EDVLV
RI�WKH�SULPLWLYH�objects�RYHU�ZKLFK�LW�KDV�WRWDO�FRQWURO��$V�PHQWLRQHG�HDU�
OLHU�� WKH� reference monitor� FRQWUROV� DFFHVV� WR� WKHP� E\� FRQWUROOLQJ� WKH
SULPLWLYH�RSHUDWLRQV�RQ�WKHP�³�WKH�DELOLW\�WR�UHDG�DQG�ZULWH�WKHP�
7KHUH�LV�DQRWKHU�W\SH�RI�UHVRXUFH�LQ�WKH�FRPSXWHU�WKDW�QHHGV�WR�EH�WLHG

WR�WKH�reference monitor concept�EXW�WKDW�ZH�KDYH�QRW�\HW�PHQWLRQHG�³�WKH
device RU�communication channel��)RU�FODULW\��ZH�ZLOO�LQFOXGH�communication
channel�ZLWKLQ�WKH�QRWLRQ�RI�device DQG�XVH�WKLV�WHUP�WKURXJKRXW��$�device
LV� WKH� PHDQV� ZKHUHE\� LQIRUPDWLRQ� LV� imported WR� RU� exported IURP� WKH
FRPSXWHU�V\VWHP�³�WKDW� LV�� LW� LV�WKH�PHDQV�IRU� LQSXW�RXWSXW��1RWH� WKDW
E\� devices�� ZH�PHDQ� WKLQJV� WKDW� DUH� DFWXDOO\� XQGHU� WKH� FRQWURO� RI� DQG
ORJLFDOO\�SDUW�RI�D�FRPSXWHU�V\VWHP��IRU�H[DPSOH��D�FRQWUROOHU�FRQQHFWHG
WR� WKH� FRPSXWHU·V� EXV� RU� D� GLVN� GULYH��� :H� GR� QRW� PHDQ� D� VHSDUDWH
´GXPEµ�SHULSKHUDO�XQLW�VXFK�DV�D�GXPE�WHUPLQDO�RU�GXPE�SULQWHU�� DQG
QRW�WKH�DFWXDO�VWRUDJH�PHGLD�VXFK�DV�D�WDSH�RU�GLVN�SODWWHU��Devices�PD\
EH� FRQVLGHUHG� objects� XQGHU� FHUWDLQ� FLUFXPVWDQFHV�� EXW� WKH\� PXVW� EH
FRQVLGHUHG� subjects� XQGHU� RWKHU� FLUFXPVWDQFHV�� :H� ZLOO� UHWXUQ� WR� WKH
WRSLF�RI�devices�LQ�D�ODWHU�VHFWLRQ��ZKHQ�ZH�GLVFXVV�QHWZRUNV�
7KH�authorization database�VSHFLILHV�WKRVH�FLUFXPVWDQFHV�XQGHU�ZKLFK�D

subject PD\� RU�PD\�QRW� JDLQ� DFFHVV� WR�objects�� 7KHUH� DUH�PDQ\�ZD\V� RI
VSHFLI\LQJ�DXWKRUL]DWLRQ�LQ�D�FRPSXWHU�V\VWHP��:H�FDQ�WKLQN�RI�authoriza-
tion databases�DVVRFLDWHG�ZLWK�HDFK�object LQ�WKH�FRPSXWHU�V\VWHP��FDOOHG
D� ´OLVW�RULHQWHGµ� LPSOHPHQWDWLRQ� >6$/7����:,/.��@�� RU�ZLWK� HDFK�subject
�FDOOHG�D�´WLFNHW�RULHQWHGµ�RU�´FDSDELOLWLHVµ�LPSOHPHQWDWLRQ���5HJDUGOHVV�RI
KRZ�DXWKRUL]DWLRQ�LV�UHSUHVHQWHG��WKH�reference monitor�HQVXUHV�WKDW�RQO\
DXWKRUL]HG�DFFHVVHV�RFFXU�
7KH� audit trail� UHFRUGV� ZKDW� VHFXULW\�UHOHYDQW� RSHUDWLRQV� KDYH� DFWXDOO\

RFFXUUHG� LQ� WKH� FRPSXWHU� V\VWHP�� 7KHVH� LQFOXGH� LQWURGXFWLRQ� RI� objects
LQWR�WKH�domain RI�D�SURFHVV�DFWLQJ�RQ�EHKDOI�RI�D�XVHU� �IRU�H[DPSOH�� ILOH
RSHQ��� GHOHWLRQ� RI� objects�� DQG� VR� RQ�� )RU� HDFK� VHFXULW\�UHOHYDQW� HYHQW
FDSWXUHG� LQ� WKH� audit trail�� WKH� audit record� LQFOXGHV� VXFK� LQIRUPDWLRQ� DV
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WKH�GDWH�DQG�WLPH�RI�WKH�HYHQW��WKH�XVHU�ZKR�LQLWLDWHG�WKH�HYHQW��WKH�W\SH
RI�HYHQW��DQG�VXFFHVV�RU�IDLOXUH�RI�WKH�HYHQW��1RWH�WKDW�ZKLOH�WKH�reference
monitor�JHQHUDWHV�VRPH�RI�WKH�LQIRUPDWLRQ�IRU�WKH�audit trail��LW�PD\�QRW�EH
WKH�RQO\�VRXUFH�IRU�audit trail�LQIRUPDWLRQ�
)LQDOO\��WKH�reference monitor� LWVHOI�LV�WKDW�PRVW�SULPLWLYH�SRUWLRQ�RI�WKH

FRPSXWHU�V\VWHP�WKDW�ZH�UHO\�RQ�WR�FRQWURO�DFFHVV��)RU� WKH�SXUSRVHV�RI
WKLV� HVVD\�� ZH� VKDOO� WKLQN� RI� LPSOHPHQWLQJ� WKH� reference monitor� ZLWK� D
VXEVHW� RI� D� FRPSXWHU·V� RSHUDWLQJ� V\VWHP� DQG� KDUGZDUH�� :H� VKDOO� ILQG
WKDW��WR�EH�HIILFLHQW��WKH�RSHUDWLQJ�V\VWHP�VRIWZDUH�QHHGV�WKH�DVVLVWDQFH
RI�FRPSXWHU�KDUGZDUH�WKDW�LV�ZHOO�VXLWHG�WR�WKH�WDVN�RI�SURYLGLQJ�VHFXULW\�
7KLV�ODVW�VXJJHVWLRQ�³�WKDW�ZH�FDQ�LPSOHPHQW�WKH�reference monitor�ZLWK

D�VXEVHW�RI�D�FRPSXWHU·V�RSHUDWLQJ�V\VWHP�DQG�KDUGZDUH�³�ZLOO�EH�HVSH�
FLDOO\�LPSRUWDQW�LQ�RXU�GLVFXVVLRQV�RI�VHFXUH�V\VWHPV��$�security kernel�LV
GHILQHG�DV�WKH�KDUGZDUH�DQG�VRIWZDUH�WKDW�LPSOHPHQW�WKH�reference moni-
tor�� �,Q� D� VSHFLILF� FRQWH[W� ZKHUH� WKH� KDUGZDUH� LV� IL[HG�� security kernel� LV
VRPHWLPHV�XVHG�LQ�UHIHUHQFH�WR�MXVW�WKH�VRIWZDUH���7KH�LPSOLFDWLRQ�RI�WKH
WHUP� security kernel� LV� WKDW� ZH� FDQ� GHVLJQ� D� KDUGZDUH�VRIWZDUH�PHFKD�
QLVP�WKDW�PHHWV�H[DFWO\�WKH�UHTXLUHPHQWV�IRU�D�reference monitor��,Q�SDU�
WLFXODU��VXFK�D�PHFKDQLVP�PXVW�EH�complete, isolated,�DQG�verifiable��:KLOH
D�FRPSXWHU�RSHUDWLQJ�V\VWHP�RI�WKH�XVXDO�VRUW�PD\�DWWHPSW�WR�PHHW�WKH
reference monitor� UHTXLUHPHQWV� WR�VRPH�H[WHQW�� LW�ZLOO�QRUPDOO\� IDOO� VKRUW
WR�VRPH�GHJUHH��2QO\�E\�EXLOGLQJ�D�PHFKDQLVP�WKDW�LV�H[SOLFLWO\�GHVLJQHG
WR�PHHW�WKH�reference monitor�UHTXLUHPHQWV�FDQ�ZH�DFKLHYH�D�KLJK�GHJUHH
RI�assurance�LQ�WKH�VHFXULW\�RI�D�FRPSXWHU�V\VWHP��1R�DOWHUQDWLYH�WHFKQL�
FDO�IRXQGDWLRQ�KDV�\HW�EHHQ�LGHQWLILHG�

8VLQJ� WKH� reference monitor�� :H� FDQ� QRZ� WXUQ�� DV� SURPLVHG�� WR� WKH
FODVVHV�RI�FRPSXWHU�PLVXVH�WHFKQLTXHV� LQWURGXFHG� LQ�(VVD\����7KH� ILUVW
FODVV� RI� FRPSXWHU� PLVXVH� WHFKQLTXHV� UHVXOWLQJ� LQ� XQDXWKRUL]HG� GLVFOR�
VXUH�RU�PRGLILFDWLRQ�LV�KXPDQ�HUURU��7KLV�FODVV�FDQ�EHVW�EH�FRXQWHUHG�E\
D�SURJUDP�RI�VHFXULW\�FRQVFLRXVQHVV�� LQWHQVLYH�XVHU�HGXFDWLRQ�� IUHTXHQW
WUDLQLQJ�� UHWUDLQLQJ�� DQG� UHPLQGHUV�� DQG� FRQVFLHQWLRXV� V\VWHP� DGPLQL�
VWUDWLRQ�DQG�RSHUDWLRQ��7KH� reference monitor� FDQ�SUHYHQW�VRPH� IRUPV�RI
WKLV�FODVV�RI�PLVXVH�WKURXJK�WKH�HQIRUFHPHQW�RI�access control�XVLQJ�ac-
cess classes�� )RU� H[DPSOH�� DQ�RSHUDWRU�PD\�EH� SUHYHQWHG� IURP�DFFLGHQ�
WDOO\�PRXQWLQJ� WKH� ZURQJ� WDSH� LI� WKH� access class� RI� WKH� WDSH� GRHV� QRW
PHHW� WKH� UHTXLUHPHQWV� VSHFLILHG� LQ� WKH� access control� policy� HQIRUFHG� E\
WKH� reference monitor��+RZHYHU�� WKH� reference monitor�PRVW�RIWHQ�GRHV�QRW
KHOS�RU�KLQGHU�WKLV�FODVV�RI�PLVXVH�
,I�ZH�DUH�FRQFHUQHG�DERXW�WKH�VHFRQG�FODVV��XVHU�DEXVH�RI�DXWKRULW\��ZH

PXVW�GHVLJQ�D�PHFKDQLVP� WKDW�PHHWV� RXU� VHFXULW\� UHTXLUHPHQWV� DW� WKH
XVHU�LQWHUIDFH�DQG�DWWHPSWV�WR�FRQVWUDLQ�WKH�XVHUV�RU�GHWHFW�WKRVH�WLPHV
ZKHQ� WKH\� JR� DVWUD\�� ,PSOHPHQWLQJ� VRPH� RI� WKH� reference monitor� IXQF�
WLRQV� LQ� DQ� DSSOLFDWLRQ� SURJUDP� PD\� EH� DSSURSULDWH� LQ� WKHVH� FDVHV�
WKRXJK� WKLV�ZRXOG�QRW� JLYH�XV�D�verifiable reference monitor��$� IXQFWLRQDO
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LPSOHPHQWDWLRQ�RI�VRPH�RI�WKH�reference monitor�PD\�EH�VXIILFLHQW�LQ�WKLV
FDVH�VLQFH��E\�WKH�GHILQLWLRQ�RI�WKLV�FODVV�RI�DEXVH�JLYHQ�LQ�(VVD\����RXU
LUUHVSRQVLEOH�XVHU� LV� QRW� LQYROYHG� LQ� probing �RU� HOVH� WKDW� XVHU·V� DFWLRQV
ZRXOG�EHORQJ�LQ�D�GLIIHUHQW�FODVV�RI�FRPSXWHU�PLVXVH�WHFKQLTXHV���7KHUH�
IRUH��ZH�NQRZ�WKDW�WKLV�LUUHVSRQVLEOH�XVHU�ZH�KDYH�K\SRWKHVL]HG�ZLOO�QRW
ZULWH�D�SURJUDP�WR�E\SDVV�WKH�FRQWUROV�ZH�KDYH�VXSSOLHG�
,I� ZH� DUH� FRQFHUQHG� DERXW� WKH� WKUHDW� RI� GLUHFW� probing RU� probing ZLWK

malicious software��ZH�FDQ�SUREDEO\�LPSOHPHQW�RXU�reference monitor�IXQF�
WLRQV�LQ�WKH�RSHUDWLQJ�V\VWHP�RU�ZLWKLQ�D�VXEVHW�RI�WKH�RSHUDWLQJ�V\VWHP�
2I�FRXUVH��ZH�PD\�KDYH�WR�SD\�PRUH�DWWHQWLRQ�WR�VHFXULW\� IHDWXUHV�WKDQ
KDYH�PRVW� RSHUDWLQJ� V\VWHPV� WRGD\�� DQG�ZH� VKDOO� DOVR�KDYH� WR�XVH� DQG
PDQDJH�WKH�V\VWHP�ZLWK�FRQVLGHUDEOH�DWWHQWLRQ�WR�VHFXULW\��%XW�DQ�RSHU�
DWLQJ�V\VWHP�WKDW�LV�GHVLJQHG�ZLWK�FRQVLGHUDEOH�DWWHQWLRQ�WR�VHFXULW\�DQG
YHU\�ZHOO�PDQDJHG�FDQ�EH�TXLWH�HIIHFWLYH�DJDLQVW�probing�
,I�ZH�DUH�ZRUULHG�DERXW�penetration RU�subversion RI�VHFXULW\�PHFKDQLVPV�

ZH� KDG� EHWWHU� JR� VKRSSLQJ� IRU� D� security kernel�� 1RW� RQO\� GRHV� VXFK� D
PHFKDQLVP� LQFRUSRUDWH� WKH� VHFXULW\� IHDWXUHV� ZH� ZLOO� QHHG�� LW� DOVR� SUR�
YLGHV� �HVSHFLDOO\� E\� LWV� DWWHQWLRQ� WR� FRPSDFWQHVV� DQG� verifiability�� D� KLJK
GHJUHH�RI�assurance�WKDW�WKH�GHVLJQ�DQG�LPSOHPHQWDWLRQ�DUH�FRPSOHWH�DQG
WKDW�malicious software� DWWDFNV� ZLOO� QRW� VXFFHHG�� )XUWKHUPRUH�� LWV� FRP�
SDFWQHVV�DQG�verifiability SURYLGH�D�VLJQLILFDQW�GHJUHH�RI�LQVSHFWDELOLW\�DQG
assurance� WKDW� LWV� LPSOHPHQWDWLRQ� KDV� QRW� EHHQ� H[SRVHG� WR� subversion�
2WKHU�PHFKDQLVPV��VXFK�DV�FU\SWRJUDSK\��FDQ�EH�XVHG�IRU�GHWHFWLQJ��DI�
WHU�WKH�IDFW��ZKHWKHU�VRIWZDUH�RU�GDWD�KDV�EHHQ�PRGLILHG��DV�GLVFXVVHG�LQ
D�ODWHU�VHFWLRQ���EXW�WKH�security kernel�LV�WKH�RQO\�PHWKRG�SURYHQ�HIIHFWLYH
DW�FRXQWHULQJ�WKH�WKUHDWV�RI�penetration DQG�subversion RI�PHFKDQLVP��DQG
WKXV�LW�LV�WKH�RQO\�PHWKRG�HIIHFWLYH�DW�SUHYHQWLQJ�LOOLFLW�DFFHVV�WR�LQIRUPD�
WLRQ�XQGHU�SURWHFWLRQ�

Computer security DQG�security policy

,Q�RXU�GLVFXVVLRQ�RI� D�GRFXPHQW� OLEUDU\��ZH�PHQWLRQHG� DQ� DXWKRUL]D�
WLRQ� OLVW� RU� URVWHU� WKDW� GHWHUPLQHG�ZKLFK� LQGLYLGXDOV� FRXOG� HQWHU� WKH� OL�
EUDU\�DW�DOO��DQG�ZKLFK�GRFXPHQWV�WKH\�FRXOG�VHH��([WHUQDO� ODZV��UXOHV�
DQG�UHJXODWLRQV�HVWDEOLVK�KRZ��ZKHQ��DQG�ZKDW�DFFHVV�E\�SHRSOH�LV�WR�EH
SHUPLWWHG��:H�GR�QRW�H[SHFW�WKH�JXDUGV��RU�ZDOOV��RI�RXU�OLEUDU\�WR�GHWHU�
PLQH� ZKR�PD\� DQG� ZKR�PD\� QRW� HQWHU�� ,QVWHDG�� WKH� RUJDQL]DWLRQ� WKDW
HVWDEOLVKHG� WKH� OLEUDU\� LQ� WKH� ILUVW� SODFH� DOVR� GHILQHG� D� security� policy
VSHFLI\LQJ�ZKR�PD\�HQWHU�DQG�ZKR�PD\�QRW��7KLV�VHFWLRQ�SURYLGHV�DQ�LQ�
WURGXFWLRQ�WR�WKH�QRWLRQ�RI�D�security�policy�DQG�LWV�HQIRUFHPHQW�LQ�D�FRP�
SXWHU�V\VWHP�
$�XVHIXO�security�policy� LV�TXLWH�JHQHUDO�� ,W� W\SLFDOO\�GRHV�QRW�VSHFLI\�E\

QDPH� WKDW� FHUWDLQ�SHRSOH�PD\�RU�PD\�QRW�KDYH� DFFHVV� WR� FHUWDLQ� LQIRU�
PDWLRQ�� ,QVWHDG�� LW�PD\�VWDWH� WKDW� WKH�KROGHUV� RI� FHUWDLQ�SRVLWLRQV�KDYH
WKH�DXWKRULW\�WR�JDLQ�DFFHVV�WR�FHUWDLQ�LQIRUPDWLRQ��,W�PD\�DOORZ�WKH�KROG�
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HUV� RI� RWKHU� SRVLWLRQV� WR� JUDQW� LQGLYLGXDOV� DFFHVV� WR� LQIRUPDWLRQ�ZLWKLQ
VRPH�VFRSH�RU�VHW�RI�FKHFNV�DQG�EDODQFHV��$�security�policy�PD\�DOVR�VWDWH
UHTXLUHPHQWV�WKDW�SHRSOH�PXVW�PHHW�IRU�DFFHVV�WR�LQIRUPDWLRQ��DV�LQ�WKH
FDVH� RI� VHFXULW\� FOHDUDQFHV� IRU� DFFHVV� WR� FODVVLILHG� QDWLRQDO� VHFXULW\� LQ�
IRUPDWLRQ�
7KH� ([HFXWLYH� %UDQFK� RI� WKH� 86� JRYHUQPHQW� �DV� ZHOO� DV� EUDQFKHV� RI

RWKHU�JRYHUQPHQWV��KDV�D�JHQHUDO�security�policy�IRU�WKH�KDQGOLQJ�RI�VHQVL�
WLYH�LQIRUPDWLRQ��7KLV�security�policy�LQYROYHV�JLYLQJ�DQ�access class�FDOOHG
D�´VHFXULW\�FODVVLILFDWLRQµ�WR�VHQVLWLYH�LQIRUPDWLRQ�DQG�D�FOHDUDQFH�WR� LQ�
GLYLGXDOV�DXWKRUL]HG� WR�DFFHVV� LW��1R� LQGLYLGXDO� LV� JUDQWHG�DFFHVV� WR� LQ�
IRUPDWLRQ�FODVVLILHG�KLJKHU�WKDQ�WKDW�LQGLYLGXDO·V�FOHDUDQFH���)RU�H[DPSOH�
VLQFH�´7RS�6HFUHWµ� LV�KLJKHU� WKDQ�´6HFUHW�µ�DQ� LQGLYLGXDO�ZLWK�D� ´6HFUHWµ
FOHDUDQFH�LV�QRW�SHUPLWWHG�DFFHVV�WR�´7RS�6HFUHWµ� LQIRUPDWLRQ���+RZHYHU�
SRVVHVVLRQ�RI� D� FOHDUDQFH�DW� RU�KLJKHU� WKDQ� WKH� FODVVLILFDWLRQ�RI� WKH� LQ�
IRUPDWLRQ�DORQH�LV�QRW�HQRXJK�WR�JDLQ�DFFHVV�³�WKDW�LQGLYLGXDO�DOVR�PXVW
KDYH� D� ´QHHG�WR�NQRZµ� WKH� LQIRUPDWLRQ�� DV� MXGJHG� E\� VRPHRQH� ZKR� DO�
UHDG\�KDV�DFFHVV�WR�WKH�LQIRUPDWLRQ�
7R�EHWWHU�XQGHUVWDQG�KRZ�D�JHQHUDO�security�policy� VXFK� DV� WKLV� LV� HQ�

IRUFHG�ZKHQ�FRPSXWHU�V\VWHPV�DUH�RSHUDWLQJ� LQ�GLIIHUHQW� HQYLURQPHQWV�
FRQVLGHU�WKUHH�GLIIHUHQW�PRGHV�RI�VHFXUH�FRPSXWLQJ�XVHG� LQ�WKH�'HSDUW�
PHQW�RI�'HIHQVH��dedicated, system high, DQG�multilevel�
,Q�D�VLPSOH�FRPSXWDWLRQ�HQYLURQPHQW��SURWHFWLRQ�RU�VHFXULW\�LV�HQIRUFHG

E\�SK\VLFDO�PHDQV�H[WHUQDO�WR�WKH�FRPSXWHU� �IHQFHV��JXDUGV��DQG�VR�RQ�
LQ�D�dedicated PRGH�RI�RSHUDWLRQ��,Q�WKLV�PRGH��DOO�XVHUV�DOORZHG�DFFHVV�WR
WKH�V\VWHP�DUH�FOHDUHG� IRU� WKH�KLJKHVW� OHYHO� RI� LQIRUPDWLRQ� FRQWDLQHG� LQ
WKH�V\VWHP�DQG�KDYH�D�QHHG�WR�NQRZ�IRU�DOO�WKH�LQIRUPDWLRQ�LQ�WKH�V\VWHP
�WKDW� LV�� LW� LV� dedicated WR� SURFHVVLQJ� IRU� XVHUV� ZLWK� D� XQLIRUP� QHHG�WR�
NQRZ� IRU� WKLV� LQIRUPDWLRQ� DW� D� JLYHQ� VLQJOH� VHFXULW\� OHYHO��� $OO� XVHUV�
HTXLSPHQW�� DQG� LQIRUPDWLRQ� UHVLGH� ZLWKLQ� WKLV� SURWHFWLYH� ERXQGDU\� RU
security�perimete. (YHU\WKLQJ�ZLWKLQ�WKH�security�perimeter LV�FRQVLGHUHG�EH�
QLJQ��7KH�FRPSXWHU�V\VWHP�LV�QRW�H[SHFWHG�WR�VHULRXVO\�´GHIHQGµ�LQIRUPD�
WLRQ�IURP�DQ\�RI� LWV�XVHUV�EHFDXVH�WKH\�DUH�FRQVLGHUHG�QRQPDOLFLRXV�E\
YLUWXH�RI�WKHLU�VHFXULW\�FOHDUDQFHV�DQG�QHHG�WR�NQRZ�
,Q�DQRWKHU�HQYLURQPHQW��FDOOHG�WKH�system high�PRGH���WKH�FRPSXWHU�QRW

RQO\�SURYLGHV�FRPSXWDWLRQ�EXW�PXVW�LQWHUQDOO\�SURYLGH�PHFKDQLVPV�WKDW
VHSDUDWH� LQIRUPDWLRQ� IURP� XVHUV�� 7KLV� LV� EHFDXVH� QRW� DOO� XVHUV� RI� WKH
V\VWHP�KDYH� D�QHHG�WR�NQRZ� IRU� DOO� WKH� LQIRUPDWLRQ� LW� FRQWDLQV� �EXW� DOO
DUH�FOHDUHG�IRU�WKH�KLJKHVW�OHYHO�RI�LQIRUPDWLRQ�LQ�WKH�V\VWHP��
,Q� \HW� DQRWKHU� HQYLURQPHQW� �FDOOHG� WKH�multilevel PRGH��� WKH� FRPSXWHU

PXVW� LQWHUQDOO\� SURYLGH�PHFKDQLVPV� WKDW� GLVWLQJXLVK� OHYHOV� RI� LQIRUPD�
WLRQ�DQG�XVHU�DXWKRUL]DWLRQ��WKDW�LV��FOHDUDQFH�DQG�QHHG�WR�NQRZ���,Q�WKLV
FDVH��QRW�DOO�XVHUV�RI�WKH�V\VWHP�DUH�FOHDUHG�IRU�WKH�KLJKHVW�OHYHO�RI�LQIRU�
PDWLRQ�FRQWDLQHG�LQ�WKH�V\VWHP��QRU�GR�DOO�XVHUV�KDYH�D�QHHG�WR�NQRZ�IRU
DOO�WKH�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�V\VWHP�
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+HUH��WKH�FRPSXWHU�V\VWHP�PXVW�SURWHFW�WKH�LQIRUPDWLRQ�IURP�WKH�XVHU
ZKR�LV�QRW�FOHDUHG�IRU�LW�DQG�KLV�SRVVLEO\�malicious software��,Q�HIIHFW��WKH
FRPSXWHU�V\VWHP�PXVW�EHFRPH�SDUW�RI�WKH�security�perimeter��7KH�LQWHUQDO
SURWHFWLRQ�PHFKDQLVPV�PXVW� ´DVVXPH� WKH� UROHVµ� RI� WKH� JXDUGV�� IHQFHV�
DQG�VR�RQ��WKDW�DUH�LQGLFDWLYH�RI�WKH�H[WHUQDO�security�perimeter��$Q\WKLQJ
RXWVLGH� WKH� security� perimeter� �LQFOXGLQJ� VRIWZDUH�� VKRXOG� EH� FRQVLGHUHG
VXVSLFLRXV��VLQFH�LW�PD\�EH�PDOLFLRXV�
&OHDUO\��IRU�D�FRPSXWHU�WR�RSHUDWH�LQ�WKH�system high�RU�multilevel mode�

LQ�ZKLFK�LW�LV�UHVSRQVLEOH�IRU�HQIRUFLQJ�D�SRUWLRQ�RI�WKH�security�policy��WKH
security�policy�PXVW�EH� WUDQVODWHG� LQWR� UXOHV� IRU�KDQGOLQJ� VHQVLWLYH� LQIRU�
PDWLRQ�RQ�D�FRPSXWHU��7KLV�WUDQVODWLRQ�LV�QRW�DOZD\V�FOHDU�VLQFH�WKH�se-
curity�policy� LV� H[SUHVVHG� LQ� WHUPV� RI� SHUVRQV� DFFHVVLQJ� LQIRUPDWLRQ� DQG
QRW�LQ�WHUPV�RI�FRPSXWHU�SURFHVVHV��DFFHVVLQJ�ILOHV�RU�VHJPHQWV�RU�E\WHV��
7KH� security� policy� GRHV� QRW� DGGUHVV� KRZ� D� FRPSXWHU�PD\� SURYLGH� ERWK
FRPSXWDWLRQ�DQG�SURWHFWLRQ�
7KXV��RQH�RI�WKH�ILUVW�VWHSV�LQ�EXLOGLQJ�D�VHFXUH�FRPSXWHU�V\VWHP�LV�WR

LQWHUSUHW� WKH�security�policy� WR�EH� HQIRUFHG� �IRU� H[DPSOH�� DV� GHVFULEHG�E\
/XQW�HW�DO��>/817��D@��LQ�D�ZD\�WKDW�DOORZV�LW�WR�DSSO\�WR�WKH�LQWHUQDO�HQ�
WLWLHV�RI� WKH�FRPSXWHU�V\VWHP��$�security�policy� LV� LQWHUSUHWHG� LQ� WHUPV�RI
WKH�SHUPLVVLEOH�access modes��IRU�H[DPSOH��UHDG�RU�ZULWH��EHWZHHQ�WKH�DF�
WLYH�HQWLWLHV�³�subjects�³�DQG�WKH�SDVVLYH�HQWLWLHV�³�objects�³�WR�HVWDE�
OLVK� D� technical security� policy� �RU� D� ´WHFKQLFDO� SROLF\µ� >7',��@�� IRU� WKH
V\VWHP��:H�WKHUHIRUH�FDOO� WKH�VSHFLILF� WUDQVODWLRQ�RI�D�security�policy� LQWR
WHUPV�LPSOHPHQWHG�RQ�D�FRPSXWHU�WKH�technical�security�policy��DV�GLVWLQFW
IURP�WKH�security�policy�VWDWHG�LQ�WHUPV�RI�SHRSOH�DFFHVVLQJ�LQIRUPDWLRQ��7R
EXLOG�D�VHFXUH�FRPSXWHU�V\VWHP��LW�LV�HVVHQWLDO�WR�KDYH�D�technical�security
policy�WKDW�LV�FRPSOHWH�DQG�SUHFLVHO\�GHILQHG�DQG�LQWHUSUHWHG�
,W�LV�DGHTXDWH�WR�FKDUDFWHUL]H�WKH�access controlUHTXLUHPHQWV�RI�D�techni-

cal�security�policy�LQ�WHUPV�RI�WKH�VHW�RI�subjects�WR�EH�FRQWUROOHG��WKH�VHW�RI
objects�WR�EH�SURWHFWHG��DQG�DOO�WKH�UXOHV�FRQFHUQLQJ�WKH�DFFHVV�RI�subjects
WR�objects� WR�EH� HQIRUFHG�E\� WKH� V\VWHP��7KH�EDVLF� VHFXULW\�UHOHYDQW� RS�
HUDWLRQ�DYDLODEOH�WR�subjects�LV�D�UHTXHVW�WR�DFFHVV�D�SDUWLFXODU�object LQ�D
SDUWLFXODU�access mode��,Q�UHVSRQVH�WR�VXFK�D�UHTXHVW��WKH�VHFXUH�V\VWHP
PD\�HLWKHU�JUDQW�RU�GHQ\�DFFHVV�
7R� GHFLGH�ZKHWKHU� D� SDUWLFXODU� UHTXHVW� IRU� DFFHVV� LV� WR� EH� JUDQWHG� RU

GHQLHG�� WKH� V\VWHP�PXVW�PDNH� D� GHFLVLRQ� DV� WR� ZKHWKHU� WKH� UHTXHVWHG
DFFHVV�LV�FRQVLVWHQW�ZLWK�WKH�access control�policy�WR�EH�HQIRUFHG��$OWKRXJK
DFWXDO�PHFKDQLVPV�W\SLFDOO\�IXQFWLRQ�RQ�WKH�EDVLV�RI�DFFHVVHV�WKDW�DUH�WR
EH�SHUPLWWHG��LW�LV�XVHIXO�WR�WKLQN�RI�D�SROLF\�DEVWUDFWO\�DV�DFFHVVHV�WKDW
DUH�WR�EH�SURKLELWHG��7KHUHIRUH��FRQVLGHU�DQ�access control�policy�DV�D�OLVW�RI
RUGHUHG�WULSOHV��V��R��P!�RI�DFFHVVHV�WKDW�PXVW�EH�SURKLELWHG��ZKHUH�V�LV�D
SDUWLFXODU� subject��R� LV� D� SDUWLFXODU� object�� DQG�P� LV� D� SDUWLFXODU� access
mode���7KLV� OLVW�RI�WULSOHV�FRPSOHWHO\�VSHFLILHV�WKH�EHKDYLRU�RI�WKH�access
control� policy’s reference functions�� )RU� LQVWDQFH�� LI� WKH� WULSOH� �[�� P\ILOH�
UHDG!�DSSHDUV�LQ�WKH�OLVW��subject [�PD\�QRW�EH�JLYHQ�UHDG�DFFHVV�WR�object
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P\ILOH��7KH�FRQYHQWLRQ�RI�UHSUHVHQWLQJ�WKH�DEVWUDFW�access control�policy�DV
D� OLVW� RI� SURKLELWHG� DFFHVVHV� LV� XVHIXO� EHFDXVH� LW� HQDEOHV� WKH� UXOHV� IRU
verifying FRUUHFW� HQIRUFHPHQW� RI� WKH� SROLF\� WR� EH� VSHFLILHG� SRVLWLYHO\� DQG
FRPSOHWHO\��,W�LV�DOVR�SDUWLFXODUO\�XVHIXO� LQ�FRPSRVLQJ�access control�poli-
cies� EHORQJLQJ� WR� GLIIHUHQW� FRPSRQHQWV� LQ� D� QHWZRUN�� DV� ZH� VKRZ� LQ� D
ODWHU�VHFWLRQ�� �)RU�access control�policies�H[SUHVVHG� LQ�WKLV�ZD\�� WKH�FRP�
SRVHG�access control�policy�LV�MXVW�WKH�XQLRQ�RI�WKH�access control�policies�RI
WKH�FRPSRQHQWV��
$�EDVLF�SULQFLSOH�RI�computer security�LV�WKDW�D�JLYHQ�V\VWHP�FDQ�RQO\�EH

VDLG�WR�EH�´VHFXUHµ�ZLWK�UHVSHFW�WR�VRPH�VSHFLILF�security�policy��VWDWHG�LQ
WHUPV�RI�FRQWUROOLQJ�DFFHVV�RI�SHUVRQV�WR�LQIRUPDWLRQ��,W�LV�FULWLFDO�WR�XQ�
GHUVWDQG�WKH�GLVWLQFWLRQ�EHWZHHQ�security�policy� �RU� technical�security�policy
DV�GHILQHG�DERYH��DQG�VHFXULW\�PHFKDQLVPV�WKDW�HQIRUFH�WKH�security�policy
ZLWKLQ�D�JLYHQ�FRPSXWHU�V\VWHP��)RU�H[DPSOH��PHFKDQLVPV�PLJKW�LQFOXGH
W\SH� HQIRUFHPHQW� >%2(%��@�� VHJPHQWDWLRQ�� RU� protection rings� >6&+5��@�
7KHVH�DUH�DOO�PHFKDQLVPV�WKDW�PD\�EH�XVHG�ZLWKLQ�D�FRPSXWHU�V\VWHP�WR
KHOS�HQIRUFH�D�security�policy� WKDW�FRQWUROV�DFFHVV�RI�SHUVRQV� WR� LQIRUPD�
WLRQ��EXW�QRQH�RI�WKHVH�LV�LWVHOI�D�security�policy��6XFK�PHFKDQLVPV�SURYLGH
IXQFWLRQDOLW\�WKDW�HQDEOHV�WKH�LPSOHPHQWDWLRQ�RI�access control�ZLWKLQ�WKH
FRPSXWHU�V\VWHP��EXW�WKH\�GR�QRW�GLUHFWO\�UHSUHVHQW�UXOHV�LQ�WKH�security
policy� ZRUOG� RI� SHUVRQV� DQG� LQIRUPDWLRQ�� ,W� KDV� EHHQ� VKRZQ� >+$55���
6+,5��@�WKDW�LQ�JHQHUDO�IRU�DQ\�JLYHQ�VHFXULW\�PHFKDQLVP��WKHUH�DUH�se-
curity� policies� WKDW� WKH�PHFKDQLVP� LV� QRW� VXIILFLHQW� WR� HQIRUFH�� 7KXV� WKH
PHFKDQLVP�LV�PROGHG�E\�WKH�security�policy�WKDW�LW�LV�GHVLJQHG�WR�VXSSRUW�
7R�XQGHUVWDQG�WKH�GDQJHU�RI�PLVWDNLQJ�VHFXULW\�PHFKDQLVPV�IRU�security
policy��FRQVLGHU�WKDW�VRPH�H[LVWLQJ�V\VWHPV�LPSRVH�VHFXULW\�PHFKDQLVPV
RQ�XVHUV��EXW�LW�LV�QRW�DW�DOO�FOHDU�ZKDW�WKH�security�policy�LV�WKDW�LV�EHLQJ
HQIRUFHG�� �([DPSOHV� LQFOXGH� WKH�8QL[� ´VHWXLGµ�DQG� ´VHWJLGµ�PHFKDQLVPV
>/(9,��@���7KLV�FUHDWHV�WKH�LOOXVLRQ�RI�VHFXULW\��ZLWKRXW�SURYLGLQJ�UHDO�VH�
FXULW\�
$V�ZH�QRWHG�HDUOLHU�� WKH� reference monitor concept� LV�QRW�GHILQHG�E\�WKH

security�policy��QRU�GRHV� LW� GHILQH� WKH�security�policy�� 7KH� reference monitor
concept� LV� FRPSDWLEOH�ZLWK�D�EURDG� UDQJH�RI� security�policies� WKDW� FDQ�EH
FRQVLGHUHG� LQ� WZR� FODVVHV�� access control� policies� DQG� supporting� policies�
Access control�policy�LV�WKDW�SRUWLRQ�RI�WKH�security�policy�WKDW�VSHFLILHV�WKH
UXOHV�IRU�access control�WKDW�DUH�QHFHVVDU\�IRU�WKH�security�policy�WR�EH�HQ�
IRUFHG��DV�ZLOO�EH�GHVFULEHG�LQ�ODWHU�VHFWLRQV���Supporting�policy�LV�WKDW�SDUW
ZKLFK�VSHFLILHV�WKH�UXOHV�IRU�DVVRFLDWLQJ�KXPDQV�ZLWK�WKH�DFWLRQV�ZKLFK
subjects� WDNH� DV� VXUURJDWHV� IRU� WKHP� LQ� FRPSXWHUV� WR� DFFHVV� FRQWUROOHG
LQIRUPDWLRQ��DV�ZLOO�DOVR�EH�GHVFULEHG�ODWHU��
7KH�access control�policies�LQ�WXUQ�IDOO�LQWR�WZR�FODVVHV��discretionary�DQG

mandatory�� 7KHVH� WZR� FODVVHV� ZHUH� RULJLQDOO\� UHIHUUHG� WR� DV� discretionary
DQG�nondiscretionary��DQG��DV�GHVFULEHG�LQ�WKH�IROORZLQJ�H[FHUSW�>6$/7��@�
ERWK�KDYH�KLVWRULFDOO\�EHHQ�FRQVLGHUHG�QHFHVVDU\�IRU�FRPPHUFLDO�DV�ZHOO
DV�PLOLWDU\�VHFXULW\�
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:H�PD\�FKDUDFWHUL]H�>RQH@�FRQWURO�SDWWHUQ�DV�discretionary�LPSO\LQJ
WKDW�D�XVHU�PD\��DW�KLV�RZQ�GLVFUHWLRQ��GHWHUPLQH�ZKR�LV�DXWKRU�
L]HG� WR� DFFHVV� WKH� REMHFWV� KH� FUHDWHV�� ,Q� D� YDULHW\� RI� VLWXDWLRQV�
discretionary�FRQWURO�PD\�QRW�EH�DFFHSWDEOH�DQG�PXVW�EH�OLPLWHG�RU
SURKLELWHG��)RU�H[DPSOH��WKH�PDQDJHU�RI�D�QHZ�GHSDUWPHQW�GHYHO�
RSLQJ�D�QHZ�SURGXFW�OLQH�PD\�ZDQW�WR�´FRPSDUWPHQWDOL]Hµ�KLV�GH�
SDUWPHQW·V�XVH� RI� WKH� FRPSDQ\� FRPSXWHU� V\VWHP� WR� HQVXUH� WKDW
RQO\� WKRVH�HPSOR\HHV�ZLWK�D�QHHG� WR�NQRZ�KDYH�DFFHVV� WR� LQIRU�
PDWLRQ�DERXW�WKH�QHZ�SURGXFW��7KH�PDQDJHU�WKXV�GHVLUHV�WR�DSSO\
WKH�SULQFLSOH�RI� OHDVW�SULYLOHJH��6LPLODUO\�� WKH�PDUNHWLQJ�PDQDJHU
PD\�ZLVK� WR�FRPSDUWPHQWDOL]H�DOO�XVH�RI� WKH� FRPSDQ\�FRPSXWHU
IRU�FDOFXODWLQJ�SURGXFW�SULFHV��VLQFH�SULFLQJ�SROLF\�PD\�EH�VHQVL�
WLYH��(LWKHU�PDQDJHU�PD\�FRQVLGHU�LW�QRW�DFFHSWDEOH�WKDW�DQ\�LQGL�
YLGXDO� HPSOR\HH� ZLWKLQ� KLV� GHSDUWPHQW� FDQ� DEULGJH� WKH
FRPSDUWPHQWDOL]DWLRQ� GHFLVLRQ� PHUHO\� E\� FKDQJLQJ� DQ� DFFHVV
FRQWURO� OLVW�RQ�DQ�REMHFW�KH� FUHDWHV��7KH�PDQDJHU�KDV�D�QHHG� WR
OLPLW�WKH�XVH�RI�discretionary�FRQWUROV�E\�KLV�HPSOR\HHV��$Q\�OLPLWV
KH� LPSRVHV� RQ� DXWKRUL]DWLRQ� DUH� FRQWUROV� WKDW� DUH� RXW� RI� WKH
KDQGV�RI�WKH�HPSOR\HHV��DQG�DUH�YLHZHG�E\�WKHP�DV�nondiscretion-
ary��6LPLODU�FRQVWUDLQWV�DUH� LPSRVHG� LQ�PLOLWDU\�VHFXULW\�DSSOLFD�
WLRQV��LQ�ZKLFK�QRW�RQO\�LVRODWHG�FRPSDUWPHQWV�DUH�UHTXLUHG��EXW
DOVR�QHVWHG�VHQVLWLYLW\�OHYHOV� �IRU�H[DPSOH��WRS�VHFUHW��VHFUHW��DQG
FRQILGHQWLDO��WKDW�PXVW�EH�PRGHOHG�LQ�WKH�DXWKRUL]DWLRQ�PHFKDQ�
LFV�RI�WKH�FRPSXWHU�V\VWHP��Nondiscretionary�FRQWUROV�PD\�QHHG�WR
EH�LPSRVHG�LQ�DGGLWLRQ�WR�RU� LQVWHDG�RI�discretionary�FRQWUROV��)RU
H[DPSOH�� WKH�GHSDUWPHQW�PDQDJHU�PD\�EH�SUHSDUHG� WR�DOORZ�KLV
HPSOR\HHV�WR�DGMXVW�WKHLU�DFFHVV�FRQWURO�OLVWV�DQ\�ZD\�WKH\�ZLVK�
ZLWKLQ�WKH�FRQVWUDLQW�WKDW�QR�RQH�RXWVLGH�WKH�GHSDUWPHQW� LV�HYHU
JLYHQ� DFFHVV�� ,Q� WKDW� FDVH�� ERWK� nondiscretionary� DQG� discretionary
FRQWUROV�DSSO\�

0RUH�UHFHQWO\��nondiscretionary�KDV�EHHQ�FDOOHG�mandatory�>7&6(��@��EXW
WKH�PHDQLQJ�KDV�EHHQ�UHWDLQHG��Mandatory� LV�VWLOO�WKH�FRPSOHPHQW�RI�dis-
cretionary��)RU�UHDVRQV�WKDW�ZLOO�EHFRPH�FOHDUHU�EHORZ��SURWHFWLRQ�DJDLQVW
malicious software� LV� RIIHUHG� RQO\� E\� DQ� LPSOHPHQWDWLRQ� RI� WKH� reference
monitor concept�HQIRUFLQJ�mandatory�access control�policies��WKRXJK�WKH�ref-
erence monitor�SDUDGLJP�RI�subjects, objects, authorization functions, DQG�ref-
erence functions�LV�DOVR�XVHG�IRU�discretionary�access control�
,Q�JHQHUDO��RQH�FDQQRW�D�SULRUL�VLPSO\�DVVHUW�ZKHWKHU�DQ�DUELWUDU\�ac-

cess control� policy� LV�mandatory� RU� discretionary�� +RZHYHU�� LW� LV� FOHDU� WKDW
VRPH�access control�policies� FDQQRW�EH�mandatory� �ZH�ZLOO� VHH�ZK\� LQ� WKH
QH[W� VHFWLRQ��� 7KH�PRUH� DSSURSULDWH� TXHVWLRQ� LV� ZKHWKHU� WKH� SURWHFWLRQ
DJDLQVW�malicious software� WKDW� LV� XQLTXHO\� SRVVLEOH�ZLWK� WKH� KLJK� assur-
ance�HQIRUFHPHQW�RI�D�mandatory�access control�policy�LV�QHHGHG�IRU�D�SDU�
WLFXODU� DVSHFW� RI� WKH� security� policy�� 7KH� SUREOHP� WKHQ� EHFRPHV� RQH� RI
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H[SUHVVLQJ�WKDW�DVSHFW�RI� WKH�security�policy� LQ�D�ZD\� WKDW�PDLQWDLQV� WKH
SURSHUWLHV�RI�D�mandatory�access control�policy��7KLV�WRR�LV�GHVFULEHG�LQ�WKH
QH[W�VHFWLRQ�
$V� D� SUDFWLFDO� PDWWHU�� WKH� FKRLFH� EHWZHHQ�mandatory� DQG� discretionary

access control� policies� WR� VXSSRUW� D� SDUWLFXODU� security� policy� LV�� LQ� PRVW
FDVHV��WLHG�WR�WKH�SHQDOW\�IRU�ZKLFK�RQH�ZRXOG�EH�OLDEOH�LI�RQH�YLRODWHG�WKH
SROLF\�LQ�WKH�´SDSHU�ZRUOGµ�³�LI�QR�FRPSXWHUV�ZHUH�EHLQJ�XVHG��,I�WKH�SHU�
VRQ�UHVSRQVLEOH� IRU�SURWHFWLQJ� WKH� LQIRUPDWLRQ�FRXOG�JHW� LQWR� ´UHDO� WURX�
EOHµ� �IRU� H[DPSOH�� ORVH� D� MRE�� JHW� VXHG�� EH� SODFHG� LQ� MDLO�� RU� HYHQ� EH
VHYHUHO\�UHSULPDQGHG��IRU�YLRODWLQJ�WKH�SROLF\�LQ�WKH�SDSHU�ZRUOG��WKHQ�D
mandatory�access control�policy�VKRXOG�EH�XVHG�WR�SURWHFW� WKH� LQIRUPDWLRQ
LQ�WKH�FRPSXWHU�

Mandatory�access control�policy��$�mandatory�access control�policy� SUR�
YLGHV� DQ� RYHUULGLQJ� FRQVWUDLQW� RQ� WKH� DFFHVV� RI� subjects� WR� objects�� ZLWK
KLJK�assurance�RI�SURWHFWLRQ�SRVVLEOH��HYHQ�LQ�WKH�IDFH�RI�Trojan horses�DQG
RWKHU�IRUPV�RI�malicious software��DV�GHVFULEHG�LQ�(VVD\����,Q�WHUPV�RI�WKH
reference monitor concept��WKH�LGHD�LV�WKDW�ZH�FDQ�DIIL[�D� label�WR�objects�WR
UHIOHFW�WKH�access class�RI�WKH�LQIRUPDWLRQ�WKH\�KROG��:H�FDQ�FRUUHVSRQG�
LQJO\�DIIL[�D�label�WR�subjects�WR�UHIOHFW�WKH�HTXLYDOHQFH�FODVV�RI�object�VHQ�
VLWLYLW\� WKDW� WKH� subject� FDQ� DFFHVV�� 7KH� reference monitor� FRPSDUHV� WKH
labels� RQ� subjects� DQG� objects�� DQG� JUDQWV� D� subject� DFFHVV�� SHU� WKH� UH�
TXHVWHG�access mode��WR�DQ�object�RQO\�LI�WKH�UHVXOW�RI�WKH�FRPSDULVRQ�LQ�
GLFDWHV�WKDW�WKH�DFFHVV�LV�SURSHU�

1RWH�WKDW�WKH�SUHFHGLQJ�SDUDJUDSK�LGHQWLILHV�WKH�PDSSLQJ�EHWZHHQ�RXU
WZR�´ZRUOGVµ�

�� 7KH�ZRUOG� LQGHSHQGHQW� RI� FRPSXWHUV�� RI� SHRSOH� DWWHPSWLQJ� WR� DF�
FHVV�LQIRUPDWLRQ�RQ�SDSHU�

�� 7KH�ZRUOG�RI�FRPSXWHUV�ZLWK�objects�WKDW�DUH�UHSRVLWRULHV�IRU�LQIRU�
PDWLRQ�DQG�subjects�WKDW�DFW�DV�VXUURJDWHV�IRU�XVHUV�LQ�WKH�DWWHPSW
WR�DFFHVV�LQIRUPDWLRQ�LQ�objects�

$V�QRWHG�DERYH�� WKH� label� DVVRFLDWHG�ZLWK�DQ�object� LQGLFDWHV� WKH�access
class�RI�WKH�LQIRUPDWLRQ�WKDW�WKH�object�KROGV��7KH� label�DVVRFLDWHG�ZLWK�D
subject�WKDW�DFWV�DV�D�VXUURJDWH�IRU�D�XVHU� LQGLFDWHV�WKH�DXWKRUL]DWLRQ�RI
WKH�XVHU�³�WKH�access class�RI�WKH� LQIRUPDWLRQ�WKH�XVHU� LV�DXWKRUL]HG�WR
DFFHVV��IRU�H[DPSOH��WKH�XVHU·V�FOHDUDQFH���(DUOLHU�ZH�LGHQWLILHG�subjects�DV
SURFHVVHV�H[HFXWLQJ�LQ�D�SDUWLFXODU�domain�� ,Q�PDQ\�V\VWHPV�� WKHUH� LV�D
VLQJOH�label�DVVRFLDWHG�ZLWK�HDFK�SURFHVV�VLQFH��LQ�WKHVH�V\VWHPV��WKHUH�LV
D� VLQJOH� domain SHU� SURFHVV�� +RZHYHU�� LQ� VRPH� V\VWHPV� >6&+(��D�
7+20��@�� HDFK� SURFHVV� PD\� KDYH� D� QXPEHU� RI� domains �DQG� FRUUH�
VSRQGLQJO\�� D� QXPEHU� RI� subjects�� VLPXOWDQHRXVO\�� HDFK� RI� ZKLFK� KDV� D
VHSDUDWH� label���,QFLGHQWDOO\��WKHVH�VHSDUDWH�domains ZLWKLQ�D�VLQJOH�SURF�
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HVV� DUH� W\SLFDOO\� LPSOHPHQWHG� E\� D� PHFKDQLVP� FDOOHG� protection rings
>6&+5��@���)LQDOO\��WKH�access modes�XVHG�LQ�WKH�FRPSXWHU�DUH�WKH�VDPH
DV�WKH�IXQGDPHQWDO�access modes�LQ�WKH�ZRUOG�LQGHSHQGHQW�RI�FRPSXWHUV�
RI�SHRSOH�DWWHPSWLQJ�WR�DFFHVV�LQIRUPDWLRQ�RQ�SDSHU�³�UHDG�DQG�ZULWH�

Mandatory� access control� policies� FDQ� SURYLGH� SURWHFWLRQ� DJDLQVW� XQDX�
WKRUL]HG� PRGLILFDWLRQ� RI� LQIRUPDWLRQ� �integrity�� DV� ZHOO� DV� SURWHFWLRQ
DJDLQVW� XQDXWKRUL]HG� GLVFORVXUH� �confidentiality��� 7KH� labels� LQ� D� VSHFLILF
mandatory�access control�policy�FDQ�EH�VHOHFWHG�WR�DFFRPSOLVK�PDQ\�GLIIHU�
HQW�SXUSRVHV�IRU� integrity�DQG�confidentiality��)RU�H[DPSOH��WKH\�FDQ�UHIOHFW
WKH� 86� JRYHUQPHQW·V� security� policy� IRU� confidentiality� PHQWLRQHG� HDUOLHU�
XWLOL]LQJ�KLHUDUFKLFDO�FODVVLILFDWLRQV�DQG�VHFXULW\�FOHDUDQFHV��IRU�H[DPSOH�
6HFUHW�� 7RS�6HFUHW��� 7KH\� FDQ� UHIOHFW� D� FRUSRUDWH� security� policy� >/,31���
/((���� 6+2&��@� �IRU� H[DPSOH�� 3XEOLF�� 3URSULHWDU\� IRU� Confidentiality� RU
7HFKQLFDO��0DQDJHPHQW� IRU� Integrity���7KH\�FDQ�DOVR�UHIOHFW�D�SDUWLWLRQLQJ
RI�DFWLYLWLHV� LQWR�VHSDUDWH�VSKHUHV�RU� FRPSDUWPHQWV��ZLWK�GLIIHUHQW� LQGL�
YLGXDOV�DXWKRUL]HG�DFFHVV�WR� LQIRUPDWLRQ�LQ�GLIIHUHQW�DUHDV��IRU�H[DPSOH�
3URMHFW�$��3URMHFW�%��
$EVWUDFWO\��LQ�WKH�OLVW�RI�WULSOHV�WKDW�VSHFLILHV�D�SDUWLFXODU�mandatory�ac-

cess control� policy�� WKHUH� LV� DQ� HQWU\� IRU� HDFK� subject, object,� DQG� access
mode�VHW��UHDG�RU�ZULWH��IRU�ZKLFK�DFFHVV�VKRXOG�QRW�EH�JUDQWHG��,Q�RWKHU
ZRUGV��LI�WKH�mandatory�access control�policy�UHTXLUHV�WKDW�WKH� label�DVVRFL�
DWHG�ZLWK�WKH�subject�EH� ´KLJKHUµ� WKDQ�WKDW�DVVRFLDWHG�ZLWK� WKH�object� LQ
RUGHU�WR�JUDQW�UHDG�DFFHVV��WKHUH�DUH�WULSOHV�IRU�HDFK�subject, object�SDLU�IRU
ZKLFK�WKH�WKLUG�HOHPHQW� LQ� WKH�WULSOH� LV�UHDG�DQG� IRU�ZKLFK�WKH�subject’s
label� LV� QRW� ´KLJKHUµ� WKDQ� WKH� object’s�� )RU� D� GLIIHUHQW�mandatory� access
control�policy��WKHUH�ZRXOG�EH�D�GLIIHUHQW�OLVW�RI�WULSOHV�

Mandatory�access control�policies�RSHUDWH�E\�SDUWLWLRQLQJ�WKH�VHQVLWLYLW\�RI
objects�DQG�WKH�DXWKRUL]DWLRQV�RI�subjects�LQWR�access classes��ZKLFK�FRUUH�
VSRQG�WR�WKH�labels�PHQWLRQHG�DERYH���7KH�NH\�WR�WKH�SRZHU�DQG�HIIHFWLYH�
QHVV�RI�mandatory�access control�policies� LV�WKH�verifiable UHVWULFWLRQ�RQ�WKH
IORZ�RI�LQIRUPDWLRQ�IURP�RQH�access class�WR�DQRWKHU��%ULHIO\��D�mandatory
access control� policy� UHIOHFWV� D� VHW� RI� UXOHV� IRU� FRPSDULQJ� access classes�
'HSHQGLQJ� RQ� WKH� security�policy� EHLQJ� HQIRUFHG�� VRPH� IORZV� DUH� DOORZHG
DQG� RWKHUV� IRUELGGHQ�� 7KH� GLVWLQJXLVKLQJ� TXDOLWLHV� RI� mandatory� access
control�policies� DUH� WKDW� WKH\� DUH� JOREDO� DQG�SHUVLVWHQW�ZLWKLQ� VRPH�XQL�
YHUVH�RI�GLVFRXUVH��WKHVH�TXDOLWLHV�HQDEOH�verifiability RI�WKH�reference moni-
tor�LPSOHPHQWDWLRQV�WKDW�HQIRUFH�WKHP�
,Q� WKLV� FRQWH[W�� ´JOREDOµ� PHDQV� WKDW� SDUWLFXODU� LQIRUPDWLRQ� KDV� WKH

VDPH�VHQVLWLYLW\�ZKHUHYHU� LW� LV��´SHUVLVWHQWµ�PHDQV�WKDW�SDUWLFXODU� LQIRU�
PDWLRQ�KDV�WKH�VDPH�VHQVLWLYLW\�DW�DOO� WLPHV��,Q�RWKHU�ZRUGV��WKH�subject
DQG�object� labels�DUH�´WUDQTXLOµ��WKH\�GR�QRW�FKDQJH��)RU�DQ�access control
policy�WR�EH�JOREDO�DQG�SHUVLVWHQW��WKH�VHW�RI�access classes��RU�labels��PXVW
IRUP�ZKDW� LV� WHUPHG� LQ�PDWKHPDWLFV�D� ´SDUWLDO� RUGHU�µ�7KLV�PHDQV� WKDW
DQ\� PHPEHUV� RI� WKH� VHW� FDQ� EH� FRPSDUHG� E\� XVLQJ� D� UHODWLRQ� XVXDOO\
FDOOHG�dominate��ZULWWHQ�´! µ�DQG�PHDQLQJ�VRPHWKLQJ�OLNH�´JUHDWHU�WKDQ�RU
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HTXDO� WR�µ� )RU� DQ\� WZR�GLVWLQFW�PHPEHUV�[� DQG�\� RI� D� SDUWLDOO\� RUGHUHG
VHW��[�dominates�\��\�dominates�[��RU�[�DQG�\�DUH�noncomparable���0RVW�H[�
LVWLQJ�LPSOHPHQWDWLRQV�RI�mandatory�access control�policies�XVH�D�SDUWLFXODU
W\SH�RI�SDUWLDOO\� RUGHUHG� VHW� FDOOHG�D� ODWWLFH��7KH�GLVWLQFWLRQV�EHWZHHQ� D
SDUWLDO�RUGHU�DQG�D�ODWWLFH�DUH�QRW�SDUWLFXODUO\�LPSRUWDQW�IRU�WKLV�HVVD\��VR
ZH�ZLOO�QRW�IXUWKHU�GLVFXVV�ODWWLFHV��
7KH�SDUWLDOO\� RUGHUHG� VHW� RI� labels� DQG� WKH� UHVXOWLQJ� UHVWULFWLRQ� RQ� WKH

IORZ� RI� LQIRUPDWLRQ� SURYLGH� D� WRRO� RI� VXIILFLHQW� SRZHU� WR� GHIHQG� DJDLQVW
HYHQ�malicious software��GHVFULEHG�LQ�(VVD\����7KH�PHPEHUV�RI�D�VHW�WKDW
IRUPV�D�SDUWLDO�RUGHU�FDQ�EH�FRPSDUHG�E\�WKH�dominate�UHODWLRQ�LQ�D�PDQ�
QHU�WKDW�VDWLVILHV�WKUHH�VWDQGDUG�PDWKHPDWLFDO�FRQGLWLRQV�

�� UHIOH[LYLW\�
�� DQWLV\PPHWU\��DQG
�� WUDQVLWLYLW\�

:H�FDQ�VD\�WKDW�IRU�D�SDUWLFXODU�VHW��IRU�H[DPSOH��RI� labels��DQG�WKH�UHOD�
WLRQ�! ��WKHVH�WKUHH�FRQGLWLRQV�PHDQ�UHVSHFWLYHO\�WKDW��IRU�DOO�[��\��DQG�]
LQ�WKH�VHW�

�� [�! �[�
�� [�! �\�DQG�\�! �[�LPSOLHV�[� �\��DQG
�� [�! �\�DQG�\�! �]�LPSOLHV�[�! �]�

,I�DQ\�RI�WKHVH�WKUHH�FRQGLWLRQV�RI�D�SDUWLDOO\�RUGHUHG�VHW�RI� labels�LV�UH�
OD[HG�LQ�DQ�access control�policy��HLWKHU�WKH�JOREDO�RU�SHUVLVWHQW�TXDOLW\� LV
GHVWUR\HG��UHQGHULQJ�WKH�access control�policy�IXQGDPHQWDOO\�YXOQHUDEOH�WR
Trojan horses��)RU�WKDW�UHDVRQ��DUELWUDU\�´WDJVµ�FDQQRW�EH�XVHG�DV�manda-
tory�access control�policy�labels��)RU�H[DPSOH��FRQVLGHU�D�YLRODWLRQ�RI�UHIOH[�
LYLW\�³�FRQVLGHU�DQ�access control�policy� LQ�ZKLFK�DOO�subjects�DQG�objects
KDYH�HLWKHU�WKH� label� ´6HQVLWLYHµ�RU�WKH� label� ´3XEOLFµ�DQG�ZKLFK�VSHFLILHV
WKDW� 3XEOLF� subjects� FDQ� DFFHVV� 3XEOLF� objects� H[FHSW� RQ� RGG� 7XHVGD\V�
7KDW� LV� DQ� H[DPSOH� RI� WKH� label� 3XEOLF� QRW� DOZD\V� dominating LWVHOI�³� D
YLRODWLRQ�RI�UHIOH[LYLW\�DQG�RI�WKH�´SHUVLVWHQWµ�TXDOLW\��)RU�DQRWKHU�H[DP�
SOH�� LI� WKH� access control� policy� VSHFLILHV� WKDW� 3XEOLF� subjects� FDQ� DFFHVV
6HQVLWLYH� objects� RQO\� RQ� ZHHNHQGV�� WKH� label� 6HQVLWLYH� ZRXOG� dominate
3XEOLF�DQG�RQ�ZHHNHQGV�3XEOLF�ZRXOG�dominate�6HQVLWLYH��%XW�VLQFH�6HQ�
VLWLYH�DQG�3XEOLF�DUH�QRW�HTXDO��ZH�ODFN�DQWLV\PPHWU\��DQG�WKH�TXDOLW\�RI
SHUVLVWHQFH�LV�DJDLQ�YLRODWHG��OHDYLQJ�WKH�RSSRUWXQLW\�IRU�WKH�access control
policy� WR� EH� FLUFXPYHQWHG��6LPLODUO\�� LI� WKH�access control�policy� XVHV� WKH
label�´3URSULHWDU\µ� LQ�DGGLWLRQ�WR�´6HQVLWLYHµ�DQG�´3XEOLF�µ�DQG�LI�3URSULH�
WDU\�subjects�FDQ�DFFHVV�6HQVLWLYH�objects��ZKLOH�6HQVLWLYH�subjects�FDQ�DF�
FHVV�3XEOLF�objects��EXW� LI� WKHUH�DUH�VRPH�3XEOLF�objects� WKDW�3URSULHWDU\
subjects�FDQQRW�DFFHVV��WKHQ�WKH�access control�policy�ODFNV�WUDQVLWLYLW\�DQG
WKH�´JOREDOµ�TXDOLW\�LV�QRW�PHW�
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$V�ZH�KDYH�QRWHG��DQ�access control�policy�ZKLFK�GRHV�QRW�XVH�labels�WKDW
FRQIRUP�WR�WKH�TXDOLWLHV�RI�D�SDUWLDOO\�RUGHUHG�VHW� IRU�DOO� LWV�subjects�DQG
objects�LV�QRW�D�mandatory�access control�policy�³�LW�LV�D�discretionary�access
control�policy��(DFK�RI�WKH�access control�policies�JLYHQ�DV�LQYDOLG�mandatory
access control�policies� LQ� WKH�SUHFHGLQJ�SDUDJUDSK� LV�D�SHUIHFWO\�YDOLG�dis-
cretionary�access control�policy��7KH�EDVLF�GHILQLWLRQV�WKHPVHOYHV�OHDG�WR�DQ
LPSRUWDQW�� XQDYRLGDEOH� FRQFOXVLRQ�� $Q\� access control� policy� LV� HLWKHU
mandatory�RU�discretionary��WKHUH�LV�QR�JUD\�DUHD�EHWZHHQ��)XUWKHUPRUH��LW
LV�D�mandatory�access control�policy�LI��DQG�RQO\�LI��LW�FDQ�EH�UHSUHVHQWHG�E\
D�SDUWLDOO\�RUGHUHG�VHW�RI�access classes��RWKHUZLVH��LW�LV�discretionary��5H�
PHPEHU�WKDW�WKH�NH\�GLVWLQFWLRQ�EHWZHHQ�WKHVH�WZR�IRUPV�RI�access control
policy� LV� WKH� SURWHFWLRQ� DJDLQVW� malicious software� WKDW� LV� SRVVLEOH� ZLWK
HDFK�
:H� VKRXOG� QRWH� WKDW� LI� PRUH� WKDQ� RQH�mandatory� access control� policy

PXVW�EH�HQIRUFHG�VLPXOWDQHRXVO\�ZLWKLQ�D�V\VWHP��WKHQ�HDFK�subject�DQG
object�PD\�KDYH�D�label�DVVRFLDWHG�ZLWK�LW�IRU�HDFK�mandatory�access control
policy��,Q�WKLV�FDVH��WKH� labels�PD\�KDYH�QR�UHODWLRQVKLS�ZLWK�HDFK�RWKHU�
6XFK� LV� WKH� FDVH� IRU� WKH� HQIRUFHPHQW�RI�mandatory�access control�policies
IRU�ERWK�confidentiality�DQG�integrity��)RU�H[DPSOH��DQ�object�PD\�KDYH�D�´6H�
FUHWµ� label� IRU�confidentiality�EXW�D� ´-XQNµ� label� IRU� integrity��$QRWKHU�object
PD\�KDYH�D�´6HFUHWµ� label�IRU�confidentiality�EXW�D�´+LJK�,QWHJULW\µ� label�IRU
integrity��7KH�RQO\�UHTXLUHPHQW�IRU�WKHVH� labels�LV�WKDW�WKH�VHW�RI� labels�IRU
HDFK�mandatory�access control�policy�PXVW�EH�SDUWLDOO\�RUGHUHG��2EYLRXVO\�
WKH� RYHUDOO� GHFLVLRQ� RI� ZKHWKHU� RU� QRW� WR� JUDQW� DFFHVV� GHSHQGV� RQ� WKH
SURSHU� dominates� UHODWLRQVKLS� EHWZHHQ� WKH� subject� DQG� object� labels� IRU
HDFK�VHW�RI� labels��+RZHYHU�� WKLV� LV�HDV\��VLQFH�WKH�PDWKHPDWLFV� WHOOV�XV
WKDW�WKH�SURGXFW�RI�SDUWLDOO\�RUGHUHG�VHWV�LV�DQRWKHU�SDUWLDOO\�RUGHUHG�VHW�
,Q�RWKHU�ZRUGV��VLQFH�HDFK�VHW�RI�labels�LV�SDUWLDOO\�RUGHUHG��DOO�WKH�VHWV�RI
labels�FDQ�EH�FRPELQHG� LQWR�D�VLQJOH�VHW��PDNLQJ�WKH�FRPSDULVRQ�RI�QX�
PHURXV� labels�D�VLQJOH�RSHUDWLRQ��7KLV�WHFKQLTXH�KDV�EHHQ�XVHG�LQ�SUDF�
WLFH� LQ� D� FRPPHUFLDO� SURGXFW� WR� JUHDWO\� VLPSOLI\� DQG� LPSURYH� WKH
HIILFLHQF\�RI�WKH�HQIRUFHPHQW�RI�mandatory�access control�policy�>7+20��@�
$Q�H[DPSOH�RI�D�mandatory�access control�policy�DQG�LWV�FRPSXWHU�LPSOH�

PHQWDWLRQ�ZLWK�D�SDUWLDOO\�RUGHUHG�VHW�RI� labels�PD\�PDNH�WKH�GLVFXVVLRQ
PRUH�FRPSUHKHQVLEOH�DW�WKLV�SRLQW��/HW�XV�GLYLGH�DQ�RUJDQL]DWLRQ�LQWR�WZR
GLYLVLRQV�³�SHUKDSV�0DUNHWLQJ�DQG�(QJLQHHULQJ��7KH�HPSOR\HHV�LQ�HDFK
GLYLVLRQ�DUH�DOORZHG�DFFHVV�WR�WKH�LQIRUPDWLRQ�IRU�WKHLU�RZQ�GLYLVLRQ��EXW
RQO\�WRS�PDQDJHPHQW�LV�DOORZHG�DFFHVV�WR�ERWK�access classes��:H�PLJKW
PDUN�DOO�WKH�0DUNHWLQJ�LQIRUPDWLRQ�LQ�RXU�FRPSXWHU�ZLWK�D�label�´0µ�DQG
DOO�WKH�(QJLQHHULQJ�LQIRUPDWLRQ�´(�µ�(PSOR\HHV�RI�WKH�0DUNHWLQJ�DQG�(Q�
JLQHHULQJ�'LYLVLRQV�ZRXOG�EH� UHSUHVHQWHG� LQ� WKH� FRPSXWHU� E\� SURFHVVHV
labeled�´0µ�DQG�´(�µ�UHVSHFWLYHO\�
2XU�VHFXUH�RSHUDWLQJ�V\VWHP�ZRXOG�DOORZ�DQ\�SURFHVV�WR�UHDG�LQIRUPD�

WLRQ�ZLWK�WKH�VDPH� label�LW�SRVVHVVHG�RU�ZLWK�QR� label�DW�DOO��+RZHYHU��QR
SURFHVV�FRXOG�UHPRYH�RU�FKDQJH�WKH� label�RQ�D�ILOH��DQG�QR�SURFHVV�FRXOG
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ZULWH� DQ\� LQIRUPDWLRQ� WKDW� GLG� QRW� KDYH� WKH� VDPH� label� DV� WKH� SURFHVV�
7KXV��ZKHQ�D�0DUNHWLQJ�SHUVRQ�ZDV�XVLQJ�WKH�FRPSXWHU��KH�RU�VKH�FRXOG
UHDG�´0µ�LQIRUPDWLRQ�RU�unlabeled�LQIRUPDWLRQ�DW�ZLOO��%XW�DQ\�LQIRUPDWLRQ
WKDW�WKH�SURFHVV�ZURWH�ZRXOG�EH� labeled�´0�µ�1HLWKHU�WKH�HPSOR\HH�QRU�D
Trojan horse�FRXOG�FRPPXQLFDWH�LQIRUPDWLRQ�IURP�RQH�access class�WR�WKH
RWKHU�
$�VFHQDULR� WKDW�DOORZV�QR�FRPPXQLFDWLRQ�DW�DOO� VRXQGV� IDLUO\�XVHOHVV�

:H� VKDOO� ODWHU� H[SDQG� RQ� WKLV� EDVLF� VFHQDULR� WR� VXJJHVW�ZD\V� LQ�ZKLFK
XVHUV�FDQ�VKDUH�LQIRUPDWLRQ�DQG�WR�GLVFXVV�WKH�DFFHVV�DXWKRUL]DWLRQV�RI
RXU�RUJDQL]DWLRQ·V�WRS�PDQDJHPHQW��)RU�WKLV� LQWURGXFWLRQ��WKRXJK�� OHW� LW
VXIILFH�WR�VD\�WKDW�mandatory�access control�policies�SURYLGH�D�SRZHUIXO�DQG
IOH[LEOH�WRRO�>%(//��@�IRU�FRQWUROOLQJ�WKH�IORZ�RI�LQIRUPDWLRQ�DPRQJ�LQGL�
YLGXDOV��DQG�D�EDVLF�WRRO�IRU�WKH�GHVLJQ�RI�VHFXUH�FRPSXWHU�V\VWHPV�

Discretionary� access control� policy� Discretionary� access control� policies
DUH� VR�QDPHG�EHFDXVH� WKH\� DOORZ� WKH� subjects� LQ� D� FRPSXWHU� V\VWHP� WR
VSHFLI\�ZKR�VKDOO�KDYH�DFFHVV�WR�LQIRUPDWLRQ�DW�WKHLU�RZQ�GLVFUHWLRQ��,Q�D
V\VWHP� WKDW� LQFRUSRUDWHV� ERWK�mandatory� DQG� discretionary� access control
policies�� WKH� discretionary� access control� policy� VHUYHV� WR� SURYLGH� D� ILQHU
JUDQXODULW\�ZLWKLQ��EXW�FDQQRW�VXEVWLWXWH�IRU��WKH�mandatory�access control
policy�� )RU� H[DPSOH�� WKH� PLOLWDU\� QHHG�WR�NQRZ� security� policy� LQ� ZKLFK
HDFK�LQGLYLGXDO�KDV�D�UHVSRQVLELOLW\�WR�GHWHUPLQH�WKDW�DQRWKHU�KDV�D�YDOLG
UHTXLUHPHQW� IRU� LQIRUPDWLRQ��HYHQ� WKRXJK� WKH�RWKHU�KDV�D� FOHDUDQFH� IRU
WKH� LQIRUPDWLRQ�� LV� D� FRPPRQ�discretionary�access control�policy�� ,Q� RWKHU
FDVHV��DOORZDELOLW\�RI�DFFHVV�ZLWKLQ�D�discretionary�access control�policy�PD\
EH�EDVHG�RQ�WKH�FRQWHQW�RU�FRQWH[W�RI�WKH� LQIRUPDWLRQ�WR�EH�DFFHVVHG�RU
RQ�WKH�UROH�RI�WKH�XVHU�DW�WKH�WLPH�RI�WKH�DFFHVV�UHTXHVW�³�RU�LW�PD\�LQ�
YROYH�FRPSOH[�FRQGLWLRQV�IRU�GHWHUPLQLQJ�DOORZDEOH�DFFHVV��,Q�FRQWUDVW�WR
mandatory�access control�policies��LW�QHHG�QRW�EH�JOREDO�RU�SHUVLVWHQW��$OWHU�
QDWLYHO\��D�V\VWHP�PD\�LQFRUSRUDWH�RQO\�D�discretionary�access control�policy
LI�WKH�mandatory�access control�policy�LV�GHJHQHUDWH�VR�WKDW�DOO�subjects�DQG
objects�EHORQJ�WR� MXVW�D�VLQJOH� �LPSOLFLW��access class��7KLV� LV�WKH�FDVH�IRU
WKH�system high�PRGH�RI�RSHUDWLRQ�GLVFXVVHG�HDUOLHU�
$�FRPPRQ�H[DPSOH�RI�D�discretionary�access control�policy�LPSOHPHQWDWLRQ

LV� WKH�DELOLW\�RI�D�FRPSXWHU�XVHU�RU�D�SURFHVV�ZKLFK� WKDW�XVHU�KDV�H[H�
FXWHG� WR� GHVLJQDWH� VSHFLILF� LQGLYLGXDOV� DV� EHLQJ� DXWKRUL]HG� DFFHVV� WR� D
JLYHQ� ILOH��0DQ\�RSHUDWLQJ�V\VWHPV�SURYLGH�SURWHFWLRQ�ELW�PDVNV� �IRU�H[�
DPSOH�� ´RZQHU�µ� ´JURXS�µ� DQG� ´ZRUOGµ��� DFFHVV� FRQWURO� OLVWV�� RU� ILOH� SDVV�
ZRUGV�DV�PHFKDQLVPV�WR�VXSSRUW�VRPH�IRUP�RI�discretionary�access control
policy�
$V� LV�WKH�FDVH�ZLWK�mandatory�access control�policies��ZH�FDQ�WDON�DERXW

WKH�DEVWUDFW� OLVW� RI� WULSOHV� WKDW� VSHFLILHV� D� SDUWLFXODU�discretionary�access
control�policy��$V�ZLWK�mandatory�access control�policies��IRU�GLIIHUHQW�discre-
tionary� access control� policies�� WKHUH� DUH� GLIIHUHQW� OLVWV� RI� WULSOHV�� :LWK� D
SDUWLFXODU�discretionary�access control�policy��WKHUH�LV�DQ�HQWU\�IRU�HDFK�sub-
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ject, object, DQG�access mode�VHW�IRU�ZKLFK�DFFHVV�VKRXOG�QRW�EH�JUDQWHG�
+RZHYHU��XQOLNH�WKH�OLPLWDWLRQV�RQ�WKH�access modes�UHOHYDQW�WR�mandatory
access control�policies��WKDW�LV��UHDG�DQG�ZULWH���WKH�access modes�IRU�D�SDU�
WLFXODU� discretionary� access control� policy�PD\� EH� DQ\� VHW� RI� IXQFWLRQV�� ,Q
RWKHU�ZRUGV��D�SDUWLFXODU�discretionary�access control�policy�PD\�FRQWURO�QRW
RQO\�VWDWLF�UHDG�DQG�ZULWH�DFFHVV�E\�subjects�WR�objects�EXW�DOVR��IRU�H[DP�
SOH�� UHDG�RQ�HYHU\�RWKHU�)ULGD\� RU� UHDG�RQO\�LI�DQRWKHU�REMHFW�KDV� QRW�
EHHQ�UHDG��RU�DQ\�RWKHU�FRQWHQW��RU�FRQWH[W�GHSHQGHQW�UXOHV���7KH�GLUHFW
FRUUHVSRQGHQFH� RI� security� policy access modes� WR� SULPLWLYH� FRQWUROV� ³
UHDG�DQG�ZULWH�³�ZLWKLQ�D�FRPSXWHU�V\VWHP�LV�QRW� LPSRUWDQW� IRU�discre-
tionary�access control�policies�DV�LW�LV�IRU�mandatory�access control�policies�EH�
FDXVH�RI�WKH�LQKHUHQW�OLPLWDWLRQV�RI�discretionary�access control�policies��DV
LV�LOOXVWUDWHG�LQ�WKH�IROORZLQJ�SDUDJUDSK��
$�discretionary�access control�policy�LV�XVHIXO�LQ�VRPH�HQYLURQPHQWV��EXW�LW

ZLOO�QRW�GHIHQG�DJDLQVW�Trojan horses� RU�RWKHU� IRUPV�RI�malicious software
VXFK�DV�PD\�EH�XVHG�WR�SHUIRUP�probing, penetration, RU�subversion DWWDFNV�
DV�GHVFULEHG�LQ�(VVD\����7KLV�FDQ�EH�VHHQ�E\�FRQVLGHULQJ�D�Trojan horse
KLGGHQ�LQ�D�XVHIXO�SURJUDP��7KH�H[DPSOH�Trojan horse�LV�GHVLJQHG�WR�PDNH
D� FRS\�� LQ� D� GLUHFWRU\� ZKHUH� WKH� FRS\� LV� QRW� OLNHO\� WR� EH� QRWLFHG� ULJKW
DZD\��RI�DOO�RI�WKH�ILOHV�WKDW�EHORQJ�WR�D�XVHU�ZKR�UXQV�WKH�SURJUDP�WKDW
DUH�PDUNHG�IRU�UHDGLQJ�RQO\�E\�WKDW�XVHU��7KLV�FRS\�LV�PDGH�UHDGDEOH�E\
VRPH�RWKHU�XVHU�ZKR�ZRXOG�QRW�EH�LQWHQGHG�WR�KDYH�DFFHVV�WR�WKH�ILOHV��,Q
FRQWUDVW�� FRQVLGHU� D�mandatory� access control� policy� LQWHQGHG� WR� SURYLGH
confidentiality��6LQFH�WKH� label� LV�DWWDFKHG�WR�DQ\�FRS\�ZKLFK�LV�PDGH�DQG
VLQFH� WKH�Trojan horse� FDQQRW� FKDQJH� WKH� label�� WKH� Trojan horse� FDQQRW
JLYH�D�XVHU�DFFHVV�WR�DQ\�ILOH� LQ�D�PDQQHU�FRQWUDU\�WR�WKH�mandatory�ac-
cess control�policy�� ,Q� RWKHU�ZRUGV�� D�mandatory� access control� policy� GRHV
QRW�SUHYHQW�D�FRS\�IURP�EHLQJ�PDGH�E\�D�Trojan horse�H[HFXWLQJ�LQ�D�SURF�
HVV�ZLWK�WKH�VDPH� label� �IRU�H[DPSOH��DV�WKH�ILOH��EXW� LW�GRHV�SUHYHQW�WKH
ILOH·V� label�IURP�FKDQJLQJ�DQG�SUHYHQWV�DFFHVV�WR�WKH�ILOH�RQ�D�JOREDO�DQG
SHUVLVWHQW�EDVLV��Discretionary�access control�policies�RIIHU�QR�UHDO�SURWHFWLRQ
DJDLQVW�HYHQ�VXFK�VLPSO\�GHVLJQHG�malicious software�

Supporting policy�� ,Q� DGGLWLRQ� WR� WKH� access control� policies� �mandatory
DQG� discretionary��� WKHUH� DUH� DGGLWLRQDO� VHFXULW\� UHTXLUHPHQWV� UHODWLQJ� WR
WKH�accountability RI� LQGLYLGXDOV� IRU� WKHLU� VHFXULW\�UHOHYDQW� DFWLRQV� LQ� WKH
FRPSXWHU�V\VWHP��7KHVH�UHTXLUHPHQWV�PDNH�XS�supporting�policy� >71,��@�
Supporting�policy�IXQGDPHQWDOO\�´VXSSRUWVµ�WKH�WLH�RI�SHRSOH�LQ�access con-
trol�policies��DERXW�SHRSOH�DFFHVVLQJ�LQIRUPDWLRQ��WR�subjects�DFWLQJ�DV�VXU�
URJDWHV� IRU� SHRSOH� LQ� FRPSXWHUV�� Supporting� policy� SURYLGHV� DQ
HQYLURQPHQW�IRU�HQVXULQJ�LQGLYLGXDO�accountability IRU�WKH�HQIRUFHPHQW�DQG
PRQLWRULQJ�RI�WKH�access control�policies��,Q�FRQWUDVW�WR�access control�policy,
ZKLFK�DVVRFLDWHV�GLUHFWO\�ZLWK�WKH�´WKHRU\�RI�computer securityµ�³�WKH�ref-
erence monitor concept� ³� WKHUH� LV� QR� FRUUHVSRQGLQJ� ´WKHRU\µ� WKDW� KHOSV
RQH�verify�WKH�LPSOHPHQWDWLRQ�RI�supporting�policy��)RUWXQDWHO\��LW�LV�SRVVL�
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EOH�WR�DQDO\]H�DQG�WHVW�VRIWZDUH�SHUIRUPLQJ�supporting�policy� IXQFWLRQV�WR
UHDVRQDEO\� FRQFOXGH� WKDW� LW� IXQFWLRQV�SURSHUO\�� ,Q� FRQWUDVW�� DV�ZH�KDYH
VDLG��LW�LV�QRW�SRVVLEOH�WR�GR�WKLV� IRU�DQ�LPSOHPHQWDWLRQ�RI�access control
policy�

Supporting� policy� LQFOXGHV� WZR� VXEFDWHJRULHV�� identification/authentication
policy� DQG�audit policy�� 7KH� IRUPHU� VXSSRUWV� WKH�access control� policies� E\
VSHFLI\LQJ�WKH� UHTXLUHPHQWV� IRU�authenticating WKH� identity RI�DQ� LQGLYLGXDO
SULRU� WR� DOORZLQJ� subjects� WR� DFW� DV� VXUURJDWHV� IRU� WKDW� LQGLYLGXDO� LQ� DW�
WHPSWLQJ�DFFHVV��Identification/authentication�policy�SURYLGHV�WKH�EDVLV�IRU�WKH
labels� WKDW�DUH�XVHG�LQ�HQIRUFLQJ�WKH�mandatory�access control�policy� WR�EH
DVVRFLDWHG� ZLWK� subjects� DFWLQJ� DV� VXUURJDWHV� LQ� WKH� FRPSXWHU� IRU� LQGL�
YLGXDOV��,Q�RWKHU�ZRUGV��LW�GHWHUPLQHV�ZKHWKHU�subjects�PD\�DFW�DV�VXUUR�
JDWHV� IRU�D�SDUWLFXODU� LQGLYLGXDO� DQG�ZKDW� label� LV� DVVRFLDWHG�ZLWK� VXFK
subjects��,W�DOVR�SURYLGHV�WKH�EDVLV�IRU�WKH�PHPEHUVKLS�RI�LQGLYLGXDOV�LQ�D
JURXS�DQG�PRUH�JHQHUDOO\�IRU�FRQWUROV�RQ�subjects�FRQVLVWHQW�ZLWK�WKH�dis-
cretionary�access control�policy��)XUWKHU��LW�SURYLGHV�WKH�EDVLV�IRU�UHFRUGLQJ
WKH�LGHQWLW\�RI�WKH�LQGLYLGXDO�FDXVLQJ�DQ�auditable DFWLRQ�WR�EH�SHUIRUPHG
E\�D�subject�DFWLQJ�DV�WKH�XVHU·V�VXUURJDWH�

Audit� policy� SURYLGHV� WKH� EDVLV� IRU� WKH� UHFRUGLQJ� RI� WKRVH� VHFXULW\�
UHOHYDQW�HYHQWV� WKDW�FDQ�EH�XQLTXHO\�DVVRFLDWHG�ZLWK�DQ� LQGLYLGXDO��7KH
REMHFWLYH�LV�WR�SURYLGH�accountability IRU�WKH�VHFXULW\�UHOHYDQW�DFWLRQV�RI�LQ�
GLYLGXDO� XVHUV��:H� GR� QRW� KDYH�PXFK�PRUH� WR� VD\� LQ� WKLV� HVVD\� DERXW
audit� policy�� 7KH� IROORZLQJ� SDUDJUDSKV� H[SDQG� D� ELW� RQ� identification DQG
authentication DQG�RWKHU�DVSHFWV� RI�accountability�� DV� supporting�policy� FRQ�
VLGHUDWLRQV�

Identification� DQG� authentication� RYHUYLHZ�� Identification� LV� D� UDWKHU
VWUDLJKWIRUZDUG�QRWLRQ��2XU�VXPPDU\�RI� identification� LV�VLPSO\� WKLV��7KH
VHFXUH� FRPSXWHU� V\VWHP� VKRXOG� DVVRFLDWH� subjects�ZLWK� WKH� LGHQWLWLHV� RI
LQGLYLGXDO�XVHUV�DQG�KDYH� WKH�RSWLRQ�RI�PDNLQJ�DXWKRUL]DWLRQ�GHFLVLRQV
RU�UHFRUGLQJ�DQ�audit trail�RQ�WKH�EDVLV�RI�WKRVH�LQGLYLGXDO�LGHQWLWLHV��7KLV
LV�LQ�RUGHU�WR�EH�DEOH�WR�WUDFH�EDFN�VHFXULW\�UHOHYDQW�DFWLRQV�RQ�WKH�FRP�
SXWHU� WR� VRPH� LQGLYLGXDO�� 7KH� TXHVWLRQ� DULVHV�� ´+RZ� GR� ZH� NQRZ� WKH
LGHQWLW\�LV�FRUUHFW"µ�7KH�DQVZHU�WR�WKLV�TXHVWLRQ�LV�WKH�SURYLQFH�RI�authen-
tication�
:KHQ� ZH� GLVFXVV� authentication�� ZH� DUH� FRQFHUQHG� ZLWK� SURYLGLQJ� WKH

V\VWHP� ZLWK� VRPH� EDVLV� IRU� FRQILUPLQJ� WKDW� WKH� XVHU·V� LGHQWLW\� LV� DV
FODLPHG��)RU�H[DPSOH��authentication�LV�FRPPRQO\�LPSOHPHQWHG�ZLWK�VRPH
VRUW�RI�SDVVZRUG�VFKHPH��7KH�FODVVLF�GHILQLWLRQ�RI�authentication�PHDVXUHV
SUHVHQWV�D� WD[RQRP\�RI�VRPHWKLQJ�RQH�KDV��VRPHWKLQJ�RQH� LV��RU�VRPH�
WKLQJ� RQH� NQRZV�� ,Q� DGGLWLRQ� WR� SDVVZRUG� VFKHPHV� �NQRZ��� WKHUH� DUH
RWKHU� PHWKRGV�� VXFK� DV� WKH� XVH� RI� EDGJH� UHDGHUV� �KDYH��� FKDO�
OHQJH�UHVSRQVH�FDOFXODWRU�OLNH�GHYLFHV��KDYH���VPDUW�FDUGV��KDYH��� ILQJHU�
SULQW�UHDGHUV��DUH���SDOP�UHDGHUV��DUH���DQG�UHWLQDO�VFDQQHUV��DUH��
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$OO�RI�WKH�authentication�VFKHPHV�DWWHPSW�WR�SURYLGH�D�UHDVRQ�WR�EHOLHYH
WKDW� WKH� LQGLYLGXDO� ZKR� LV� FODLPLQJ� DQ� LGHQWLW\� LV� LQ� IDFW� WKH� SHUVRQ
FODLPHG��$OO�GR�VR�E\�SURYRNLQJ�WKH�RFFXUUHQFH�RI�VRPH�HYHQW�WKDW�ZRXOG
EH�PXFK� OHVV� OLNHO\� LI� WKH�SHUVRQ�ZHUH�QRW� WKH�RQH�FODLPHG��DQG�DOO� DUH
SUREDELOLVWLF��7KH� ODVW�SRLQW� LV�FULWLFDO��1R�PDWWHU�KRZ�UHILQHG� WKH�SDVV�
ZRUG�VFKHPH�RU�VRSKLVWLFDWHG�WKH�ILQJHUSULQW�UHDGHU��WKHUH�LV�VWLOO�D�UHVLG�
XDO� SUREDELOLW\� WKDW� RQH� FDQ� ´IRROµ� LW� E\� OXFN� RU� E\� FXQQLQJ�� /RQJHU
SDVVZRUGV� DQG�EHWWHU� ILQJHUSULQW� UHDGHUV�PD\� UHGXFH� WKH� SUREDELOLW\� RI
DQ� HUURU�� EXW� WKH\� FDQQRW� UHGXFH� LW� WR� ]HUR�� $V�ZLWK� WKH� JXDUGV� LQ� RXU
GRFXPHQW�OLEUDU\��WKHUH�LV�D�FKDQFH�WKDW�WKH�authentication�VFKHPH�ZLOO�EH
IRROHG��)RU�WKLV�UHDVRQ��WRSLFV�VXFK�DV�´SDVVZRUG�PDQDJHPHQWµ�VKRXOG�EH
H[DPLQHG� LQ� JUHDWHU� GHWDLO� E\� DQ\RQH� LPSOHPHQWLQJ� DQ� authentication
VFKHPH�EDVHG�RQ�SDVVZRUGV��+RZHYHU��VXFK�WRSLFV�ZLOO�QRW�EH�GLVFXVVHG
IXUWKHU�LQ�WKLV�HVVD\�
7KHUH� LV� DQRWKHU� VLGH� WR� authentication� LQ� D� VHFXUH� FRPSXWHU� V\VWHP

ZKRVH� YHU\� H[LVWHQFH�PD\� EH� D� VXUSULVH� WR� WKH� UHDGHU�� 7KLV� VLGH� GHDOV
ZLWK�WKH�QHHG�WR�authenticate WKH�V\VWHP�WR�WKH�XVHU�

Authenticating WKH�V\VWHP��7R�PRWLYDWH�WKH�QHHG�WR�authenticate WKH�FRP�
SXWHU�V\VWHP�WR�LWV�XVHU�>6$/7��@��ZH�ZLOO�DJDLQ�VWDUW�ZLWK�D�´ZDU�VWRU\�µ
6XSSRVH�ZH�FDQ�ZULWH�D�SURJUDP� WKDW�ZLOO� FOHDU� WKH� VFUHHQ�RI� D�GLVSOD\
WHUPLQDO�DQG�VLW�ZDLWLQJ�IRU�D�XVHU�WR�W\SH�VRPHWKLQJ��:KHQ�WKH�SURJUDP
GHWHFWV� D� FDUULDJH� UHWXUQ�� LW� ZLOO� UHVSRQG� ZLWK� WKH� VWULQJ� RI� FKDUDFWHUV
WKDW�UHVHPEOHV�WKH�V\VWHP·V�SURPSW�IRU�WKH� ORJLQ�LGHQWLILHU� �IRU�H[DPSOH�
´86(51$0(�µ���,I�D�XVHU�W\SHV�DQ\�VWULQJ��WKH�SURJUDP�ZLOO�UHVSRQG�ZLWK
WKH� VWULQJ� WKH� V\VWHP� XVHV� WR� SURPSW� IRU� WKH� SDVVZRUG� �IRU� H[DPSOH�
´3$66:25'�µ��� DQG�� LI� DSSURSULDWH�� LW� ZLOO� GLUHFW� WKH� WHUPLQDO� WR� FHDVH
SULQWLQJ�WKH�FKDUDFWHUV�WKDW�WKH�XVHU�W\SHV��$IWHU�UHFHLYLQJ�WKH�QHZ�VWULQJ
DQG�D�FDUULDJH�UHWXUQ��WKH�SURJUDP�ZLOO�W\SH�VRPH�VXLWDEOH�HUURU�PHVVDJH
DQG� WHUPLQDWH�� OHDYLQJ� WKH� XQVXVSHFWLQJ� XVHU� ZLWK� D� UHDO� XQDVVLJQHG
WHUPLQDO��2I� FRXUVH�� WKH� SURJUDP�ZDV� D�Trojan horse� WKDW� MXVW� FDSWXUHG
WKH�XVHU·V�authentication� LQIRUPDWLRQ�DQG�VWRUHG� LW� VRPH�SODFH�ZKHUH� WKH
DWWDFNHU�UHVSRQVLEOH�IRU�WKH�Trojan horse�FDQ�ODWHU�UHWULHYH�LW�DQG�XVH�LW�WR
ORJ�LQ�DV�WKH�XVHU�ZKR�ZDV�WKH�YLFWLP�
7KH� VFHQDULR� SUHVHQWHG� DERYH� LV� D� VLPSOH� ZD\� WR� FDSWXUH� DQ� XQVXV�

SHFWLQJ�XVHU·V�SDVVZRUG��,W�FDQ�EH�H[HFXWHG�PRUH�RU�OHVV�HDVLO\�RQ�DOPRVW
DQ\�WLPH�VKDUHG�FRPSXWHU�V\VWHP�WKDW�UHOLHV�RQ�SDVVZRUGV��7KLV�VRUW�RI
DWWDFN� LV� ORJLFDOO\� WKH�VDPH�DV�RQH� LQ�ZKLFK�D�VHSDUDWH�FRPSXWHU� LQWHU�
FHSWV� FRPPXQLFDWLRQV� EHWZHHQ� WKH� XVHU·V� WHUPLQDO� DQG� FRPSXWHU� DQG
VWHDOV�WKH�SDVVZRUG�>6$/7��@��7KH�SRVVLELOLW\�RI�H[HFXWLQJ�WKH�VFKHPH�LV
GLUHFWO\�WUDFHDEOH�WR�WKH�ODFN�RI�DQ�authentication�PHFKDQLVP�WKDW�VHUYHV�WR
authenticate WKH�FRPSXWHU�V\VWHP�WR�WKH�XVHU��$V�ZH�KDYH�MXVW�VKRZQ��WKH
ODFN�RI�VXFK�D�PHFKDQLVP�FDQ�KDYH�VHULRXV�FRQVHTXHQFHV�
,I�ZH�ZLVK�WR�HOLPLQDWH�WKH�SRVVLELOLW\�RI�ZULWLQJ�D�´SDVVZRUG�JUDEEHUµ�RI

WKH� VRUW� SURSRVHG�� ZH� PXVW� GHYHORS� D� VRUW� RI� UHYHUVH� authentication
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PHFKDQLVP��6LPSO\��ZKDW�ZH�ZRXOG� OLNH� WR�GR� LV�KDYH�VRPH�DFWLRQ� WKDW
WKH�VHFXUH�V\VWHP�FDQ�WDNH�DQG�D�SDVVZRUG�JUDEEHU�FDQQRW��7KLV�FDQ�EH
DFFRPSOLVKHG�E\�ZKDW�LV�FDOOHG�D�trusted path�
7R� LPSOHPHQW� D� trusted path��ZH� FDQ�SURYLGH� D� XQLTXH� DFWLRQ� WKDW� WKH

XVHU�FDQ�WDNH�WR�FRPPXQLFDWH�ZLWK�WKH�VHFXUH�V\VWHP��7KH�XVHU�LQLWLDWHV
WKH�H[FKDQJH��EXW�LV�JXDUDQWHHG�WKDW�KLV�RU�KHU�DFWLRQ�ZLOO�UHVXOW�LQ�D�UH�
VSRQVH� IURP� WKH� WUXVWHG�SDUW� RI� WKH� VHFXUH� V\VWHP��)RU� H[DPSOH��PDQ\
FXUUHQW�V\VWHPV�DUH�JXDUDQWHHG�WR�UHVSRQG�ZKHQ�D�WHUPLQDO� LV�SRZHUHG
RII�DQG�WKHQ�EDFN�RQ��7KLV��RU�RWKHU�KDUGZDUH�VXSSRUWHG�PHDVXUHV�VXFK
DV�SUHVVLQJ�WKH�EUHDN�NH\��FDQ�EH�XVHG�ZKHQ�D�WHUPLQDO�LV�GLUHFWO\�FRQ�
QHFWHG�WR�WKH�V\VWHP�LQ�D�IRUP�RI�authentication�RI�WKH�V\VWHP�WKDW�LV�ZHOO
VXLWHG�WR�LQLWLDWLQJ�WKH�ORJLQ�GLDORJXH�
2I�FRXUVH�� WKLV�PHWKRG�YLRODWHV� WKH� FRQFHSW� RI� ´SURJUDPPLQJ�JHQHUDO�

LW\�µ�)RU�ZKLOH�WKH�LGHDOV�RI�FRPSXWHU�V\VWHP�GHVLJQ�PLJKW�GLUHFW�WKDW�ZH
DOZD\V�DOORZ�D�SURJUDP�WR�LQWHUFHSW�DQG�LQWHUSUHW�RU�ILOWHU�WKH�DFWLRQV�RU
UHVSRQVHV�RI�D�XVHU�RU�DQRWKHU�SURJUDP��LQ�WKH�FDVH�RI�WKH�VHFXUH�V\VWHP�
ZH�PXVW� KDYH� D� FODVV� RI� DFWLRQ� RU� UHVSRQVH� WKDW� FDQQRW� EH� ILOWHUHG�� ,Q
SDUWLFXODU��LW�LV�LPSRUWDQW�WR�WKH�QRWLRQ�RI�D�trusted path�WKDW�QR�FRGH�RXW�
VLGH� WKH� WUXVWHG� SDUW� RI� WKH� VHFXUH� V\VWHP�PD\� H[HFXWH� DV� SDUW� RI� WKH
trusted path�
$V�PHQWLRQHG�� WKH� SDVVZRUG� JUDEEHU� LV� DQ� LQVWDQFH� RI� D�Trojan horse�

2QFH�D�YDOLG��XVHUQDPH��SDVVZRUG!�SDLU�KDV�EHHQ�FDSWXUHG��WKH�DWWDFNHU
FDQ�XVH�LW�WR�HVWDEOLVK�D�IDOVH�identification�DV�WKH�YLFWLP��$�trusted path�FDQ
SURYLGH�D�PHDQV� �IRU� H[DPSOH�� D� UHVHUYHG� ´VHFXUH� DWWHQWLRQ�NH\µ� RQ� WKH
WHUPLQDO�NH\ERDUG��ZKHUHE\�WKH�XVHU�FDQ�HQVXUH�WKDW�FRPPXQLFDWLRQ�LV
ZLWK� WKH� WUXVWHG� SDUW� RI� WKH� VHFXUH� V\VWHP� EHIRUH� WKH� XVHUQDPH� DQG
SDVVZRUG�DUH�W\SHG��7KH� trusted path�LV�XVHG�DW�RWKHU�WLPHV�ZKHQ�D�SRVL�
WLYH� FRPPXQLFDWLRQ� EHWZHHQ� D� XVHU� DQG� WKH� VHFXUH� V\VWHP� LV� QHHGHG�
VXFK� DV� IRU� SHUIRUPLQJ� security administration� RQ� WKH� VHFXUH� V\VWHP� �IRU
H[DPSOH��HQWHULQJ�XVHU�FOHDUDQFHV��VHWWLQJ�WKH�access class� label�RU�UDQJH
RQ�devices��RU�GRZQJUDGLQJ�D�ILOH��LI�VXFK�D�FDSDELOLW\�LV�LPSOHPHQWHG��

Security�policy�LQ�WKH�GRFXPHQW�OLEUDU\��:H�PLJKW�FRQVLGHU�RXU�GRFX�
PHQW� OLEUDU\� RQFH� PRUH� DQG� PDNH� WKH� H[DPSOHV� RI� DXWKRUL]DWLRQ� DQG
SDUWLWLRQLQJ� D� OLWWOH� PRUH� FRQFUHWH�� 6XSSRVH� WKDW� WKH� OLEUDU\� FRQWDLQV
GRFXPHQWV� FODVVLILHG� ´6HFUHWµ� DQG� ´7RS� 6HFUHW�µ� ,QGLYLGXDOV� ZKR� KDYH
EHHQ�JUDQWHG�DFFHVV� WR� WKH� OLEUDU\�KDYH�HLWKHU�D�6HFUHW� RU�D�7RS�6HFUHW
FOHDUDQFH��DQG�WKH�DXWKRUL]DWLRQ�OLVW�DW�WKH�JXDUG�GHVN�OLVWV�WKH�FOHDUDQFH
IRU�HDFK�DXWKRUL]HG�LQGLYLGXDO�
7KH� OLEUDU\� LV�GLYLGHG� LQWR�D�6HFUHW�DUHD�DQG�D�7RS�6HFUHW�DUHD��:KLOH

KROGHUV�RI�D�6HFUHW�FOHDUDQFH�DUH�UHVWULFWHG�WR�WKH�6HFUHW�DUHD��WKRVH�ZLWK
D�7RS�6HFUHW�FOHDUDQFH�DUH�DOORZHG�WR�HQWHU�HLWKHU��8VHUV�RI�WKH�OLEUDU\�DUH
QRUPDOO\� IRUELGGHQ� WR� UHPRYH� GRFXPHQWV�� DQG� DQ\� QRWHV� WKH\� WDNH� DUH
PDUNHG�ZLWK�WKH�access class�RI�WKH�PDWHULDO�WKH\�KDYH�EHHQ�UHDGLQJ��DQG
UHWDLQHG�LQ�WKH�OLEUDU\�IRU�WKHLU�ODWHU�XVH���6HFUHW�QRWHV�PD\�EH�FDUULHG�WR
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WKH�7RS�6HFUHW�DUHD��'RFXPHQWV�PD\�EH�UHPRYHG�RU�FODVVLILFDWLRQ�PDUN�
LQJV�PRGLILHG�RQO\�XQGHU� WKH�FRQWURO�RI�HODERUDWH�SURFHGXUHV�DXWKRUL]HG
E\�VSHFLDOO\�VHOHFWHG�SHRSOH��7KH�SDUWLWLRQLQJ�RI�SHRSOH�DQG�DUHDV��DQG�WKH
UHVWULFWLRQ�RQ�UHPRYDO�DQG�UHFODVVLILFDWLRQ�RI�GRFXPHQWV�� LPSOHPHQW�RXU
OLEUDU\·V�mandatory�access control�policy�
'RFXPHQWV�DUH�VWRUHG�LQ�WKH�WZR�DUHDV�XQGHU�WKH�FRQWURO�RI�FXVWRGLDQV

ZKR�DUH�SDUW�RI�WKH�JXDUG�IRUFH��(DFK�GRFXPHQW�KDV�DQ�access control�list
WKDW� LGHQWLILHV� WKRVH� FOHDUHG� LQGLYLGXDOV� ZKR�PD\� KDYH� DFFHVV� WR� LW�� ,Q
DGGLWLRQ��HDFK�GRFXPHQW�KDV�GHVLJQDWHG�´RZQHUV�µ�W\SLFDOO\�OLEUDU\�XVHUV
ZKR�PD\�DGG�QDPHV�RI�SHRSOH�WR�WKH�access control� list��7KH�FRPELQDWLRQ
RI�access control lists�� FXVWRGLDQV�� DQG� RZQHUV� LPSOHPHQWV� D�discretionary
access control�policy� WKDW�RSHUDWHV�ZLWKLQ�WKH�FRQVWUDLQWV� LPSRVHG�E\�WKH
mandatory�access control�policy�
$Q�audit trail�LV�NHSW�WR�UHFRUG�WKH�FRPLQJV��JRLQJV��DQG�DFFHVVHV�RI�LQGL�

YLGXDOV��DV�UHTXLUHG�E\�WKH�audit�policy�

Indirect access��$Q\�GLVFXVVLRQ�RI�security�policy�ZRXOG�EH�LQFRPSOHWH�LI
LW�GLG�QRW�DGGUHVV�WKH�RIWHQ�RYHUORRNHG�WRSLF�RI� indirect access�� Indirect ac-
cess� LV� DFFHVV� WKDW� RFFXUV� RXWVLGH� WKH� security� perimeter� RI� WKH� VHFXUH
FRPSXWHU� V\VWHP�� Indirect access� LV� SDUWLFXODUO\� LPSRUWDQW� SUHFLVHO\� EH�
FDXVH�LW�LV�RIWHQ�RYHUORRNHG�LQ�HVWDEOLVKLQJ�D�security�policy�IRU�D�FRPSXWHU
V\VWHP��2IWHQ�� WKH� security�policy� RI� D� VR�FDOOHG� VHFXUH� V\VWHP�PD\� FRQ�
WULEXWH� WR� LOOLFLW� indirect access�� FRQYHUVHO\�� WKH� security�policy� RI� D� VHFXUH
V\VWHP�FDQ�FRQWULEXWH�WR�SUHYHQWLQJ�LOOLFLW�indirect access�
2I� FRXUVH�� indirect access� LV� QRW� DOZD\V� RYHUORRNHG�� $� GHVFULSWLRQ

>7(&+��@�RI�ZKDW�LV�PHDQW�E\�´FOHDUDQFHV�RI�V\VWHP�XVHUVµ�VD\V�

6\VWHP�XVHUV�LQFOXGH�QRW�RQO\�WKRVH�XVHUV�ZLWK�GLUHFW�FRQQHFWLRQV
WR�WKH�V\VWHP�EXW�DOVR�WKRVH�XVHUV�ZLWKRXW�GLUHFW�FRQQHFWLRQV�ZKR
PLJKW� UHFHLYH� RXWSXW� RU� JHQHUDWH� LQSXW� WKDW� LV� QRW� UHOLDEO\� UH�
YLHZHG�IRU�FODVVLILFDWLRQ�E\�D�UHVSRQVLEOH�LQGLYLGXDO�

7KLV�VWDWHPHQW�LQGLFDWHV�D�VHFXULW\�FRQFHUQ�QRW�RQO\�ZLWK�FRQWUROOLQJ�WKH
VHQVLWLYLW\� RI� LQIRUPDWLRQ� WKDW� WKH� V\VWHP� LV� SURFHVVLQJ� EXW� DOVR� ZLWK
FRQWUROOLQJ�WKH�VHQVLWLYLW\�RI�LQIRUPDWLRQ�WKH�V\VWHP�LV�importing RU�export-
ing��1RWH�WKDW�WKLV� LOOXVWUDWHV�WKH�NH\�WR�WKH�WHFKQLTXHV�DOUHDG\�SDUWLDOO\
GHVFULEHG�IRU�GHIHQGLQJ�DJDLQVW�Trojan horses��WKH�NH\�OLHV�QRW�LQ�VWRSSLQJ
WKH�Trojan horse�IURP�UHDGLQJ�WKH�LQIRUPDWLRQ�EHLQJ�SURWHFWHG��EXW�UDWKHU
LQ�SUHYHQWLQJ�WKDW�LQIRUPDWLRQ�IURP�H[ILOWUDWLRQ�
1RZ�ZH�ORRN�DW�VHYHUDO�H[DPSOHV�RI� indirect access��&RQVLGHU�RXU�GRFX�

PHQW� OLEUDU\� DQG� WKH� security� policy� GHVFULEHG� LQ� WKH� SUHFHGLQJ� SDUD�
JUDSKV�� 5HFDOO� WKDW�� LQ� WKH� OLEUDU\�� GRFXPHQWV� DUH� PDUNHG� ZLWK� WKHLU
access class� DQG� WKDW� WKHUH� DUH� HODERUDWH� SURFHGXUHV� IRU� UHPRYDO� RI
GRFXPHQWV�IURP�WKH�OLEUDU\��6XSSRVH�WKDW��IRU�ZKDWHYHU�UHDVRQ��WKH�SUR�
FHGXUHV� IRU� UHPRYLQJ�PDWHULDOV� IURP� WKH� OLEUDU\� LQFOXGH� FKDQJLQJ� WKHLU
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access class�PDUNLQJV�IURP�6HFUHW�DQG�7RS�6HFUHW�WR�5HVWULFWHG�DQG�9HU\
5HVWULFWHG�� �7KLV� LV� QRW� DV� SUHSRVWHURXV� DV� LW� VRXQGV�� LQ� VRPH� HQYLURQ�
PHQWV�� WKH�YHU\�QDPHV�RI� WKH�FODVVLILFDWLRQ�PDUNLQJV�DUH�VHQVLWLYH�� DQG
FRGH�ZRUGV�DUH�XVHG�RXWVLGH�RI�WKH�´GRFXPHQW�OLEUDU\µ�LQVWHDG�RI�WKH�UHDO
QDPHV���,I�WKHVH�GRFXPHQWV�DUH�QRZ�WDNHQ�WR�D�GLIIHUHQW�OLEUDU\�LQ�ZKLFK
WKH� PDUNLQJV� 5HVWULFWHG� DQG� 9HU\� 5HVWULFWHG� GR� QRW� PHDQ� WKH� VDPH
WKLQJV� DV� LQ� WKH� RULJLQDO� OLEUDU\�� XVHUV� RI� WKH� QHZ� OLEUDU\� PD\� DFFHVV
WKHP�ZKR�ZRXOG�QHYHU�KDYH�EHHQ�JUDQWHG�DFFHVV�WR�WKHP�LQ�WKH�RULJLQDO
OLEUDU\��,Q�WKLV�PDQQHU��LOOLFLW�indirect access�PLJKW�UHVXOW�
7KHUH�DUH�PDQ\�ZD\V�RWKHU� WKDQ�DPELJXRXV� VHFXULW\�PDUNLQJV�� DV� LQ

WKH�DERYH�H[DPSOH��LQ�ZKLFK�LOOLFLW� indirect access�PLJKW�RFFXU��)RU�H[DP�
SOH��WKHUH�LV�D�VR�FDOOHG�VHFXUH�V\VWHP�LQ�XVH�WRGD\�WKDW�XWLOL]HV�WZR�W\SHV
RI�access class�PDUNLQJV��2QH�LV�D�label�XVHG�E\�WKH�V\VWHP�WR�LPSOHPHQW
LWV�mandatory� access control�� WKH� RWKHU� LV� ´DGYLVRU\�µ� QRW� QHFHVVDULO\� UH�
IOHFWLQJ� WKH� IXOO� VHQVLWLYLW\� RI� WKH� LQIRUPDWLRQ�� 7KH� ´DGYLVRU\µ�PDUNLQJ·V
DFFXUDF\�PD\�EH�GHVWUR\HG�E\�malicious software�WKDW�SODFHV�LQWR�WKH�object
LQIRUPDWLRQ�PRUH�VHQVLWLYH�WKDQ�WKDW�LQGLFDWHG�E\�WKH�´DGYLVRU\µ�PDUNLQJ
DQG�\HW��DV�HQIRUFHG�E\�WKH�V\VWHP��QR�PRUH�VHQVLWLYH�WKDQ�WKH�label�XVHG
IRU� WKH�mandatory�access control��Malicious software� FDSDEOH� RI� SHUIRUPLQJ
WKLV�IHDW�LV�TXLWH�VLPSOH�WR�GHYHORS��,Q�VXFK�D�ZD\��WKH�´DGYLVRU\µ�PDUNLQJ
PD\�QR�ORQJHU�UHIOHFW�WKH�VHQVLWLYLW\�RI�WKH�LQIRUPDWLRQ�LW�PDUNV�
7KH� ´DGYLVRU\µ�PDUNLQJ�PD\� EH� SULQWHG� RQ� KDUG� FRS\� E\� WKH� ´VHFXUH

V\VWHP�µ�(YHQ�WKRXJK�WKH�VSHFLILFDWLRQ�IRU�WKLV�V\VWHP�VD\V�WKDW�WKH�´DG�
YLVRU\µ�PDUNLQJ�VKRXOG�QRW�EH�XVHG�LQ�GHWHUPLQLQJ�ZKHWKHU�WR�export LQ�
IRUPDWLRQ� RXWVLGH� WKH� V\VWHP�� LQ� UHDOLW\� WKLV� SUDFWLFH� LV� QRW� DOZD\V
IROORZHG�� ,Q� SUDFWLFH�� WKH� KDUG� FRS\� EHDULQJ� WKH� ´DGYLVRU\µ� PDUNLQJ� LV
VRPHWLPHV� KDQGOHG� RXWVLGH� WKH� FRPSXWHU� LQ� D� PDQQHU� FRQVLVWHQW� ZLWK
WKH�´DGYLVRU\µ�PDUNLQJ�EXW�LQFRQVLVWHQW�ZLWK�WKH�mandatory�access control
label��&OHDUO\��WKLV�PDUNLQJ�LV�WKHQ�WKH�EDVLV� IRU�GHFLVLRQV�UHJDUGLQJ�WKH
SRVVHVVLRQ�DQG�DFFHVV�RI�WKLV�KDUG�FRS\��TXLWH�SRVVLEO\�UHVXOWLQJ�LQ�LOOLFLW
indirect access��7KLV�LOOXVWUDWHV�DJDLQ�WKH�´KLVWRULFDO�OHVVRQµ�H[SRXQGHG�LQ
(VVD\���WKDW�PLVSODFHG�FRQILGHQFH�RU�IDOVH�assurance�RI�VHFXULW\�LV�ZRUVH
WKDQ�LI�QR�VHFXULW\�DW�DOO�ZHUH�SURYLGHG�
,OOLFLW� indirect access�PD\�VLPLODUO\�EH�HIIHFWHG�HOHFWURQLFDOO\�LI�QRW�FDUH�

IXOO\� FRQVLGHUHG� DQG� SUHYHQWHG�� 7KLV� LV� WULYLDOO\� SRVVLEOH� LQ� WKH� V\VWHP
MXVW�FLWHG�LI��LQVWHDG�RI�JHQHUDWLQJ�KDUG�FRS\��WKH�V\VWHP�PDNHV�GHFLVLRQV
DERXW�exporting LQIRUPDWLRQ�RXW�RI�D�FRPPXQLFDWLRQ�SRUW��IRU�H[DPSOH��WR
D�QHWZRUN�RU�RWKHU�FRPSXWHU���$V�D�SUDFWLFDO�PDWWHU�� LW� LV� LPSRVVLEOH� WR
GHWHFW� DOO� SRVVLEOH�ZD\V� VXFK�HOHFWURQLF� indirect access�PLJKW� RFFXU�� )RU
H[DPSOH��FRQVLGHU�D�FRPSXWHU�V\VWHP�RSHUDWLQJ�LQ�WKH�system high�PRGH
GHVFULEHG�HDUOLHU��LQ�ZKLFK�PHVVDJHV�DUH�FUHDWHG�E\�XVHUV�RI�WKH�V\VWHP�
7KH�VHQVLWLYLW\�RI�WKHVH�PHVVDJHV�LV�UHFRUGHG�LQ�WKH�´KHDGHUµ�RI�WKH�PHV�
VDJH�E\�WKH�XVHU�ZKR�FUHDWHV�LW��EXW��VLQFH�WKH�V\VWHP�LV�RSHUDWLQJ�LQ�WKH
system high�PRGH��WKH�V\VWHP�GRHV�QRW�HQIRUFH�D�mandatory�access control
policy� EDVHG� RQ� WKH� PHVVDJH� VHQVLWLYLW\� UHIOHFWHG� LQ� WKH� KHDGHU�� *LYHQ
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WKDW��DV�LV�WKH�FDVH�IRU�system high�V\VWHPV��HDFK�RI�WKH�XVHUV�RQ�WKH�V\V�
WHP�LV�FOHDUHG�IRU�DOO�RI�WKH�LQIRUPDWLRQ�RQ�WKH�V\VWHP��EXW�PD\�QRW�KDYH
WKH�QHHG�WR�NQRZ�IRU�DOO�RI� LW��� WKLV�GHVLJQ�PD\�RSHUDWH�ZLWK�VDWLVIDFWRU\
VHFXULW\�IRU�TXLWH�VRPH�WLPH��+RZHYHU��LI�WKLV�V\VWHP�LV�QRZ�FRQQHFWHG�WR
D�QHWZRUN�RI�RWKHU�V\VWHPV�LQ�D�PDQQHU�LQ�ZKLFK�LW�LV�GHVLUHG�WR�HQIRUFH�D
mandatory� access control� policy� RYHU� WKH� PHVVDJHV�� LW� ZRXOG� EH� D� PDMRU
PLVWDNH� WR� WUXVW� WKH�PHVVDJH� VHQVLWLYLW\� IURP� WKH�PHVVDJH� KHDGHU� SUR�
YLGHG�E\�WKH�system high�V\VWHP�WR�VXIILFH�DV�WKH�mandatory�access control
policy�label��7KLV�LV�WUXH��RI�FRXUVH��EHFDXVH�RI�WKH�DELOLW\�RI�D�Trojan horse
RQ�WKH�system high�V\VWHP�WR�PRGLI\� WKH�VHQVLWLYLW\� LQ� WKH�KHDGHU�RI�SR�
WHQWLDOO\� DQ\�PHVVDJH� RQ� WKDW� V\VWHP�³� VLQFH� WKDW� V\VWHP� LPSOHPHQWV
RQO\�D�discretionary�access control�policy�
$V� D� ILQDO� H[DPSOH� RI� HOHFWURQLFDOO\� HIIHFWHG� LOOLFLW� indirect access�� FRQ�

VLGHU� D� V\VWHP� WKDW� SURFHVVHV� ERWK� VHQVLWLYH� DQG�QRQVHQVLWLYH� LQIRUPD�
WLRQ�� ,Q� WKLV� V\VWHP�� LW� LV� LQWHQGHG� WKDW� QR� LQIRUPDWLRQ� ZLOO� OHDYH� WKH
V\VWHP� ZLWKRXW� XQGHUJRLQJ� UHYLHZ� E\� D� KXPDQ� UHYLHZHU� WR� GHWHUPLQH
ZKHWKHU� WKDW� LQIRUPDWLRQ� LV� VHQVLWLYH� RU� QRW�� 2I� FRXUVH�� WKLV� VHFXULW\
VWUDWHJ\� FDQ� IDFH�D�KLJK� ULVN�RI� IDLOXUH�� VLQFH� LW� SLWV� WKH� UHYLHZHU·V� VNLOO
DQG�VWDPLQD�DJDLQVW�WKH�FOHYHUQHVV�RI�WKH�GHVLJQHU�RI�D�Trojan horse��$OO
WKH�GHVLJQHU�RI�WKH�Trojan horse�KDV�WR�GR�WR�VXFFHHG�LV�WR�ILQG�RQH�ZD\�RI
´VQHDNLQJ� LQIRUPDWLRQ�SDVWµ� WKH� UHYLHZHU�ZLWKRXW�GHWHFWLRQ�� ,Q� SUDFWLFH�
WKLV�LV�XVXDOO\�HDV\�
7KH� VSHFLILF�PHWKRG� FKRVHQ� E\� DQ� DWWDFNHU� ZRXOG� YDU\� EDVHG� RQ� WKH

IRUPDW� IRU�SUHVHQWLQJ�WKH� LQIRUPDWLRQ� WR� WKH� UHYLHZHU�DQG� WKH�PHGLD�RQ
ZKLFK�WKH�LQIRUPDWLRQ�EHLQJ�UHYLHZHG�LV�VWRUHG�ZKLOH�EHLQJ�exported IURP
WKH�V\VWHP��)RU�H[DPSOH��LI�LQIRUPDWLRQ�LV�SUHVHQWHG�WR�WKH�UHYLHZHU�LQ�D
GLJLWDO� LPDJH�� LW� LV�YHU\�VLPSOH� WR�FRQWDPLQDWH� WKH�GLJLWDO� LPDJH�ZLWKRXW
GHWHFWLRQ�E\�WKH�UHYLHZHU��7KH�LQWHUHVWHG�UHDGHU�LV�HQFRXUDJHG�WR�UHDG�DQ
LQVLJKWIXO�SDSHU�E\�.XUDN�DQG�0F+XJK� >.85$��@�� ,W� FOHDUO\�VKRZV� WKDW
´LPDJH� GRZQJUDGLQJ� EDVHG� RQ� YLVXDO� GLVSOD\� RI� WKH� LPDJH� WR� EH� GRZQ�
JUDGHG�QRW�EH�SHUIRUPHG�LI�WKHUH�LV�DQ\�WKUHDW�RI�LPDJH�FRQWDPLQDWLRQ�E\
7URMDQ�KRUVH�SURJUDPV�µ�$V�DQRWKHU�H[DPSOH��LI�WKH�LQIRUPDWLRQ�ZHUH�EH�
LQJ� exported E\� WKH� XVH� RI� D�PDJQHWLF� WDSH�� SDUWV� RI� WKH�PDJQHWLF� WDSH
WKDW�DUH�QRW�HDVLO\�KXPDQO\�UHDGDEOH��SHUKDSV�´KHDGHUµ�RU�XQXVHG�ELWV�RI
HDFK�E\WH��FRXOG�EH�XVHG�WR�VQHDN�LQIRUPDWLRQ�SDVW�WKH�UHYLHZHU��(YHQ�LI
SDSHU�LV�XVHG�IRU�exporting WKH�LQIRUPDWLRQ��VQHDNLQJ�LQIRUPDWLRQ�SDVW�WKH
UHYLHZHU�FRXOG�EH�DV�VLPSOH�DV�PRGXODWLQJ�WKH�XVH�RI�VSDFHV�WKDW�VHSD�
UDWH�ZRUGV�LQ�WKH�LQIRUPDWLRQ�EHLQJ�exported�
7KH�VROXWLRQ�WR�WKH�SUREOHPV�RI� indirect access�OLHV�LQ�HQVXULQJ�WKDW�WKH

labels� XVHG� WR� HQIRUFH� D�mandatory� access control� policy� DUH� UHOLDEOH� ERWK
LQVLGH� DQG� RXWVLGH� WKH� V\VWHP�� 7KLV� LV� SRVVLEOH� RQO\� LI� WKH� labels� DUH
PDLQWDLQHG� E\� DQ� LPSOHPHQWDWLRQ� RI� D� trusted computing base�� DV� GH�
VFULEHG� LQ� WKH� IROORZLQJ� VHFWLRQ�� )RU� KXPDQ� LQWHUIDFHV�� VXFK� DV� GRFX�
PHQWV�� GHOLEHUDWHO\� DQG� FDUHIXOO\� FKRRVLQJ� WKH� KXPDQ�UHDGDEOH� access
class�PDUNLQJV�IRU�LQIRUPDWLRQ�exported IURP�WKH�VHFXUH�V\VWHP�DQG�XVHG
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RXWVLGH�WKH�V\VWHP·V�security�perimeter�KHOSV�WR�JXDUG�DJDLQVW�LOOLFLW�indirect
access�E\�PDNLQJ�VXFK�FKRLFHV�H[SOLFLW�GXULQJ�security�policy�GHYHORSPHQW�
6LPLODUO\�� IRU� HOHFWURQLF� LQWHUIDFHV�� D� SURWRFRO� LV� QHHGHG� IRU� XQDPELJX�
RXVO\�DVVRFLDWLQJ�D� label�ZLWK�DOO� imported�DQG�exported� LQIRUPDWLRQ��2QO\
WKURXJK�VXFK�H[SOLFLW�GHVLJQV�FDQ�WKH�VSHFWHU�RI� IDOVH�assurance�EH�SUH�
YHQWHG�

%XLOGLQJ�D�VHFXUH�V\VWHP

7KH�SULPDU\�IRFXV�RI�WKLV�VHFWLRQ�LV�WKH�PHFKDQL]DWLRQ�RI�security�policies
E\�D�VXEVHW�RI�DQ�RSHUDWLQJ�V\VWHP�FDOOHG�D� trusted computing base �7&%�
>7&6(��@�DQG�PHWKRGV�RI�DFKLHYLQJ�GHJUHHV�RI�assurance�WKDW�WKH�PHFKD�
QLVPV�DUH�FRUUHFWO\�HQIRUFLQJ�WKH�security�policy���1RWH�WKDW�WKLV�HVVD\�GRHV
QRW� DGGUHVV� VSHFLILF� HYDOXDWLRQ� FULWHULD� RU� HYDOXDWLRQ� FODVVHV� >7&6(��@�
ZKLFK�DUH�GLVFXVVHG�LQ�(VVD\�����7KHVH�PHWKRGV�PDNH�LW�SRVVLEOH�WR�EXLOG
D�UHODWLYHO\�VPDOO�SDUW�RI�WKH�V\VWHP��WKH�7&%��LQ�VXFK�D�ZD\�WKDW�RQH�FDQ
HYHQ�DOORZ�D�FOHYHU�DWWDFNHU�WR�EXLOG�WKH�UHVW�RI�WKH�V\VWHP�DQG�LW�ZLOO�VWLOO
EH�VHFXUH�
7KH�7&%�LV�GHILQHG�WR�EH�WKH�WRWDOLW\�RI�SURWHFWLRQ�PHFKDQLVPV�ZLWKLQ�D

FRPSXWHU� V\VWHP�³� LQFOXGLQJ�KDUGZDUH�� ILUPZDUH�� DQG� VRIWZDUH�³� WKH
FRPELQDWLRQ� RI� ZKLFK� LV� UHVSRQVLEOH� IRU� HQIRUFLQJ� D� security� policy�� $Q\
VRIWZDUH�RXWVLGH�WKH�7&%�PD\�EH�malicious software�� ,I�D�security kernel� LV
LPSOHPHQWHG�LQ�D�7&%��WKHQ�LW�LV�WKH�PRVW�SULYLOHJHG�SDUW�RI�WKH�7&%��DQG
LW�LPSOHPHQWV�WKH�reference monitor��7KH�DELOLW\�RI�D�7&%�WR�HQIRUFH�D�secu-
rity�policy�GHSHQGV�VROHO\�RQ�WKH�PHFKDQLVPV�ZLWKLQ�WKH�7&%�DQG�RQ�WKH
FRUUHFW� LQSXW� E\� V\VWHP� DGPLQLVWUDWRUV� RI� SDUDPHWHUV� �IRU� H[DPSOH�� D
XVHU·V�FOHDUDQFH�RU�WKH�access class�label�IRU�devices��UHODWHG�WR�WKH�security
policy��7KH�LQSXW�RI�WKHVH�SDUDPHWHUV�LV�JHQHUDOO\�FDOOHG�security administra-
tion� DQG�WKH�VSHFLDOO\�SULYLOHJHG�XVHUV�UHVSRQVLEOH�IRU�WKH�DFFXUDF\�RI�WKLV
LQIRUPDWLRQ�DUH�FDOOHG�security�administrators��(QWU\�RI� WKH�SDUDPHWHUV�E\
WKH�security administrators LV�DQ�H[DPSOH�RI�H[HUFLVLQJ�WKH�authorization func-
tions�

7KH�UROH�RI�D�security�policy model��2QFH�ZH�KDYH�WKH�reference monitor
concept�DQG�D�VXLWDEOH�security�policy�LQ�KDQG��ZH�DUH�IDFHG�ZLWK�WKH�SURE�
OHP�RI�EXLOGLQJ�D�VHFXUH�V\VWHP�RU�7&%��DV�LW�LV�FDOOHG��,Q�RWKHU�ZRUGV��ZH
KDYH� WKH� SUREOHP� RI� LPSOHPHQWLQJ� WKH� FRQFHSW� LQ� D� UHDO� KDUG�
ZDUH�VRIWZDUH�PHFKDQLVP� WKDW� HQIRUFHV� WKH�security�policy�� ,Q�EHJLQQLQJ
WKLV�WDVN�RI�LPSOHPHQWDWLRQ��ZH�VKDOO�ILQG�WKDW�D�FUXFLDO�UROH�LQ�WKH�assur-
ance�RI�security�policy�HQIRUFHPHQW�LV�SOD\HG�E\�D�model�RI�WKH�security�policy
RI�RXU�7&%��7KH�security�policy�model�DOORZV�XV�WR�PDNH�WKH�OHDS�IURP�secu-
rity�policy�WR�UHDO�7&%�E\�SURYLGLQJ�DQ�LQWHUPHGLDWH�VWHS��D�IRUPDO�GHVFULS�
WLRQ�RI�WKH�IXQFWLRQV�WKDW�WKH�7&%�ZLOO�SHUIRUP��%\�´IRUPDOµ�ZH�PHDQ�WKDW
WKH�model�PXVW�EH�D�SUHFLVH�DQG�FRPSOHWH�PDWKHPDWLFDO�VWDWHPHQW�ZKLFK
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FDQ�EH�SURYHQ�VHOI�FRQVLVWHQW�³�VXFK�VWDWHPHQWV�DUH�XVXDOO\�SUHVHQWHG
XVLQJ�SUHGLFDWH�FDOFXOXV�
7KLV� LQWHUPHGLDWH� VWHS� RIIHUHG� E\� WKH� security� policy�model� EULGJHV� EH�

WZHHQ� WZR� FRQVWUDLQHG� XQLYHUVHV� RI� GLVFRXUVH� ³� WKH� FRPSXWHU�
LQGHSHQGHQW�ZRUOG� RI� SHRSOH� DWWHPSWLQJ� WR� DFFHVV� LQIRUPDWLRQ�� DQG� WKH
ZRUOG� RI� FRPSXWHUV��:H�KDYH� DOUHDG\�GLVFXVVHG� WKH� UROHV� RI� subjects� DV
VXUURJDWHV�IRU�XVHUV�DQG�objects�DV�FRQWDLQHUV�RI�LQIRUPDWLRQ��,Q�D�security
policy�model��ZH�KDYH�D�VHW�RI�RSHUDWLRQV�RU�UXOHV�WKDW�PRGHO�WKH�reference
functions�DQG�WKH�authorization functions�WKDW�GHILQH�WKH�DFFHVV�RI�subjects�WR
objects�� 7KH� security� policy� model� WDNHV� DV� D� ´JLYHQµ� �WKDW� LV�� GRHV� QRW
PRGHO�� FHUWDLQ� LQLWLDO� VWDWH� LQIRUPDWLRQ�³� LQFOXGLQJ� FHUWDLQ� LQIRUPDWLRQ
W\SLFDOO\�HQWHUHG�LQWR�D�7&%�E\�security�administrators��DV�PHQWLRQHG�DERYH�
,W�DOVR�WDNHV�DV�D�JLYHQ�WKH�SURSHU�RSHUDWLRQ�RI�WKH�7&%�WR�FRUUHFWO\�LP�
SOHPHQW�WKH�supporting�policies��LQFOXGLQJ�WKH�SURSHU�RSHUDWLRQ�RI�WKH�7&%
WR� LGHQWLI\� LQGLYLGXDOV� DXWKRUL]HG� WR� SHUIRUP�DV� security�administrators� RU
DV�XVHUV�RI�WKH�V\VWHP�
7KH�security�policy�GHILQHV�WKH�EHKDYLRU�GHVLUHG�RI�WKH�7&%�EXW�GRHV�QRW

GLUHFWO\�GLFWDWH�WKH�IXQFWLRQV�WR�EH�SHUIRUPHG�E\�WKH�7&%��,Q�IDFW��QRWKLQJ
LQ� WKH� security� policy� LWVHOI� H[SOLFLWO\� UHODWHV� WR� WKH� QRWLRQ� RI� D� 7&%� RU� D
FRPSXWHU�V\VWHP�DW�DOO��UHPHPEHU�WKDW�ZH�MXVW�DSSOLHG�D�´FRPSXWHU�VHFX�
ULW\µ�SDUDGLJP�WR�D�GRFXPHQW�OLEUDU\���:H�SURFHHG�E\�SUHFLVHO\��IRUPDOO\�
GHILQLQJ� WKH� IXQFWLRQV� RI� WKH� 7&%�� :H� PXVW�� RI� FRXUVH�� ILQG� IXQFWLRQV
VXFK�WKDW�WKH�EHKDYLRU�H[KLELWHG�E\�WKH�security�policy�model�FRPSOLHV�ZLWK
WKH�security�policy��7KH�security�policy�model�FDQ�EH�YLHZHG�DV�D�IRUPDOL]D�
WLRQ�DQG�SDUWLFXODUL]DWLRQ�RI�WKH� reference monitor��SURYLGLQJ� LWV� reference
DQG� authorization functions�� 1RWH� WKDW� FXUUHQW� SUDFWLFH� LV� IRU� WKH� security
policy�model� WR� HQFRPSDVV� RQO\� WKH� access control� policies� RI� WKH� 7&%�� LW
GRHV�QRW�LWVHOI�UHSUHVHQW�WKH�supporting�policies��$V�VWDWHG�DERYH��D�security
policy�model�WDNHV�DV�D�JLYHQ�WKH�SURSHU�RSHUDWLRQ�RI�WKH�7&%�WR�FRUUHFWO\
LPSOHPHQW�WKH�supporting�policies��+LVWRU\�KDV�VKRZQ�WKDW�HQIRUFHPHQW�RI
WKH�access control�policy�LV�RQH�RI�WKH�KDUGHVW�WKLQJV�LQ�D�FRPSXWHU�V\VWHP
WR�JHW�ULJKW��,W�LV�IRUWXQDWH�WKDW�WKH�WHFKQRORJ\�KDV�GHYHORSHG�WR�DOORZ�WKLV
WRRO� WR� EH� XVHG� WR� VXEVWDQWLDOO\� LQFUHDVH� WKH� assurance� RI� access control
policy�HQIRUFHPHQW�
,I� WKH� security� policy�model� HQFRPSDVVHV� WKH� discretionary� access control

policy��WKHQ�LW�PXVW�UHSUHVHQW�authorization functions�ZKHUHE\�D�subject�FDQ�
IRU� VRPH�object�� JUDQW� DFFHVV� WR� DQRWKHU� VSHFLILHG� subject�� 7KLV� IXQFWLRQ
FRXOG��IRU�H[DPSOH��FRUUHVSRQG�WR�DGGLQJ�D�XVHU·V�QDPH�WR�DQ�access con-
trol list��,I�WKHUH�LV�QR�H[SOLFLW�discretionary�access control�policy�LQ�WKH�model�
WKHQ� WKH� FRQWUROV� RQ� DFFHVV�ZLWKLQ� WKH�model� UHIOHFW� RQO\� WKH�mandatory
access control�policy�
%\�WKH�YHU\�GHILQLWLRQ�RI�mandatory�access control�policy��LQ�JHQHUDO��sub-

jects� FDQQRW� PRGLI\�mandatory� VHFXULW\� DXWKRUL]DWLRQV�� 7KH� access class
labels�IRU�WKH�LQLWLDO�objects�DUH�VXSSOLHG�IURP�´RXWVLGHµ�WKH�7&%�DV�SDUW�RI
LWV� LQLWLDO� FRQILJXUDWLRQ�� W\SLFDOO\� E\� security� administrators�� 7KH� security
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policy� model� PD\�� KRZHYHU�� LQFOXGH� IXQFWLRQV� IRU� FUHDWLQJ� DQG� GHOHWLQJ
objects��DQG�IRU�FRQWUROOLQJ�WKH�access class�IRU�QHZ�objects�DQG�subjects�
7KHUH�LV�DQ�H[FHSWLRQ��E\�WKH�ZD\��WR�WKH�QRWLRQ�WKDW�LQ�D�mandatory�ac-

cess control� policy,� subjects� FDQQRW� PRGLI\�mandatory� VHFXULW\� DXWKRUL]D�
WLRQV�� 7KDW� H[FHSWLRQ� LV� IRU� trusted� subjects��Trusted� subjects� DUH� subjects
RXWVLGH�WKH�reference monitor��EXW�ZLWKLQ�WKH�7&%��WKDW�FDQ�UHDG�DQG�ZULWH
objects� DW� GLIIHUHQW�access classes�� LQ� D�PDQQHU� WKDW�ZRXOG� QRUPDOO\� EH
SUHYHQWHG�E\�WKH�reference monitor��Trusted�subjects�DUH�XVHG��IRU�H[DPSOH�
LQ�GRZQJUDGLQJ�D�ILOH�LQ�7&%V��ZKLFK�SHUPLWV�VDQLWL]DWLRQ�RI�LQIRUPDWLRQ�
RU�WKH\�PD\�EH�XVHG�VLPSO\�LQ�WKH�FRXUVH�RI�LPSOHPHQWLQJ�D�7&%�
7KH�XVH�RI�trusted�subjects�LV�GLVWLQJXLVKHG�IURP�WKH�PRUH�JHQHUDO�H[WHQ�

VLRQ�RI�SULYLOHJH�WR�UHDG�DQG�ZULWH�FRPSXWHU�UHVRXUFHV�RXWVLGH� WKH� refer-
ence monitor��IRU�H[DPSOH��LQ�´SULYLOHJHGµ�SURFHVVHV���DV�LV�LPSOHPHQWHG�LQ
VRPH�V\VWHPV��,Q�EXLOGLQJ�D�7&%��LW�LV�LPSRUWDQW�WR�UHFRJQL]H�WKH�VKDUS
GLVWLQFWLRQV�WKDW�H[LVW�EHWZHHQ�SULYLOHJHG�SURFHVVHV�DQG�WUXVWHG�SURFHVVHV
�WKDW� LV�� SURFHVVHV� FRQWDLQLQJ� D� trusted� subject��� 3ULYLOHJHG� SURFHVVHV� DUH
WKRVH�WKDW�DUH�FDSDEOH�RI�DIIHFWLQJ�access control�GHFLVLRQV�RU�RWKHU�IXQF�
WLRQV�RI�WKH�reference monitor��6LQFH�WKH\�FDQ�SRWHQWLDOO\�DIIHFW�DQ\�DVSHFW
RI�WKH�reference monitor��WKH�HQWLUH�VHFXULW\�RI�WKH�V\VWHP�GHSHQGV�RQ�WKH
EHKDYLRU�RI�WKHVH�SULYLOHJHG�SURFHVVHV�DV�PXFK�DV�DQ\�RWKHU�SDUW�RI� WKH
reference monitor�� ,Q�RWKHU�ZRUGV�� WKH� reference monitor’s security�perimeter
LV� H[WHQGHG� WR� HQFRPSDVV� SULYLOHJHG� SURFHVVHV�� 7KLV� LV� LQ� FRQWUDVW� WR
WUXVWHG�SURFHVVHV�WKDW�RSHUDWH�ZLWKLQ�D�UDQJH�RI�access classes�EXW�GR�QRW
DIIHFW�access control�GHFLVLRQV��7KH�GLIIHUHQFH�LQ�WKH�OHYHO�RI�V\VWHP�H[SR�
VXUH�WKDW�DFFRPSDQLHV�SULYLOHJHG�SURFHVVHV�IURP�WKDW�ZKLFK�DFFRPSDQLHV
WUXVWHG�SURFHVVHV�LV�FOHDUO\�FRQVLGHUDEOH�
)RU� H[DPSOH�� LQ� 7&%V� OLNH�0XOWLFV� >6&+5��@� DQG� WKH�*HPLQL� 7UXVWHG

1HWZRUN�3URFHVVRU� >7+20��@�� WKHUH�DUH�PXOWLSOH�SURWHFWLRQ� ULQJV�ZKHUH
WUXVWHG�SURFHVVHV�FDQ�EH�SODFHG��DQG�WKHUHIRUH�WKHLU�DFWLRQV�FDQ�EH�FRQ�
VWUDLQHG� IURP� DIIHFWLQJ� WKH� UHVW� RI� WKH� 7&%��+RZHYHU�� WKHUH� LV� QR� VXFK
WKLQJ�LQ�WKH�W\SLFDO�8QL[�DUFKLWHFWXUH��7KH�XVXDO�FKRLFH�IRU�LPSOHPHQWLQJ
WUXVWHG� SURFHVVHV�ZLWK�8QL[� LV� WR� HIIHFWLYHO\�PRGLI\� WKH�8QL[� NHUQHO� E\
LPSOHPHQWLQJ� SULYLOHJHG� FRGH��+RZHYHU�� WKLV� LV� D� SUREOHP�� VLQFH� HYHQ� LI
WKH�8QL[�FRGH�LV�ZHOO�PRGXODUL]HG�DQG�XQGHUVWDQGDEOH��LW�LV�JHQHUDOO\�XQ�
UHDVRQDEOH� WR� H[SHFW� ZULWHUV� RI� SULYLOHJHG� SURFHVVHV� WR� XQGHUVWDQG� WKH
VHFXULW\� LPSOLFDWLRQV� RI� VR� IXQGDPHQWDO� D� PRGLILFDWLRQ�� )XUWKHU�� QRWH
WKDW�VRPH�LPSOHPHQWDWLRQV�SURYLGH�D�´SULYLOHJH�ELWµ�LQWHQGHG�WR�DOORZ�RQH
WR�EXLOG�WKLQJV�OLNH�D�WUXVWHG�SURFHVV��EXW�WKLV�LV�WKH�PRUDO�HTXLYDOHQW�RI
H[WHQGLQJ�WKH�8QL[�NHUQHO�RXW�LQWR�WKH�WUXVWHG�SURFHVV��,I�RQH�ZHUH�WR�XVH
WKLV� ´SULYLOHJHµ� PHFKDQLVP�� RQH� ZRXOG� QRW� EH� DEOH� WR� VWDWH� DQ\� ZHOO�
IRUPHG�VHFXULW\�SURSHUWLHV�DERXW�LW��,Q�FRQWUDVW��EXLOGLQJ�D�WUXVWHG�SURF�
HVV�RQ�D�EDVH�ZLWK�SURWHFWLRQ�ULQJV��VXFK�DV�WKRVH�PHQWLRQHG�DERYH��DO�
ORZV� RQH� WR�PDNH� WKH� WUXVWHG� SURFHVV� VRPHZKDW� LQGHSHQGHQW� IURP� WKH
UHVW�RI�WKH�7&%��WKHUHE\�SURYLGLQJ�D�YDOLG�EDVLV�IRU�VHFXULW\�LQ�WKH�V\VWHP�
6LQFH� WUXVWHG� SURFHVVHV� FRQWDLQ� subjects� WKDW� DUH� RXWVLGH� WKH� reference
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monitor� DQG� WKHLU� EHKDYLRU� LV� FRQVWUDLQHG�� WKHLU� HIIHFWV� DUH� QRW� XVXDOO\
H[SOLFLWO\�LQFOXGHG�LQ�WKH�security�policy�model�IRU�D�mandatory�access control
policy�� +RZHYHU�� WKH� HIIHFWV� RI� SULYLOHJHG� SURFHVVHV�PXVW� EH� LQFOXGHG� LQ
WKH�security�policy�model�VLQFH�WKHLU�EHKDYLRU�LV�IDU�OHVV�FRQVWUDLQHG�
:KLOH�D�QXPEHU�RI�security�policy�models�KDYH�EHHQ�GHYHORSHG��E\�IDU�WKH

PRVW� ZLGHO\� XVHG� KDV� EHHQ� WKH� Bell-LaPadula� security� policy� model
>%(//��@��7KH�Bell-LaPadula�security�policy�model� LV� DQ� DEVWUDFW�PRGHO� RI
WKH� EHKDYLRU� RI� D� 7&%�� ,W� SURYLGHV� D� IUDPHZRUN�ZLWKLQ�ZKLFK� D� security
policy� FDQ�EH� IRUPDOO\� UHSUHVHQWHG�DV�mandatory�access control�policy� DQG
discretionary�access control�policy��7KH�Bell-LaPadula�security�policy�model� LV
security�policy�LQGHSHQGHQW��,W�KDV�EHHQ�XVHG�WR�UHSUHVHQW�D�VHW�RI�UXOHV�WR
HQIRUFH�security�policies�ZKRVH�SULPDU\�REMHFWLYH�LV�confidentiality��DQG�LW�KDV
DOVR�EHHQ�XVHG�WR�UHSUHVHQW�D�VHW�RI�UXOHV�WR�HQIRUFH�security�policies�ZKRVH
SULPDU\�REMHFWLYH�LV� integrity��(DFK�WLPH�LW�LV�XVHG��LW�PXVW�EH�LQWHUSUHWHG
IRU� D� VSHFLILF� security� policy� DQG� D� VSHFLILF� V\VWHP� >%(//���� %,%$���
/817��D@�
(DFK� VXFK� LQWHUSUHWDWLRQ� RI� WKLV�model�PDWKHPDWLFDOO\� UHSUHVHQWV� WKH

VWDWH�RI�D�7&%�DQG�SUHVFULEHV�WKH�FULWHULD�IRU�D�VHFXUH�VWDWH�ZLWK�UHVSHFW
WR�WKH�UHTXLUHPHQWV�RI�D�mandatory�access control�policy�DQG�D�discretionary
access control�policy��7KH�7&%�PRGHOHG�LV�GHILQHG�WR�EH� LQ�D�VHFXUH�VWDWH
RQO\� LI�QR�subject�FDQ�DFFHVV� LQIRUPDWLRQ�WKDW� LW� LV�QRW�DXWKRUL]HG�WR�DF�
FHVV��(DFK�LQWHUSUHWDWLRQ�RI�WKH�Bell-LaPadula�security�policy�model�GHILQHV
D�VHW�RI�IXQFWLRQV�RU�UXOHV�IRU�FKDQJLQJ�WKH�VWDWH�RI�WKH�7&%�DQG�IRU�SHU�
PLWWLQJ�subjects�WR�UHIHUHQFH�objects��,W�LV�PDWKHPDWLFDOO\�SURYHQ�WKDW�WKH
UXOHV�SUHVHUYH�WKH�SURSHUW\�WKDW�WKH�QHZ�VWDWH�RI�WKH�7&%�LV�VWLOO�VHFXUH�³
QR�subject�FDQ�DFFHVV�LQIRUPDWLRQ�WKDW�LW�LV�QRW�DXWKRUL]HG�WR�DFFHVV�
%HOO� DQG� /D3DGXOD� SUHVHQWHG� DQ� LQWHUSUHWDWLRQ� RI� WKHLU� security� policy

model�IRU�WKH�0XOWLFV�V\VWHP�DQG�IRU�D�security�policy�DLPHG�DW�confidential-
ity�>%(//��@��7KH�NH\�SURSHUWLHV�SUHVHUYHG�LQ�WKLV�LQWHUSUHWDWLRQ�IRU�man-
datory� access control� DUH� WKH� ´VLPSOH� VHFXULW\� SURSHUW\µ� DQG� WKH� ´
�
SURSHUW\�µ� 7KH� VLPSOH� VHFXULW\� SURSHUW\� IRU� confidentiality� VWLSXODWHV� WKDW
WKH�label�RI�D�subject�PXVW�dominate�WKH�label�RI�DQ�object�LQ�RUGHU�IRU�WKDW
subject� WR� JHW� UHDG�DFFHVV� WR� WKDW�object�� 7KH� 
�SURSHUW\� IRU� confidentiality
VWLSXODWHV�WKDW�WKH� label�RI�D�subject�PXVW�EH�dominated�E\�WKH� label�RI�DQ
object�LQ�RUGHU�IRU�WKDW�subject�WR�JHW�ZULWH�DFFHVV�WR�WKDW�object��,W�LV�HDV\
WR�VHH�ZK\�WKHVH�SURSHUWLHV�SUHYHQW�LQIRUPDWLRQ�IURP�IORZLQJ�´GRZQZDUGµ
IURP�DQ�object� labeled�ZLWK�D�SDUWLFXODU�confidentiality�access class� �IRU�H[�
DPSOH��7RS�6HFUHW��WR�RQH�ORZHU� �IRU�H[DPSOH��8QFODVVLILHG��� ,Q� WKLV�ZD\�
confidentiality�Trojan horses�DUH�UHQGHUHG�LQHIIHFWLYH�
%LED·V� LQWHUSUHWDWLRQ� >%,%$��@� RI� WKH�Bell-LaPadula� security� policy�model

IRU� WKH�0XOWLFV�V\VWHP�DQG� IRU�D�security�policy�DLPHG�DW� integrity� LV�TXLWH
OLNH�%HOO�DQG�/D3DGXOD·V�>%(//��@��H[FHSW�WKDW�WKH�VLPSOH�VHFXULW\�SURS�
HUW\�DQG�
�SURSHUW\�DUH�FKDQJHG�LQ�DQ�LQWHUHVWLQJ�ZD\��7KH�HTXLYDOHQW�RI
WKH�VLPSOH�VHFXULW\�SURSHUW\�VWLSXODWHV�WKDW�IRU� integrity�WKH� label�RI�D�sub-
ject�PXVW�EH�dominated�E\�WKH�label�RI�DQ�object�LQ�RUGHU�IRU�WKDW�subject�WR
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JHW� UHDG�DFFHVV� WR� WKDW�object��7KH� 
�SURSHUW\� IRU� integrity� VWLSXODWHV� WKDW
WKH�label�RI�D�subject�PXVW�dominate�WKH�label�RI�DQ�object�LQ�RUGHU�IRU�WKDW
subject�WR�JHW�ZULWH�DFFHVV�WR�WKDW�object��,W�LV�HDV\�WR�VHH�ZK\�WKHVH�SURS�
HUWLHV� SUHYHQW� LQIRUPDWLRQ� IURP� IORZLQJ� ´XSZDUGµ� IURP� DQ� object� labeled
ZLWK�D�SDUWLFXODU� integrity�access class� �IRU� H[DPSOH��-XQN�� WR� RQH�KLJKHU
�IRU�H[DPSOH��+LJK� ,QWHJULW\��� ,Q� WKLV�ZD\�� integrity�Trojan horses� DUH� UHQ�
GHUHG�LQHIIHFWLYH�
6KRFNOH\�>6+2&��@�KDV�SRLQWHG�RXW�WKDW�%LED·V�security�policy�model�LQ�

WHUSUHWDWLRQ� >%,%$��@� LV� FDSDEOH� RI� VDWLVI\LQJ� FRPPHUFLDO� VHFXULW\� UH�
TXLUHPHQWV��DV�ZHOO�DV�WKH�PRUH�IUHTXHQWO\�VHHQ�PLOLWDU\�UHTXLUHPHQWV��,Q
SDUWLFXODU��KH�VDLG�WKDW�WKH�Clark/Wilson integrity�policy�WKDW�LV�FODLPHG�WR�EH
´DQ� DFFXUDWH� UHSUHVHQWDWLRQ� RI�ZKDW� WKH� EXVLQHVV� DQG� FRPPHUFLDO� GDWD
SURFHVVLQJ�FRPPXQLW\�PHDQV�E\�WKH�WHUP�¶LQWHJULW\·���LQ�FRPPHUFLDO�GDWD
SURFHVVLQJµ�FDQ�EH�UHSUHVHQWHG�XVLQJ�%LED·V�WHFKQLTXHV�>%,%$��@�
7KH�SRZHU�RI�WKH�security�policy�model�FRPHV�IURP�WKH�IDFW�WKDW�D�VXLWDEOH

VHW�RI�UXOHV�KDV�EHHQ�GHYHORSHG��,W�KDV�EHHQ�LQGXFWLYHO\�SURYHQ�WKDW�LI�WKH
LQLWLDO�VWDWH� LV�VHFXUH�� WKHVH�UXOHV�FDQ�QHYHU�SURGXFH�D�VWDWH� WKDW� LV�QRW
VHFXUH��7KDW�LV��D�VHW�RI�VXIILFLHQW��EXW�QRW�DOZD\V�QHFHVVDU\��FRQGLWLRQV�LV
assured E\�WKH�UXOHV��7KLV�SRZHU�HQVXUHV�WKDW��LI�WKH�security�policy�model
LQGHHG�UHSUHVHQWV� WKDW�EHKDYLRU�RI�D�7&%�� WKHQ�QR�XVH�RI� WKDW�7&%�FDQ
FDXVH�D�YLRODWLRQ�RI�WKH�mandatory�access control�policy�
7KH�security�policy�model�GLFWDWHV�ZKDW�PXVW�DQG�ZKDW�QHHG�QRW�EH� LQ�

FOXGHG�LQ�WKH�7&%�RI�WKH�VHFXUH�V\VWHP��7KXV�LW�KDV�D�VWURQJ�LPSDFW�RQ
WKH�GHVLJQ�RI� DQ\�7&%� WKDW�DWWHPSWV� WR� IROORZ� WKH�security�policy�model’s
UHTXLUHPHQWV�ULJRURXVO\�
7ZR� NH\� LVVXHV� PXVW� EH� HPSKDVL]HG� LQ� FORVLQJ� WKLV� VXEMHFW� EHFDXVH

WKH\�KDYH�EHHQ�DQ�RFFDVLRQDO�VRXUFH�RI�PLVXQGHUVWDQGLQJ��)LUVW��WKH�se-
curity�policy�model�PXVW�EH�D�YDOLG�UHSUHVHQWDWLRQ�RI�WKH�EHKDYLRU�ZLWK�UH�
VSHFW� WR� LQIRUPDWLRQ� SURWHFWLRQ� RI� WKH� HQWLUH� V\VWHP�� 0HUHO\� PRGHOLQJ
GLVWLQFW�FRPSXWHU�IXQFWLRQV�ZLWK�UHVSHFW�WR�LQGLYLGXDO�DVVHUWLRQV�DERXW�D
SURWHFWLRQ�PHFKDQLVP�SURYLGHV�OLWWOH�LQGLFDWLRQ�RI�RYHUDOO�V\VWHP�VHFXULW\
DQG� FDQ� HYHQ� EH�PLVOHDGLQJ�� 6HFRQG�� WKH� security� policy�model� PXVW� LQ�
FOXGH�D�SURYHQ�VHFXULW\�WKHRUHP��ZKLFK�HVWDEOLVKHV�WKDW�WKH�security�policy
model’s�EHKDYLRU�DOZD\V�FRPSOLHV�ZLWK�WKH�VHFXULW\�UHTXLUHPHQWV�IRU� WKH
security�policy�RI�LQWHUHVW��$V�VWDWHG�DERYH��WKH�security�policy�model�WDNHV�DV
D�JLYHQ�FHUWDLQ�LQLWLDO�VWDWH� LQIRUPDWLRQ�³�LQFOXGLQJ�FHUWDLQ� LQIRUPDWLRQ
W\SLFDOO\� HQWHUHG� LQWR�D�7&%�E\�security�administrators�� ,W� DOVR� WDNHV�DV� D
JLYHQ�WKH�SURSHU�RSHUDWLRQ�RI�WKH�7&%�WR�LPSOHPHQW�WKH�supporting�policies�
DQG� LQ� SDUWLFXODU� WKDW� subjects� IDLWKIXOO\� UHSUHVHQW� WKH� access classes� RI
WKH�LQGLYLGXDOV�IRU�ZKLFK�WKH\�DUH�DFWLQJ�DV�VXUURJDWHV��:LWK�WKLV�LQSXW�
ZKLFK� LW� FRQVLGHUV� D� VDWLVIDFWRU\� EDVLV� IRU� HVWDEOLVKLQJ� D� VHFXUH� LQLWLDO
VWDWH��WKH�VHFXULW\�WKHRUHP�ZKLFK�LV�SURYHQ�LV�WKDW�QR�PDWWHU�ZKLFK�UXOH
RI�WKH�model�LV�RSHUDWHG��DOO�IXWXUH�VWDWHV�ZLOO�DOVR�EH�VHFXUH��7KLV�SURRI�RI
ZKDW� LV� FDOOHG� WKH�%DVLF�6HFXULW\� 7KHRUHP� LV� WKH� NH\� WR� WKH� SRZHU� DQG
XWLOLW\�RI�WKLV�WHFKQLTXH��:H� OHDYH�WKH�WRSLF�RI�security�policy�models�ZLWK
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RQH� JXLGLQJ� SULQFLSOH�� $� security� policy�model� ZLWKRXW� D� SURYHQ� VHFXULW\
WKHRUHP�LV� OLNH�D� ILUH�EXFNHW�ZLWK�D� ODUJH�KROH� LQ� LWV�ERWWRP�³� LW� LV� WKH
VRUW�RI�WKLQJ�WKDW�FDQ�JLYH�\RX�D�ZDUP�IHHOLQJ��EXW�LW�LV�SUREDEO\�QRW�ZKDW
\RX�UHDOO\�ZDQW��$�IDOVH�VHQVH�RI�assurance�LV�D�GDQJHURXV�WKLQJ�

'HVLJQ�� VSHFLILFDWLRQ��DQG� LPSOHPHQWDWLRQ�� 7KH� security�policy�model
GHILQHV�WKH�IXQFWLRQV�WKH�7&%�PXVW�SURYLGH�EXW�GRHV�QRW�VSHFLI\�WKH�GH�
VLJQ�IRU�WKH�7&%��7KH�QH[W�VWHS�DIWHU�WKH�VSHFLILFDWLRQ�DQG�LQWHUSUHWDWLRQ
RI�D�security�policy�model� LV� WKH�VSHFLILFDWLRQ�RI� WKH� LQWHUIDFH� WR� WKH�7&%�
7KH�VSHFLILFDWLRQ�GHILQHV�D�VHW�RI�VXEURXWLQHV��WKDW�LV��7&%�FDOOV��VLPLODU
WR� RSHUDWLQJ� V\VWHP�FDOOV�� DQG�KDUGZDUH� RSHUDWLRQV� WKDW� LPSOHPHQW� WKH
RSHUDWLRQV� RI� WKH� security� policy� model� ZKLFK� SURYLGH� DFFHVV� WR� WKH� UH�
VRXUFHV�FRQWDLQHG�LQ�WKH�model’s�objects��7KH�7&%�FRQWDLQV�LQWHUQDO�GDWD�
EDVHV� WKDW� UHSUHVHQW� WKH� security� policy� model’s VWDWH�� 7KHVH� LQWHUQDO
GDWDEDVHV�DUH�XVHG�E\�WKH�7&%��LQ�SDUWLFXODU��E\�WKH�reference monitor��WR
FUHDWH�WKH�DEVWUDFWLRQV�RI�subjects�DQG�objects�WKDW�DUH�HQWLWLHV�RXWVLGH�WKH
7&%�
:KHQ�ZH�UHDFK�WKH�SRLQW�RI�VSHFLI\LQJ�WKH�7&%·V�LQWHUIDFH�IXQFWLRQV��ZH

DUH�DW�WKH�SRLQW�ZKHUH�RXU�HIIRUWV�UHIOHFW�WKH� OHYHO�RI�V\VWHP�VHFXULW\��RU
assurance��WKDW�ZH�DUH�WU\LQJ�WR�DWWDLQ��$V�ZH�PHQWLRQHG�LQ�WKH�LQWURGXF�
WLRQ�WR�WKH�reference monitor concept��LI�ZH�DUH�LQWHUHVWHG�RQO\�LQ�SUHYHQW�
LQJ�probing ZH�ZLOO�SUREDEO\�HOHFW�WR�PDNH�D�VLJQLILFDQW�SRUWLRQ�RI�RU�DOO�RI
RXU�RSHUDWLQJ�V\VWHP�VHUYH�DV�WKH�LPSOHPHQWDWLRQ�RI�WKH�reference monitor
IXQFWLRQV�� 2Q� WKH� RWKHU� KDQG�� LI� RXU� V\VWHP�PXVW� DOVR� EH� UHVLVWDQW� WR
penetration DQG� subversion�� ZH�ZLOO� QHHG� WR� KDYH� D�PXFK� VPDOOHU� VXEVHW
ZKLFK�FDQ�EH�verified ³�D�security kernel�>$0(6����6&+(��D@�WKDW�LPSOH�
PHQWV�D�WUXH� reference monitor��*DVVHU� >*$66��@�GHVFULEHV�security kernel
LPSOHPHQWDWLRQ� VWUDWHJLHV�� QRWLQJ� WKDW� WKH� security kernel� LV� WKH� VLQJOH
PRVW�RIWHQ�XVHG�WHFKQLTXH�IRU�EXLOGLQJ�D�KLJKO\�VHFXUH�RSHUDWLQJ�V\VWHP�
:KLOH�LW�PLJKW�VHHP�IRROLVK�WR�FRQWHPSODWH�OHVV�WKDQ�WKH�EHVW��DQG�WKXV

WR�EXLOG�D�V\VWHP�WKDW�ZRXOG�QRW� UHVLVW�malicious software� DWWDFNV�� WKHUH
DUH�UHDVRQV�IRU�HOHFWLQJ�WR�GR�VR��3UREDEO\�WKH�EHVW�DUH�FRVW�DQG�FRPSDWL�
ELOLW\��0RVW� H[LVWLQJ� RSHUDWLQJ� V\VWHPV� FDQ� EH�PRGLILHG� WR� LPSOHPHQW� D
SRUWLRQ�RI�WKH�reference monitor concept�DQG�JHW�LPSURYHG�VHFXULW\�DW�PRG�
HVW�FRVW��*RLQJ�IXUWKHU�DQG�DFWXDOO\�PRGLI\LQJ�WKH�V\VWHP�WR�LQFRUSRUDWH
D� security kernel� LV�� LQ� JHQHUDO�� DV� FRVWO\� DV� UHLPSOHPHQWLQJ� WKH� V\VWHP
IURP�VFUDWFK��,I�QRW�HQJLQHHUHG�FDUHIXOO\��VXFK�PRGLILFDWLRQV�PD\�KDYH�D
QRWLFHDEOH� LPSDFW�RQ�V\VWHP�SHUIRUPDQFH� �WKRXJK� LW� LV�TXLWH�SRVVLEOH� WR
EXLOG�DQ�RSHUDWLQJ�V\VWHP�ZLWK�D�security kernel� LQ�D�ZD\� WKDW�KDV�TXLWH
JRRG� SHUIRUPDQFH� >6&+(��D@��� 2Q� WKH� RWKHU� KDQG�� LI� D� GHYHORSPHQW� LV
SODQQHG� WR�EXLOG�D�QHZ�RSHUDWLQJ�V\VWHP�´IURP�VFUDWFK�µ� RQH�JDLQV� VLJ�
QLILFDQW�EHQHILWV� IURP�LQFRUSRUDWLQJ�D�security kernel�� IRU� LQ� WKLV�FDVH�WKH
LQFUHPHQWDO�FRVWV�LQ�GHYHORSPHQW�DQG�SHUIRUPDQFH�DUH� OLNHO\�WR�EH�UHOD�
WLYHO\� PRGHVW�� ,Q� DGGLWLRQ�� VLJQLILFDQW� VDYLQJV� LQ� OLIH�F\FOH� VRIWZDUH
PDLQWHQDQFH�FRVWV�DUH�DVVRFLDWHG�ZLWK�WKH�ULJRURXV�VRIWZDUH�HQJLQHHULQJ
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SUDFWLFHV� XVHG� LQ� EXLOGLQJ� D� security kernel�� )XUWKHUPRUH�� WKH� VWDEOH� LQ�
WHUIDFH� RI� D� PLQLPL]HG� security kernel� DSSHDUV� IURP� D� VRIWZDUH� PDLQWH�
QDQFH�SRLQW�RI�YLHZ� WR�EH�DQ�H[WHQVLRQ�RI� WKH�KDUGZDUH� LQWHUIDFH�� RIWHQ
UHVXOWLQJ�LQ�D�PDLQWHQDQFH�SKLORVRSK\�PXFK�PRUH�DNLQ�WR�KDUGZDUH�WKDQ
WR�VRIWZDUH�
)RU�WKHVH�UHDVRQV��ZH�QRZ�FRQVLGHU�WKH�VWHSV�UHTXLUHG�WR�EXLOG�D�secu-

rity kernel�DQG�D�7&%�ZLWKRXW�D�security kernel��%HFDXVH�WKH�ODWWHU�DSSURDFK
UHSUHVHQWV�D�UHOD[DWLRQ�RI�UHTXLUHPHQWV�DQG�D�VHW�RI�FRPSURPLVHV��LW�LV�LQ
VRPH�ZD\V� HDVLHU� WR�GHDO�ZLWK� WKH� security kernel� FDVH��:H� WKXV�SUHVHQW
WKH�VWHSV� WR�D�security kernel�GHVLJQ� ILUVW�DQG� WKHQ�GHVFULEH� WKH� FRPSUR�
PLVHV�WKDW�RQH�PLJKW�PDNH�LQ�GHYHORSLQJ�D�7&%�WKDW�ODFNV�D�security ker-
nel�

7KH� security kernel�� ,Q� WKH� FDVH� RI� D� security kernel�� ZH� ZLOO� GHVLJQ� D
PHFKDQLVP�WKDW�SHUIRUPV�D�FDUHIXOO\�VHOHFWHG�VXEVHW�RI�RSHUDWLQJ�V\VWHP
IXQFWLRQV� WR� LPSOHPHQW� DW� OHDVW� D�mandatory� access control� policy�� �1RWH
WKDW�EHFDXVH�D�discretionary�access control�policy� LV� IXQGDPHQWDOO\� LQFDSD�
EOH�RI�SUHYHQWLQJ�Trojan horses��DV�GHVFULEHG�HDUOLHU��WKHUH�LV�OLWWOH�QHHG�WR
VWULYH� IRU�DV�KLJK�D� OHYHO�RI�assurance� RI� HQIRUFHPHQW�DV� IRU�D�mandatory
access control�policy�DQG�WKHUHIRUH� OLWWOH�QHHG�WR� LQFOXGH�HQIRUFHPHQW�RI�D
discretionary�access control�policy�LQVLGH�WKH�security kernel��
7KH� reference monitor concept� UHTXLUHV� WKDW�HYHU\�UHIHUHQFH�E\�D�subject

WR� DQ�object� EH�PHGLDWHG� DQG� VXEMHFW� WR� WKH� V\VWHP·V� security� policy� DQG
security�policy�model�� 7R� VLPSOLI\� D�security kernel��ZH� WDNH� VWHSV� WR�PLQL�
PL]H�LWV�FRPSOH[LW\��DQG�ZH�PD\�PLQLPL]H�WKH�QXPEHU�RI�GLIIHUHQW�W\SHV
RI�objects�LW�VXSSRUWV�
7KH�security kernel�IXQFWLRQV�IRUP�LWV�LQWHUIDFH�ZLWK�WKH�UHVW�RI�WKH�RSHU�

DWLQJ�V\VWHP��,W�WXUQV�RXW�WKDW��WR�PHHW�WKH�FRQVWUDLQWV�RI�WKH�security�pol-
icy�model�IRU�WKH�mandatory�access control�policy��WKH�security kernel�LQWHUIDFH
ZLOO�SURYLGH�D�SXUH� YLUWXDO� HQYLURQPHQW� IRU� WKH� UHVW� RI� WKH� V\VWHP��7KLV
UHTXLUHPHQW�UHVXOWV�IURP�WKH�QHHG�WR�HOLPLQDWH��VRPHWLPHV�VXEWOH��PHWK�
RGV�RI�FLUFXPYHQWLQJ�WKH�security�policy�model’s�UHVWULFWLRQV�RQ�WKH�IORZ�RI
LQIRUPDWLRQ� IURP�RQH�access class� WR�DQRWKHU�� )UHTXHQWO\�� VSHFLILFDWLRQV
RI�WKH�LQWHUIDFH�DUH�H[SUHVVHG�LQ�D�IRUPDO�ODQJXDJH�FDSDEOH�RI�EHLQJ�DQD�
O\]HG�E\�D�FRPSXWHU�SURJUDP�DQG�RI�VXSSRUWLQJ�D� IRUPDO�SURRI� WKDW� WKH
VSHFLILFDWLRQV� FRQIRUP� WR� WKH� UHTXLUHPHQWV� RI� WKH� security� policy� model�
6XFK� VSHFLILFDWLRQV� DUH� WHUPHG� formal top-level specifications� �)7/6V��� $
V\VWHP�ZKRVH�LQWHUIDFH�KDV�EHHQ�VSHFLILHG�DQG�SURYHQ�LQ�WKLV�PDQQHU�LV�D
V\VWHP�IRU�ZKLFK�RQH�KDV�VLJQLILFDQWO\�LQFUHDVHG�assurance�RI�LWV�DELOLW\�WR
HQIRUFH�WKH�security�policy�
$V�ZLWK�DQ\�GHVLJQ�HIIRUW��SUHSDULQJ�WKH�VSHFLILFDWLRQV�LV�D�FUHDWLYH�DF�

WLYLW\� PROGHG� E\� WKH� SHFXOLDU� GHVLJQ� JRDOV� �RWKHU� WKDQ� VHFXULW\�� RI� WKH
V\VWHP�� 7\SLFDOO\�� RQH� SURFHHGV� LWHUDWLYHO\�� WHVWLQJ� WKH� GHVLJQ� DJDLQVW
VXFK� UHTXLUHPHQWV� DV� SHUIRUPDQFH�� IXQFWLRQDO� ULFKQHVV�� XVH� RI� WKH� XQ�
GHUO\LQJ�KDUGZDUH��DQG�FRPSDWLELOLW\�ZLWK�RWKHU�VRIWZDUH� V\VWHPV��$QD�
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O\WLFDO�WRROV�VXSSOHPHQW�LQWXLWLRQ�LQ�WKH�HIIRUW�WR�HQVXUH�WKDW�WKH�UHVXOWLQJ
VSHFLILFDWLRQ� FRPSOLHV� ZLWK� WKH� RYHUULGLQJ� VHFXULW\� UHTXLUHPHQWV� RI� WKH
security�policy�model�
%HQHDWK�WKH�VHW�RI�security kernel�LQWHUIDFH�IXQFWLRQV�LV�D�VHW�RI�FRPSXWHU

FRGH��GDWDEDVHV��DQG�KDUGZDUH�VWUXFWXUHV��7KH�VHOHFWLRQ�RI�VHFXUH�IXQF�
WLRQV�DW�WKH�security kernel� LQWHUIDFH� LV�RI� OLWWOH�EHQHILW� WR�assurance� LI�� IRU
H[DPSOH�� WKH� XQGHUO\LQJ� VRIWZDUH� WXUQV� RXW� WR� EH� D� KXQGUHG� WKRXVDQG
OLQHV�RI�LQFRPSUHKHQVLEOH�DVVHPEO\�ODQJXDJH�´VSDJKHWWL�FRGH�µ�7KH�secu-
rity kernel�LWVHOI�LV�VWUXFWXUHG�LQ�D�VHULHV�RI�OD\HUV��IRU�H[DPSOH��6$66�.HU�
QHO� >6&+(��@��� HDFK� SHUIRUPLQJ� D� GLVWLQFW� VHW� RI� VHUYLFHV� HLWKHU� IRU
SURFHVVHV�RXWVLGH�WKH�security kernel�RU�IRU�RWKHU�security kernel�OD\HUV��DQG
HDFK�GHSHQGLQJ�RQO\�RQ�WKH�VHUYLFHV�RI�ORZHU�security kernel�OD\HUV��$�OD\�
HUHG�security kernel�SURYLGHV�DQ�RSSRUWXQLW\� WR�GHYHORS�DQ� LQIRUPDO�SURRI
VNHWFK� RI� HDFK� OD\HU·V� VXIILFLHQF\� WR�PHHW� WKH� UHTXLUHPHQWV� RI� WKH� QH[W
KLJKHU� OD\HU�� EDVHG� RQ� DQ� LPSOHPHQWDWLRQ� VSHFLILFDWLRQ� IRU� HDFK� OD\HU�
7KLV�SURRI� VNHWFK� IRU� VXFFHHGLQJO\�KLJKHU� OD\HUV� RI� WKH� security kernel�� LI
SHUIRUPHG��ZRXOG�SURYLGH�D�FOHDU�FRUUHVSRQGHQFH�RI�WKH�OD\HUV�LQ�WKH�GH�
VLJQ� WR� WKH�)7/6�DQG�KHQFH� WR� WKH� security� policy�model�� 7KH� FRUUHVSRQ�
GHQFH� RI� WKH� OD\HUHG� LPSOHPHQWDWLRQ� WR� WKH� security� policy�model� LV� DOVR
IDFLOLWDWHG�E\�EUHDNLQJ�WKH�LPSOHPHQWDWLRQ�GHVLJQ�LQWR�PRGXOHV�WKDW�KDYH
D�FOHDQ��FOHDU�DEVWUDFWLRQ�WKDW�DOORZV�IRU�LQIRUPDWLRQ�KLGLQJ�ZLWKLQ�PRG�
XOHV� LQ� WKH�PDQQHU� GHVFULEHG�E\� 3DUQDV� >3$51��D�� 3$51��E@�� 7KH� GH�
VLJQ�RI�VXFK�D�PRGXODU��OD\HUHG�security kernel�LV�QRW�DQ�HDV\�H[HUFLVH��EXW
LW� LV�E\�QR�PHDQV� LPSRVVLEOH�� ,W� SD\V� ULFK�GLYLGHQGV� LQ�SURYLGLQJ�assur-
ance�WKDW�WKH�security kernel�VRIWZDUH�LQ�IDFW�LPSOHPHQWV�WKH�SULPLWLYHV�DW
WKH� LQWHUIDFH� WKDW� ZHUH� VKRZQ� WR� EH� FRQVLVWHQW� ZLWK� WKH� security� policy
model�
7KH�security kernel� VRIWZDUH�ZLOO� ERWK� FRQWURO� DQG�EH� VXSSRUWHG�E\� WKH

DVVRFLDWHG� SURFHVVRU� KDUGZDUH�� 7KH� UHTXLUHPHQWV� IRU� KDUGZDUH� VWUXF�
WXUHV�WR�VXSSRUW�D�security kernel�GHULYH�IURP�WKH�EDVLF�UHTXLUHPHQWV�IRU�D
reference monitor�� completeness, isolation,� DQG� verifiability�� ,Q� DGGLWLRQ�� WKH
QHHG� IRU� ZHOO�GHILQHG� subjects� DQG� objects� LV� UHIOHFWHG� LQ� WKH� FKRLFH� RI
KDUGZDUH�WR�VXSSRUW�D�security kernel�
7KH�NH\�UHTXLUHPHQWV�DUH�WKH�IROORZLQJ�

�� +DUGZDUH� VXSSRUW� IRU� D� QRWLRQ� RI� SURFHVV� DQG� VXSSRUW� IRU� UDSLG
FKDQJH�IURP�SURFHVV�WR�SURFHVV�

�� +DUGZDUH� VXSSRUW� IRU� VRPH� VRUW� RI� objects� DQG� IRU� SURWHFWLRQ� RI
WKRVH� objects�� ,Q� SUDFWLFH�� WKLV� UHTXLUHPHQW� LV� VDWLVILHG� E\� D� VHJ�
PHQWHG� YLUWXDO� PHPRU\� V\VWHP� DQG� SURYLVLRQV� IRU� security kernel
FRQWURO�RYHU�LQSXW�RXWSXW�RSHUDWLRQV�

�� +DUGZDUH� VXSSRUW� IRU� WKH� SURWHFWLRQ� RI� WKH� security kernel� DQG� LWV
GDWDEDVHV� E\� VRPH� VRUW� RI� protection domain� RU� protection ring
>6&+5��@�PHFKDQLVP�
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7KH�LPSOHPHQWDWLRQ�RI�WKH�security kernel�SURJUDPV�W\SLFDOO\�LQYROYHV�WKH
XVH�RI�VRPH�IRUP�RI�VWUXFWXUHG�FRGLQJ�DQG�D�KLJKHU� OHYHO� ODQJXDJH��7KH
FKRLFH� RI� ODQJXDJH� DQG� VWDQGDUGV� LV� LQIOXHQFHG�E\� HIILFLHQF\� DV�ZHOO� DV
VHFXULW\�VLQFH�WKH�security kernel�LV�WKH�KHDUW�RI�DQ�RSHUDWLQJ�V\VWHP�
7KLV�EULHI� VXPPDU\�RI� WKH�security kernel� GHVLJQ�SURFHVV�KDV� WDNHQ�XV

IURP� WKH� KLJK�OHYHO� UHTXLUHPHQWV� RI� security� policy� DQG� D� security� policy
model� WR� WKH� LPSOHPHQWDWLRQ� RI� WKH� security kernel� XVLQJ� D� SURJUDPPLQJ
ODQJXDJH��$V�WKH�SURFHVV�RI�security kernel�GHYHORSPHQW�SURFHHGV��SURJUHV�
VLYHO\�PRUH�GHVLJQ�GHWDLO�LV�SURYLGHG��$W�HDFK�VWHS��WKRXJK��WKHUH�PXVW�EH
D�FRUUHVSRQGHQFH�EHWZHHQ�WKH�GHWDLOHG�GHVLJQ�SURGXFHG�DQG�WKH�UHTXLUH�
PHQWV� LGHQWLILHG�E\�WKH�HDUOLHU�VWHSV��/D\HULQJ��PRGXODUL]DWLRQ��DEVWUDF�
WLRQ��DQG�LQIRUPDWLRQ�KLGLQJ�ZLWKLQ�WKH�security kernel�DQG�GRFXPHQWDWLRQ
LQ�WKH�IRUP�RI�DQ�LPSOHPHQWDWLRQ�VSHFLILFDWLRQ�IDFLOLWDWH�D�GHPRQVWUDWLRQ
RI� WKLV�FRUUHVSRQGHQFH�� ,Q� WKLV�ZD\��RQH�FDQ�GHYHORS� UXQQLQJ�FRGH� WKDW
FRUUHVSRQGV�WR�WKH�UHTXLUHPHQWV�RI�D�security�policy�model�DQG�security�pol-
icy��7KHUH�DUH�IRUPDO�WRROV�DYDLODEOH�WKDW�VXSSRUW�WKH�GHPRQVWUDWLRQ�RI�WKH
FRUUHVSRQGHQFH�EHWZHHQ�WKH�)7/6�DQG�WKH�security�policy�model��DQG�WKHUH
DUH� LQIRUPDO� WHFKQLTXHV� IRU� GHPRQVWUDWLQJ� WKH� FRUUHVSRQGHQFH� EHWZHHQ
WKH�FRGH�DQG�WKH�)7/6��+RZHYHU��HYHQ�ZLWKRXW�PHFKDQLFDO�WRROV��WKH�GLV�
FLSOLQH�DQG�VWUXFWXUH�RI�WKH�security kernel�GHVLJQ�SURFHVV�SURYLGH�D�KLJK
GHJUHH�RI�assurance�DERXW�WKH�VHFXULW\�RI�WKH�UHVXOWLQJ�V\VWHP�

,PSURYLQJ�DQ�RSHUDWLQJ�V\VWHP��:KHQ�ZH�WKLQN�DERXW�PDNLQJ�DQ�RSHU�
DWLQJ�V\VWHP�RU�D�VXEVHW�RI�DQ�RSHUDWLQJ�V\VWHP�³�D�7&%�³�PLPLF�WKH
EHKDYLRU� RI� D� reference monitor�� ZH� DUH� IUHTXHQWO\� LQWHUHVWHG� LQ� PDNLQJ
DIWHU�WKH�IDFW� LPSURYHPHQWV� WR� DQ� H[LVWLQJ� V\VWHP�� )RU� WKLV� UHDVRQ�� ZH
RIWHQ�UHIHU�WR�VXFK�DQ�HIIRUW�DV�VHFXULW\�HQKDQFHPHQW�DQG�WR�WKH�SURGXFW
DV�D�VHFXULW\�HQKDQFHG�V\VWHP��7KH�DSSURDFK�XVHG�WR�GHYHORS�D�VHFXULW\�
HQKDQFHG�V\VWHP�EHJLQV�ZLWK�LGHQWLI\LQJ�D�security�policy�DQG�security�pol-
icy�model��DQG�VSHFLI\LQJ�WKH�LQWHUIDFH�RI�WKH�VHFXULW\�HQKDQFHG�V\VWHP�WR
WKH� RXWVLGH� ZRUOG� �QRZ� DQ� LQWHUIDFH� WR� WKH� XVHUV� DQG� DSSOLFDWLRQ� SUR�
JUDPV���,QVWHDG�RI�GRLQJ�D�OD\HUHG�GHVLJQ�DQG�VWUXFWXUHG�LPSOHPHQWDWLRQ
RI�WKH�HQWLUH�V\VWHP�´IURP�WKH�LQWHUIDFH�GRZQ�WR�WKH�KDUGZDUH�µ�ZH�QRZ
PRGLI\�WKH�FRGH�RI�WKH�RSHUDWLQJ�V\VWHP�WR�LPSOHPHQW�WKH�LQWHUIDFH�VSHFL�
ILFDWLRQ��+RZHYHU��LQ�VR�GRLQJ��ZH�DFFHSW�WKDW�ZH�ZLOO�QRW�EH�DEOH�WR�FRP�
SOHWHO\� VHSDUDWH� SURWHFWLRQ�FULWLFDO� FRPSRQHQWV� ZLWKLQ� WKH� RSHUDWLQJ
V\VWHP� IURP�WKRVH� WKDW�DUH�QRW�SURWHFWLRQ�FULWLFDO�� 7KLV�SODFHV�D� IXQGD�
PHQWDO� OLPLW�RQ�ZKDW�RQH�FDQ�NQRZ�DERXW� WKH�EHKDYLRU�RI�VXFK�D�VHFX�
ULW\�HQKDQFHG�V\VWHP�DQG�WKXV�SODFHV�D�OLPLW�RQ�WKH�GHJUHH�RI�assurance
RI�security�policy�HQIRUFHPHQW�WKDW�LV�SRVVLEOH�XVLQJ�RQH�
$V�QRWHG� LQ� WKH�SUHYLRXV� VHFWLRQ�� WR� VLPSOLI\� D�security kernel��ZH� WDNH

VWHSV� WR�PLQLPL]H� LWV� FRPSOH[LW\�� DQG�ZH�PD\�PLQLPL]H� WKH� QXPEHU� RI
W\SHV�RI�objects�LW�VXSSRUWV��+RZHYHU��LQ�FRQWUDVW�WR�WKDW�DSSURDFK��LQ�GH�
YHORSLQJ�WKH� LQWHUIDFH�VSHFLILFDWLRQ� IRU� WKH�VHFXULW\�HQKDQFHG�V\VWHP�ZH
DUH�WDONLQJ�DERXW�LQ�WKLV�VHFWLRQ��ZH�PD\�WDNH�DGGLWLRQDO�VKRUW�FXWV�
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)RU� H[DPSOH�� DQ� H[LVWLQJ� RSHUDWLQJ� V\VWHP� LV� OLNHO\� WR� VXSSRUW� D� YDVW
QXPEHU� RI� object� W\SHV�� DQG� LW� PD\� EH� LPSRVVLEOH� WR� DSSO\� FRQWUROV� WR
WKHP� DOO�� :H� PD\� OHDYH� VRPH� XQFRQWUROOHG� E\� WKH� security� policy� model
DQG��LQ�GRLQJ�VR��OHDYH�LQ�WKH�V\VWHP�D�PXFK�KLJKHU�OHYHO�RI�YXOQHUDELOLW\
WR�Trojan horse�DWWDFN�WKDQ�D�security kernel�ZRXOG�VXIIHU�
:KLOH�WKH�FRGH�RI�WKH�VHFXULW\�HQKDQFHG�V\VWHP�ZLOO�EH�DV�FOHDQ�DQG�HU�

URU�IUHH�DV�JRRG�SUDFWLFH�FDQ�PDNH� LW�� LW�ZLOO�QRW�KDYH�WKH�assurance�DG�
YDQWDJHV� RI� WKH� VWUXFWXUHG� GHVLJQ� DQG� LPSOHPHQWDWLRQ� WKDW� D� security
kernel�KDV��,W�ZLOO�EH�PXFK�PRUH�OLNHO\�WR�FRQWDLQ�UHVLGXDO�HUURUV�LQ�GHVLJQ
DQG�LPSOHPHQWDWLRQ��RU�HYHQ�WR�FRQWDLQ�malicious software���DQG�LW�ZLOO�EH
PRUH�OLNHO\�WR�EH�VXEMHFW�WR�malicious software�DWWDFNV�IURP�WKH�RXWVLGH�
7KH�DERYH�LV�QRW�WR�GLPLQLVK�WKH�YDOXH�RI�VXFK�VHFXULW\�HQKDQFHG�V\V�

WHPV��7KH�SULPDU\�YDOXH�RI�WKHVH�V\VWHPV�OLHV�LQ�WKHLU�UHVLVWDQFH�WR�prob-
ing DQG� LQ� WKHLU� LPSURYHPHQW� RYHU� D�PRUH� FRQYHQWLRQDO� V\VWHP� DJDLQVW
WKLV� WKUHDW�� 7KH\� W\SLFDOO\� SURYLGH� D� YHU\� UREXVW� HQYLURQPHQW� DQG�PD\
KDYH�HQKDQFHG�penetration UHVLVWDQFH�LQ�DGGLWLRQ�WR�D�ULFK�VHW�RI�VHFXULW\
IHDWXUHV�� )RU� WKDW� UHDVRQ�� DQG� EHFDXVH� RI� WKH� IHDVLELOLW\� RI� GHYHORSLQJ
WKHP�ZLWK�PRGHVW� HIIRUW�� VHFXULW\�HQKDQFHG� V\VWHPV� RIIHU� DQ� DWWUDFWLYH
RSWLRQ�IRU�WKRVH�ZLWK�OLPLWHG�QHHGV�IRU�assured VHFXULW\�

TCB subsets�� ,W� LV�VRPHWLPHV�EHQHILFLDO� WR�GHYHORS�D�7&% DQG�HYDOXDWH
LWV�VHFXULW\�LQ�SDUWV��UDWKHU�WKDQ�DV�D�PRQROLWK��$�TCB subset� >7',��@� LV
DQ� H[WHQVLRQ� RI� WKH� reference monitor concept� WKDW� HQIRUFHV� VRPH� access
control�policy�RQ�subjects�WKDW�PD\�DWWHPSW�WR�JDLQ�DFFHVV�WR�D�VHW�RI�objects
XQGHU� WKH� subset’s� FRQWURO�� 7KH� access control� policy� HQIRUFHG� E\� D� TCB
subset� LV� D� VXEVHW� RI� WKH�RYHUDOO�access control�policy� RI� WKH� 7&%��Access
control� policies� RI� GLVWLQFW� TCB subsets� DUH� HQIRUFHG� E\� GLVWLQFW� domains
ZLWKLQ�WKH�7&%�
$�TCB subset�PXVW�PHHW�WKH�WKUHH�UHTXLUHPHQWV�RI�D� reference monitor�

completeness, isolation,�DQG�verifiability��,Q�IDFW��D�reference monitor�LV�D�TCB
subset��7KH�SULPDU\�GLIIHUHQFH�LV�WKDW�D�TCB subset�PD\�KDYH�DQ�LQWHUIDFH
WR�D�PRUH�SULPLWLYH�PHFKDQLVP��ZKLFK�LV�DOVR�D�TCB subset� �HQIRUFLQJ�D
OHVV� UHVWULFWLYH� access control� policy��� ,Q� WKH� GHJHQHUDWH� FDVH� RI� D� VLQJOH�
PRQROLWKLF�7&%��IRU�H[DPSOH��WKH�VRUW�RI�V\VWHP�GHVFULEHG�DERYH�DV�D�VH�
FXULW\�HQKDQFHG�V\VWHP���WKHUH� LV�D�VLQJOH�TCB subset�³�ZKLFK� LQFOXGHV
WKH�SRUWLRQ�RI�WKH�V\VWHP�SHUIRUPLQJ�WKH� reference monitor� IXQFWLRQV�DQG
WKH�KDUGZDUH��$�TCB partition��PRUH�IUHTXHQWO\�FDOOHG�D�QHWZRUN�TCB parti-
tion� RU�NTCB partition� >71,��@�� WKDW� HQIRUFHV� DQ� access control� policy� LV� D
TCB subset�ZKLFK�GRHV�QRW�GHSHQG�RQ�DQRWKHU�TCB subset��$�TCB partition
LV� WKXV� LQ� GLUHFW� FRQWURO� RI� D� SDUWLFXODU��ZHOO�GHILQHG� VXEVHW� RI� subjects�
objects�� DQG� KDUGZDUH� RI� D� SURFHVVLQJ� FRPSRQHQW� RI� D� SDUWLFXODU� QHW�
ZRUNHG�V\VWHP��NTCB partitions�DUH�GLVFXVVHG�IXUWKHU�LQ�D�ODWHU�VHFWLRQ�
$V�QRWHG�� WKH� reference monitor� LPSOHPHQWV� WKH� OHDVW� UHVWULFWLYH�manda-

tory�access control�policy�LQ�D�7&%��2WKHU�TCB subsets�ZLWKLQ�WKDW�7&%�PD\
LPSOHPHQW� RWKHU� PRUH� UHVWULFWLYH� access control� policies�� LQFOXGLQJ� PRUH
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UHVWULFWLYH�mandatory�access control�policies�DQG�discretionary�access control
policies�� 7KHVH� TCB subsets� DUH�� OLNH� supporting� policy� LPSOHPHQWDWLRQV�
ZLWKLQ�WKH�7&%�EXW�RXWVLGH�WKH�reference monitor�
7KH�WRSLF�RI�TCB subsets� LV�RQO\�EULHIO\� LQWURGXFHG�KHUH��$GGLWLRQDO� LQ�

IRUPDWLRQ�DERXW�TCB subsets�PD\�EH�IRXQG�LQ�WKH�SDSHU�>6+2&��@�ZKHUH
WKH�QRWLRQ�RI�TCB subsets�ZDV�ILUVW�IRUPDOL]HG�

'HPRQVWUDWLQJ� VHFXULW\�� 7KH�GLVFXVVLRQV� DERYH�KDYH� WRXFKHG�EULHIO\
RQ�WKH�WRROV� WKDW�ZH�FDQ�XVH�WR�FRQYLQFH�RXUVHOYHV� WKDW�D�V\VWHP�LV�VH�
FXUH��:H�QH[W�JLYH�D�OLWWOH�PRUH�RI�D�IHHOLQJ�IRU�WKH�VWHSV�WKDW�ZH�FDQ�WDNH
WR�DFKLHYH�assurance�RI�V\VWHP�VHFXULW\��7KH�TXHVW�IRU�V\VWHP�VHFXULW\�LV
ROG�HQRXJK�WR�KDYH�D�ERG\�RI�KLVWRU\��:H�PHQWLRQHG�LQ�(VVD\���WKH�LWHUD�
WLYH� ´IL[�DQG� WHVWµ�RU� ´penetrate and patchµ�DSSURDFK� WKDW�VRPH� WRRN�DW� D
WLPH�ZKHQ�computer security�ZDV�LQ�LWV�LQIDQF\��:H�ZLOO�EHJLQ�WKLV�GLVFXV�
VLRQ�ZLWK�D�IHZ�FRPPHQWV�RQ�KRZ�´QRW�WR�GR�LWµ�DQG�WKHQ�VXPPDUL]H�WKH
PHWKRGV�WKDW�FDQ�OHDG�WR�HIIHFWLYH�assurance�RI�V\VWHP�VHFXULW\�

7HVWLQJ��penetration��DQG�UHDGLQJ�WKH�FRGH��,Q�WKH�HDUO\�GD\V�RI�FRPSXWHU
VHFXULW\��DGYRFDWHV�RI�VHFXUH�V\VWHPV�WULHG�WR�IROORZ�D�SDWK�RI�VHDUFKLQJ
IRU�ZD\V�WR�penetrate WKH�V\VWHPV·�FRQWUROV��RIWHQ�UHO\LQJ�RQ�malicious soft-
ware�LQ�WKH�VDPH�ZD\�D�SRWHQWLDO�DWWDFNHU�FRXOG�ODXQFK�D�probing, penetra-
tion,� RU�subversion DWWDFN�� DV�GHVFULEHG� LQ�(VVD\����7KHLU�SODQ�ZDV� WKDW�
IDLOLQJ�WR�penetrate�� WKH\�FRXOG�SODXVLEO\�DUJXH�WKDW�WKHUH�ZDV�QR�ZD\�WR
penetrate VLQFH�QR�ZD\�ZDV�NQRZQ��WR�WKHP���,Q�WKLV�VFHQDULR��LI�D�VHFXULW\
KROH�LV�IRXQG��LW�FDQ�EH�SDWFKHG�EHIRUH�WKH�DUJXPHQW�IRU�VHFXULW\�LV�PDGH�
2EYLRXVO\��WKLV�DUJXPHQW�VXIIHUV�IURP�ERWK�WKHRUHWLFDO�DQG�SUDFWLFDO�GLI�
ILFXOWLHV�
2QH�SUHVXPHV�WKDW�RQH�FRXOG�WHVW�DOO�SRVVLEOH�SURJUDPV�WR�ILQG�DQ\�WKDW

OHG�WR�D�VHFXULW\�penetration��,I�SRVVLEOH��WKLV�PHWKRG�RI�H[KDXVWLRQ�ZRXOG
EH�HIIHFWLYH��EXW�LW�LV�IDU�EH\RQG�WKH�UHDOP�RI�IHDVLELOLW\��)RU�DQ\�UHDO�FRP�
SXWHU� LW�ZRXOG� WDNH� VR� ORQJ� WKDW�EHIRUH� WKH� HYDOXDWLRQ�ZDV� ILQLVKHG� WKH
VXQ�ZRXOG�OLWHUDOO\�KDYH�EXUQHG�RXW��7KXV�DQ\�HYDOXDWLRQ�FRQGXFWHG�E\
H[KDXVWLRQ�PXVW�EH�VR�LQFRPSOHWH�DV�WR�EH�OXGLFURXV�
3UDFWLFDOO\�VSHDNLQJ�� WKH�HIIRUW�VSHQW� LQ�penetrate and patch� WHFKQLTXHV

\LHOGV�SRRU�PDUJLQDO�UHWXUQ� LQ�WHUPV�RI�VHFXULW\��([SHULHQFH�KDV�VKRZQ
WKH�IROORZLQJ�FRQFOXVLRQV�WR�EH�WUXH�

�� 1HZ�penetrators�WHQG�WR�ILQG�QHZ�KROHV�³�HYHQ�DIWHU�SUHYLRXV�WHDPV
KDYH�IRXQG�DOO�WKDW�WKH\�FRXOG��,W�VHHPV�XQOLNHO\�WKDW�D�UHDO��PDOL�
FLRXV�DWWDFNHU�ZRXOG�IDLO�WR�LQYROYH�QHZ�SHRSOH�

�� +ROHV�GR�QRW�JHQHUDOO\�UHVXOW�IURP�UDQN�VWXSLGLW\�EXW�IURP�KXPDQ
RYHUVLJKW�LQ�GHDOLQJ�ZLWK�D�GLIILFXOW�GHVLJQ�SUREOHP��7KXV�WKH�IL[HV
WKHPVHOYHV�DUH�OLNHO\�WR�EH�IODZHG�

�� ,W�GRHV�QRW�WDNH�D�KLJKO\�VSHFLDOL]HG�H[SHUW�WR�penetrate V\VWHP�VH�
FXULW\�� ,W� LV� WUXH� WKDW� PRVW� FRPSXWHU� SURIHVVLRQDOV� GR� QRW� NQRZ
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ZD\V�WR�penetrate WKH�V\VWHPV�WKH\�XVH��WKH\�ZDQW�WR�GR�D�MRE��QRW
LQWHUIHUH�ZLWK� LW��<HW�ZKHQ�JLYHQ� WKH�DVVLJQPHQW��HYHQ� MXQLRU�DQG
LQH[SHULHQFHG�SURIHVVLRQDOV�KDYH�FRQVLVWHQWO\�VXFFHHGHG�LQ�penetra-
tion�

7KH� UHDO� GLIILFXOW\� RI� DFKLHYLQJ� VHFXULW\� E\� penetrate and patch� WHFK�
QLTXHV�LV�SUHFLVHO\�WKH�GLIILFXOW\�RI�ILQGLQJ�HUURUV�LQ�D�SURJUDP�E\�WHVWLQJ�
$�WHVW�FDQ�GHPRQVWUDWH�WKH�SUHVHQFH�RI�DQ�HUURU�EXW��VKRUW�RI�H[KDXVWLRQ
RI� HYHU\� SRVVLEOH� FRPELQDWLRQ� RI� LQSXWV�� LW� FDQQRW� GHPRQVWUDWH� WKH� DE�
VHQFH�RI�HUURUV��0XFK�RI�WKH�ZHDNQHVV�RI�VHFXULW\�LQ�H[LVWLQJ�V\VWHPV�UH�
VXOWV�� LQ� WKH� ILUVW� LQVWDQFH�� IURP� WKH� IDFW� WKDW� WKHVH� V\VWHPV� ZHUH
GHVLJQHG�WR�SHUIRUP�D�IXQFWLRQ�DQG�WHVWHG�WR�DVVXUH�WKDW�WKH\�GLG�VR�FRU�
UHFWO\��7KH�IXQFWLRQ�WR�EH�SHUIRUPHG�KDG�WKH�QDWXUH�RI�´WKH�ULJKW�DQVZHUµ
UDWKHU�WKDQ�VHFXUH�RSHUDWLRQ�
$� IDLOXUH� RI� V\VWHP� VHFXULW\� UHVXOWV� IURP� WKH� IDLOXUH� E\� D� GHVLJQHU� RU

LPSOHPHQWHU�WR�DQWLFLSDWH�D�´IXQFWLRQDOµ�UHTXLUHPHQW�IRU�VHFXULW\��DQG�WR
EXLOG�DQG� WHVW� D� V\VWHP� WR�PHHW� WKDW� UHTXLUHPHQW��6HFXULW\� LV� D� IXQGD�
PHQWDOO\�´QHJDWLYHµ�UHTXLUHPHQW�VWDWLQJ�WKDW��IRU�DOO�SRVVLEOH�DSSOLFDWLRQV�
XQDXWKRUL]HG� DFFHVV� ZLOO� QRW� EH� JUDQWHG�� :KHQ� H[DPLQLQJ� WKH� V\VWHP�
WKH� penetrator WHVWV� D� GLIIHUHQW� IXQFWLRQ�³� QDPHO\�� WKDW� WKHUH� H[LVWV� DW
OHDVW� RQH� ZD\� LQ� ZKLFK� XQDXWKRUL]HG� DFFHVV� WR� LQIRUPDWLRQ� ZLOO� EH
JUDQWHG��7KHUH�DUH�PDQ\�ZD\V�RI�VXFFHHGLQJ�ZLWK�WKLV�IXQFWLRQ�
,Q� WKH� OLPLW�� WKH�SUREOHP�RI�VHFXULW\� LV� WKDW� WKH�GHVLJQHU�PXVW�VHDUFK

RXW�HYHU\�ZD\�WR�penetrate�VHFXULW\�DQG�FRUUHFW�DOO��WKH�penetrator�LV�UHDOO\
LQWHUHVWHG�LQ�ILQGLQJ�DQG�XVLQJ�RQO\�RQH��7KLV�LV�DQ�XQEDODQFHG�´JDPH�RI
ZLWVµ�LQ�ZKLFK�WKH�DWWDFNHU�KDV�D�VXEVWDQWLDO�DGYDQWDJH�
7KH�NH\� WR� VXFFHVVIXO� IXQFWLRQDO� WHVWLQJ� OLHV� LQ� IDFWRULQJ� WKH� V\VWHP·V

VWUXFWXUH�LQWR�WKH�VHOHFWLRQ�RI�WHVW�FDVHV��DQG�LQ�GHVLJQLQJ�WKH�V\VWHP�WR
VXSSRUW�WHVWLQJ��,Q�D�UHDO�VHQVH��WKLV�LV�WKH�DSSURDFK�ZH�WDNH�ZLWK�D�secu-
rity kernel�� GHVLJQLQJ� WKH� V\VWHP� VR� WKDW�� E\�PHDQV� RI� D� SURYHQ� security
policy�model��VHFXULW\�EHFRPHV�D�SRVLWLYH�UHTXLUHPHQW�UDWKHU�WKDQ�WKH�DE�
VHQFH� RI� HUURUV�� DQG� VWUXFWXULQJ� WKH� V\VWHP� WR� VXSSRUW� DQDO\VLV� DQG
WHVWLQJ��6LQFH�WHVWLQJ�VHFXULW\�EHFRPHV�WHVWLQJ�IRU�SRVLWLYH�UHTXLUHPHQWV�
LW�LV�SRVVLEOH�WR�WHVW�LQ�WKH�VDPH�PDQQHU�DV�LQ�WKH�XVXDO�VRIWZDUH�WHVWLQJ
VFHQDULR��,Q�FRQWUDVW�WR�WKH�VWUDWHJ\�RI�WHVWLQJ�IRU�DOO�SRVVLEOH�penetration
DSSURDFKHV��WHVWLQJ�D�security kernel�LV�TXLWH�GRDEOH�

7&%� GHVLJQ� DQG� VHFXULW\� verification�� :KHQ� ZH� GLVFXVVHG� GHVLJQ� DQG
VSHFLILFDWLRQ�RI�D�security kernel��ZH�SUHVHQWHG� WKH�SURFHVV�RI� V\VWHP�GH�
VLJQ��EHJLQQLQJ�ZLWK�security�policy�DQG�FXOPLQDWLQJ�LQ�security kernel�FRGH�
:H�DOVR� LQGLFDWHG�WKDW� IRUPDO�security kernel�verification� WRROV�FRXOG� IROORZ
WKH� VDPH�SDWK�� ,Q� WKH� SDUDJUDSKV� EHORZ��ZH� VXPPDUL]H� WKH� SURFHVV� RI
security kernel�verification�� WKHQ� LQGLFDWH�KRZ�ZH�PLJKW�DSSO\� VRPH�RI� WKH
VDPH�VWHSV�WR�WKH�VHFXULW\�HYDOXDWLRQ�RI�WKH�7&%�RI�D�VHFXULW\�HQKDQFHG
RSHUDWLQJ�V\VWHP�
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7KH�security�policy�model� LV� WKH� OLQFKSLQ�RI�verification�� ,W� WUDQVODWHV� WKH
IXQGDPHQWDOO\�QHJDWLYH�UHTXLUHPHQWV�RI�VHFXULW\�PHQWLRQHG�LQ�WKH�SUHYL�
RXV�VHFWLRQ�LQWR�SRVLWLYH�SURSHUWLHV�WKDW�FDQ�EH�verified��7KH�security�policy
model�EULGJHV�EHWZHHQ�WKH�SHRSOH�RULHQWHG�ZRUOG�RI�security�policy�DQG�WKH
FRPSXWHU�RULHQWHG�ZRUOG�RI� WKH� reference monitor� DEVWUDFWLRQV� RI� subjects
DQG�objects��7KH�VWHS�IURP�security�policy� WR�security�policy�model� LV�QHFHV�
VDULO\� DQ� LQIRUPDO� RQH�³� DW� VRPH� SRLQW�ZH�PXVW�PDNH� WKH� WUDQVODWLRQ
IURP�(QJOLVK�´OHJDOHVHµ�WR�IRUPDO��PDWKHPDWLFDO�ODQJXDJH��%\�WDNLQJ�WKLV
VWHS�DW�WKH� OHYHO�RI�WKH�security�policy�model��ZH�UHGXFH�WKH�FRPSOH[LW\�RI
WKH�PHFKDQLVP�WKDW�ZH�PXVW�UHYLHZ�LQ�DQ�XQVWUXFWXUHG�ZD\��,Q�WKH�FDVH
RI� WKH�Bell-LaPadula�security�policy�model��ZKLOH� WKHUH� LV� D� IDLU� DPRXQW� RI
IRUPDOLVP� WR�EH�GHDOW�ZLWK�� WKH� EDVLF� REMHFWLYHV� DQG� DSSURDFK� DUH� UHOD�
WLYHO\� VLPSOH�� 1XPHURXV� UHDGHUV� RI� WKH� security� policy� model� KDYH� FRQ�
YLQFHG� WKHPVHOYHV� WKDW� LW� LV�D� IRUPDO�VWDWHPHQW�RI� WKH�REMHFWLYHV� WKDW� LW
FODLPV�WR�VXSSRUW��,W�LV�HDV\�WR�VHH�WKDW�D�security�policy�model�WKDW�LV�VLP�
SOH�DQG�DEVWUDFW�LV�QHFHVVDU\�WR�WKH�verification�SURFHVV�
2QFH�WKH�security�policy�model�LV�DFFHSWHG��LW�SURYLGHV�D�IRUPDO�EDVLV�IRU

WKH� VHFXULW\� HYDOXDWLRQ� RI� WKH� UHVW� RI� WKH� 7&%��:H� FDQ� VWDWH� RXU� 7&%·V
LQWHUIDFH� VSHFLILFDWLRQV� LQ� D� IRUPDO� ODQJXDJH� DQG� verify� WKH� FRUUHVSRQ�
GHQFH� EHWZHHQ� security� policy�model� DQG� LQWHUIDFH� VSHFLILFDWLRQ�� :H� FDQ
DOVR�VSHFLI\�WKH�security kernel� LQWHUIDFH�LQ�WKH�IRUPDO�ODQJXDJH�DQG�verify
WKDW�WKH�V\VWHP�LPSOHPHQWHG�LV�WKH�VDPH�DV�WKH�security kernel�ZKRVH�LQ�
WHUIDFH�KDV�EHHQ�VSHFLILHG��7KH�VSHFLILFDWLRQV�RI�WKH�security kernel� LPSOH�
PHQWDWLRQ�DUH�SUHVHQWHG�PRGXOH�E\�PRGXOH� IRU�HDFK� OD\HU�DQG� OD\HU�E\
OD\HU� LQ� D� VWUXFWXUH� FRUUHVSRQGLQJ� WR� WKH� security kernel� VRIWZDUH� LWVHOI�
7KLV� HQDEOHV� D� SURRI� VNHWFK� RI� HDFK� PRGXOH·V� VXIILFLHQF\� WR� PHHW� LWV
VSHFLILFDWLRQ� DQG� HDFK� OD\HU·V� VXIILFLHQF\� WR� PHHW� WKH� UHTXLUHPHQWV� RI
VXFFHHGLQJO\�KLJKHU� OD\HUV��DOO� WKH�ZD\�XS�WR�WKH� LQWHUIDFH��DV�GHVFULEHG
HDUOLHU�
7KH� security kernel� LPSOHPHQWDWLRQ� VSHFLILFDWLRQ� VXSSRUWV� WKH� SURRI

VNHWFK�RI�HDFK�FRUUHVSRQGLQJ�PRGXOH�RI�security kernel�FRGH��7KH�WHFKQRO�
RJ\�RI�SURJUDP�verification�GRHV�QRW�SUDFWLFDOO\�DOORZ�IRU�IRUPDO�FRGH�verifi-
cation� RI� ODUJH� UHDO�SURJUDPV��+RZHYHU�� WKHUH�DUH�D� IHZ�NH\� IDFWRUV� WKDW
FRQWULEXWH� WR� WKH� VXFFHVV� RI� WKLV� DSSURDFK� IRU� SURYLGLQJ� D� PHDQLQJIXO
verification�RI�WKH� LPSOHPHQWDWLRQ��7KH�GHFRPSRVLWLRQ�RI� WKH� LPSOHPHQWD�
WLRQ� GHVLJQ� LQWR� ´3DUQDV�PRGXOHVµ� ZLWK� D� FOHDQ�� FOHDU� DEVWUDFWLRQ� WKDW
DOORZV� IRU� LQIRUPDWLRQ� KLGLQJ�� DQG� VWULFW� OD\HULQJ� RI� WKH� PRGXOHV�� ERWK
PDNH�IRUPDO�verification�PRUH�WKLQNDEOH�DQG�RIIHU�D�VWUXFWXUHG�ZD\�WR�UHDG
WKH�FRGH�DQG�UHYLHZ� LWV�FRUUHFWQHVV� LQIRUPDOO\�� ,Q� IDFW�� LW� LV� LQIRUPDWLRQ
KLGLQJ�DQG�VWULFW�OD\HULQJ�WKDW�SURYLGH�WKH�UHDO�EDVLV�IRU�SURJUHVVLYHO\�GH�
YHORSLQJ� D� SURRI� VNHWFK� RI� WKH� FRGH·V� VXIILFLHQF\� WR� PHHW� WKH� LQWHUIDFH
VSHFLILFDWLRQ��PRGXOH�E\�PRGXOH�DQG�OD\HU�E\�OD\HU��DV�PHQWLRQHG�LQ�WKH
SUHYLRXV�SDUDJUDSK��2XU�H[SHULHQFH�VKRZV�WKDW�WKH�GLIILFXOW\�RI�UHYLHZLQJ
RSHUDWLQJ�V\VWHP�FRGH�IRU�FRUUHFW�DQG�VHFXUH�RSHUDWLRQ�UHVXOWV�IURP�ERWK
WKH�FRPSOH[LW\�RI�WKH�FRGH�DQG�WKH�ODFN�RI�DQ\�FOHDU�GHILQLWLRQ�RI�ZKDW�WKH
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FRGH�LV�VXSSRVHG�WR�EH�GRLQJ��7KH�LPSOHPHQWDWLRQ�VSHFLILFDWLRQV�IRU�D�se-
curity kernel�VXSSRUW�WKH�GHWHUPLQDWLRQ�RI�ZKDW�WKH�FRGH�VKRXOG�EH�GRLQJ�
%H\RQG�WKH�KLJKHU�OHYHO�FRGH�DUH�PDFKLQH�ODQJXDJH�DQG�KDUGZDUH�LP�

SOHPHQWDWLRQ�LVVXHV��Verification�WHFKQRORJ\�LV�QRW�XS�WR�WKHVH�LVVXHV�\HW�
$JDLQ��KRZHYHU��WKH�VWUXFWXUH�RI�WKH�security kernel�DQG� LWV�VSHFLILFDWLRQV
DW�OHDVW�RIIHU�PHDQLQJIXO�VXSSRUW�IRU�D�SDUWLDOO\�LQIRUPDO�EXW�HIIHFWLYH�DV�
VHVVPHQW�RI�VHFXULW\�
7KHUH� LV� RQH�PRUH� DVSHFW� RI� DVVHVVLQJ� VHFXULW\� WKDW�ZH�ZRXOG� OLNH� WR

DGGUHVV�� ,W� VKRXOG� DOVR� LQFOXGH� D� GHWHUPLQDWLRQ� RI� ZKHWKHU� WKH� LPSOH�
PHQWDWLRQ�RI�WKH�reference monitor�FRQWDLQV�covert channels��Covert channels
DUH� IORZV� RI� LQIRUPDWLRQ� EHWZHHQ� access classes� LQ� D� PDQQHU� WKDW� LV
FRXQWHU�WR�WKH�mandatory�access control�policy�SRUWLRQ�RI�WKH�security�policy
EXW�DOORZHG�E\�WKH�LPSOHPHQWDWLRQ��,W�LV�LPSRUWDQW�WR�UHFRJQL]H�WKDW�YDOLG
security� policy�models� GR� QRW� KDYH� covert channels; covert channels� DUH� DQ
LPSOHPHQWDWLRQ�SKHQRPHQRQ��$�security�policy�model�WKDW�DOORZV�LQIRUPD�
WLRQ�WR�IORZ�LQ�D�PDQQHU�FRXQWHU�WR�WKH�security�policy� LV�D�IODZHG�security
policy�model�>/(9,��@�
5HFDOO�ZH�REVHUYHG�HDUOLHU� WKDW� WKH�security�policy�model� UHSUHVHQWV� WKH

VWDWH�RI�WKH�7&%��Covert channels�RSHUDWH�EHFDXVH�WKLV�VWDWH�LQIRUPDWLRQ�LV
VRPHWLPHV�SDVVHG�WR�subjects�RXWVLGH�WKH�reference monitor��7KH�WZR�W\SHV
RI� covert channels�³� covert storage channels� DQG� covert timing channels�³
GLIIHU�E\�WKH�PDQQHU� LQ�ZKLFK�WKH�VWDWH� LQIRUPDWLRQ� LV�SDVVHG�� ,Q�covert
storage channels�� LQIRUPDWLRQ� LV� SDVVHG� RXW� RI� WKH� reference monitor
WKURXJK�WKH�YDOXH�RI�DQ�H[FHSWLRQ�RU�HUURU�FRGH��,Q�covert timing channels�
LQIRUPDWLRQ�LV�SDVVHG�RXW�RI�WKH�reference monitor�WKURXJK�D�GHOD\��WKDW�LV�
D�PHDVXUDEOH�FKDQJH�LQ�UHVSRQVH�WLPH��REVHUYDEOH�E\�D�subject��7KH�RQO\
RWKHU� ZD\� EHVLGHV� WKURXJK� covert channels� LQ� ZKLFK� LQIRUPDWLRQ� FRXOG
IORZ�WKURXJK�D�reference monitor�LQ�D�PDQQHU�FRXQWHU�WR�WKH�security�policy
ZRXOG�EH�WKURXJK�WKH�XVH�RI�D�IODZHG�security�policy�model��DV�GHVFULEHG�LQ
WKH�SUHYLRXV�SDUDJUDSK�
)RU� DQ� H[DPSOH� RI� D� covert storage channel�� FRQVLGHU� WZR� subjects� ZLWK

Trojan horses� RSHUDWLQJ� DW� GLIIHUHQW�access classes� �´0DUNHWLQJµ� DQG� ´$F�
FRXQWLQJµ��VXFK�WKDW�WKH�security�policy�ZKLFK�WKH� reference monitor� LV�HQ�
IRUFLQJ�IRUELGV�DQ\�LQIRUPDWLRQ�WR�IORZ�EHWZHHQ�WKH�WZR��,I�� IRU�H[DPSOH�
RQH� RI� WKH� VWDWH� YDULDEOHV� LQ� WKH� reference monitor� LV� XVHG� WR� LQGLFDWH
´GLVNBIXOO�µ� WKHQ� LQIRUPDWLRQ�FDQ�HDVLO\� IORZ�EHWZHHQ� WKHVH� WZR�subjects�
7KH�Trojan horse�LQ�RQH�RI�WKH�subjects�FDQ�VLJQDO�D�VLQJOH�ELW�RI�LQIRUPD�
WLRQ� WR� WKH�RWKHU� E\� ILOOLQJ� WKH� GLVN� �RU�QRW� ILOOLQJ� LW�� DW� DQ� DJUHHG�XSRQ
WLPH�RU�DIWHU�DQ�DJUHHG�XSRQ�FRQGLWLRQ��DW�ZKLFK�WLPH�WKH�Trojan horse�LQ
WKH�RWKHU�subject�FKHFNV�WR�VHH�ZKHWKHU� WKH�GLVN� LV� IXOO� �IRU�H[DPSOH��E\
WU\LQJ� WR� ZULWH� WR� WKH� GLVN��� 7KLV� VLJQDOLQJ� FDQ� EH� GRQH� UHSHDWHGO\� DQG
UDSLGO\��7KH�PD[LPXP�UDWH�DW�ZKLFK�WKH�VLJQDOLQJ�RI�D�SDUWLFXODU�covert
channel�FDQ�EH�DFFRPSOLVKHG�LV�FDOOHG�LWV�EDQGZLGWK�
$� VLPLODU� H[SORLWDWLRQ� VFHQDULR� FDQ� EH� FRQVWUXFWHG� WR� LOOXVWUDWH� covert

timing channels�� 6XSSRVH� WKDW� LQVWHDG� RI� WKH� ´GLVNBIXOOµ� HUURU� FRQGLWLRQ�
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RXU�Trojan horses�ZHUH�WR�XVH�WKH�DPRXQW�RI�WLPH�UHTXLUHG�IRU�D�UHDG�IURP
WKH�GLVN�WR�VLJQDO�D�ELW��6XSSRVH�WKH�Trojan horses� LQ�ERWK�subjects�NQRZ
KRZ�ORQJ�D�QRUPDO�GLVN�DFFHVV�WDNHV��7R�VLJQDO�D�ELW�RI�LQIRUPDWLRQ��WKH
´ZULWHUµ�Trojan horse�QHHG�RQO\�PDNH�VXUH�WKH�GLVN�LV�EXV\�HQRXJK�WR�VORZ
GRZQ�WKH�´UHDGHUµ�Trojan horse’s�GLVN�DFFHVV��$JDLQ��WKLV�FDQ�EH�GRQH�UH�
SHDWHGO\�DQG�UDSLGO\��DQG�RQH�FDQ�FDOFXODWH�RU�PHDVXUH�WKH�EDQGZLGWK�
2QH�PLJKW�DVN��´'RHVQ·W�WKH�H[LVWHQFH�RI�covert channels�GHVWUR\�WKH�as-

surance�RI�HQIRUFHPHQW�RI�WKH�mandatory�access control�policy�ZH�ZRUNHG�VR
KDUG�WR�DFKLHYH"µ�$FWXDOO\��ZKLOH�XQFRUUHFWHG��covert channel�EDQGZLGWKV
FDQ�EH�TXLWH�KLJK��WKRXJK�WKH\�PD\�EH�GLIILFXOW�WR�H[SORLW�DW�WKH�KLJKHVW
UDWHV�EHFDXVH�RI�´QRLVH�µ�%XW�WKHUH�DUH�PDQ\�WHFKQLTXHV�DYDLODEOH�IRU�UH�
GXFLQJ� WKH� EDQGZLGWKV�� ,Q� IDFW�� security kernels� DUH� DYDLODEOH� WRGD\� WKDW
FDQ� EH� FRQILJXUHG� WR� KDYH� QR� covert storage channels� >7+20��@�� 7KH
EDQGZLGWKV� RI� covert timing channels� FDQ� EH� UHGXFHG� LQ� WKH�PRVW� EUXWH�
IRUFH�ZD\�E\�VORZLQJ�GRZQ�WKH�IXQFWLRQV�WKDW�DOORZ�WKHP�WR�RSHUDWH�LI�LW�LV
GHWHFWHG�WKDW�D�SDUWLFXODU�EDQGZLGWK�WKUHVKROG� LV�DERXW�WR�EH�H[FHHGHG�
7KLV�FDQ�EH�PHFKDQLFDOO\�DFFRPSOLVKHG�E\�LQVHUWLQJ�GHOD\V�ZKHUHYHU�WKH
IXQFWLRQV�DUH�FDOOHG��2I�FRXUVH��WKLV�FDQ�KDYH�DQ�DGYHUVH�LPSDFW�RQ�SHU�
IRUPDQFH�� EXW� LW� SHUPLWV� VWURQJHU� HQIRUFHPHQW� RI� WKH�mandatory� access
control�policy�
)LQDOO\��ZH�SURPLVHG�WR�LQFOXGH�LQ�WKLV�GLVFXVVLRQ�D�FRPPHQW�DERXW�WKH

SUREOHP�RI�DVVHVVLQJ�WKH�VHFXULW\�RI�WKH�7&%�RI�D�VHFXULW\�HQKDQFHG�RS�
HUDWLQJ�V\VWHP��,Q�VXFK�D�V\VWHP��ZH�DUH�FRQFHUQHG�DERXW�IHDWXUHV�DW�WKH
7&%�LQWHUIDFH�DV�ZHOO�DV�DERXW�KDYLQJ�DV�´FRUUHFWµ�DQ�LPSOHPHQWDWLRQ�DV
ZH�FDQ��7KH�security�policy�model�VXSSRUWV�D�UHYLHZ�RI�WKH�LQWHUIDFH�WR�WKH
7&%�LQ�WKLV�FDVH��:H�PD\�SUHSDUH�D�IRUPDO�RU�(QJOLVK�VSHFLILFDWLRQ�RI�WKH
7&%·V� LQWHUIDFH��WKHQ�UHYLHZ�LW� IRU� LQDSSURSULDWH�ZD\V�WKDW�D�subject�FDQ
JDLQ� DFFHVV� WR� DQ� object�� :H� ZLOO� SUREDEO\� VXSSOHPHQW� WKH� LQWHUIDFH
DQDO\VLV�ZLWK�D�penetration� WHVW� WR�KHOS�PDNH�VXUH� WKDW�QR�REYLRXV� IODZV
UHPDLQ��:H�PD\� DOVR� ORRN� IRU� covert channels� DQG� HYHQ� ZRUN� WR� UHGXFH
SDUWLFXODU� covert storage channels�� +RZHYHU�� H[SHULHQFH� WHOOV� XV� WKDW� WKH
ODFN�RI�D�VWUXFWXUHG�³�OD\HUHG�DQG�PRGXODU�³�LPSOHPHQWDWLRQ�LQ�D�V\V�
WHP�ZKLFK�LV�QRW�GHVLJQHG�WR�EH�VXEMHFWHG�WR�WKH�OHYHO�RI�DQDO\VLV�RI�D�se-
curity kernel� UHVXOWV� LQ�D� V\VWHP� WKDW� LV� VXEMHFW� WR�penetration� �DV�ZHOO� DV
subversion RI�VHFXULW\�PHFKDQLVP���DV�GHILQHG�LQ�(VVD\����6XFK�D�V\VWHP
LV�RI�VRPH�YDOXH��WKRXJK��VLQFH�LW�FDQ�RIIHU�D�UHODWLYHO\�KLJK�GHJUHH�RI�UH�
VLVWDQFH�WR�probing�

)RU�IXUWKHU�UHDGLQJ��0RUH�LQIRUPDWLRQ�RQ�EXLOGLQJ�D�VHFXUH�FRPSXWHU
V\VWHP�FDQ�EH� IRXQG� LQ� D� UHDGDEOH� ILUVW� ERRN� >*$66��@� RQ� WKLV� VXEMHFW
WKDW� SUHVHQWV� GLIILFXOW� DQG� VXEWOH� WRSLFV� FOHDUO\��ZKLOH� DFKLHYLQJ� D� JRRG
GHSWK�RI�FRYHUDJH�
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6SHFLDO�FRQVLGHUDWLRQV�IRU�QHWZRUNV

$V�QRWHG� LQ�(VVD\����QHWZRUNV�SUHVHQW�JUHDWHU�accessibility WR�SRWHQWLDO
penetrators� E\� SURYLGLQJ� PRUH� ZD\V� RI� DFFHVVLQJ� WKH� V\VWHPV� �WKURXJK
RWKHU� LQWHUFRQQHFWHG� V\VWHPV�� WKURXJK� GLDO�XS� WHUPLQDOV�� WKURXJK� WDSV
LQWR� WKH�FRPPXQLFDWLRQ� OLQHV�XVHG�E\� WKH�QHWZRUNV� WKHPVHOYHV��DQG�VR
RQ���2EYLRXVO\��QHWZRUNV�DUH�VWURQJO\�GHSHQGHQW�RQ�FRPSXWHU�V\VWHPV�WR
SURYLGH� WKH�QHWZRUNV·� VHUYLFHV��7KH� UHVRXUFHV�EHLQJ�VKDUHG�ZLWKLQ�FRP�
SXWHU�V\VWHPV�FRQQHFWHG�WR�RU�LPSOHPHQWLQJ�WKH�QHWZRUN�SURYLGH�QXPHU�
RXV� RSSRUWXQLWLHV� IRU� VHQVLWLYH� LQIRUPDWLRQ� WR� ´OHDNµ� RXW� RU� EH� LOOLFLWO\
PRGLILHG�IURP�ZLWKLQ��7KH�QHWZRUNV�WKHPVHOYHV�SURYLGH�QR�IXQGDPHQWDOO\
QHZ�YXOQHUDELOLWLHV��H[FHSW�WKURXJK�WKH�HQKDQFHG�accessibility WR�WKH�FRP�
SXWHU�V\VWHPV�WKDW�SURWHFW�WKH�LQIRUPDWLRQ��7KH�HQKDQFHG�accessibility ID�
FLOLWDWHV� WKH�H[ILOWUDWLRQ�RI� LQIRUPDWLRQ��ZKLFK��DV�QRWHG�HDUOLHU��PD\�DLG
WKH�VXFFHVVIXO�XVH�RI�Trojan horses�
7KH�reference monitor concept�VFDOHV�YHU\�QLFHO\�WR�QHWZRUNV�WKDW�SRVVHVV

D� FRKHUHQW�QHWZRUN� VHFXULW\�DUFKLWHFWXUH�DQG�GHVLJQ�³� LQ�RWKHU�ZRUGV�
FRKHUHQW�security�policies��VHFXULW\�REMHFWLYHV��DQG�SURWRFROV��,Q�D�QHWZRUN
FRQWH[W��ZH�VSHDN�RI�WKH�trusted computing base�RU�7&%�DV�D�network trusted
computing base� RU� 17&%�� 7KH� FRPSXWHU� V\VWHPV� WKDW� LPSOHPHQW� WKH
VZLWFKLQJ�DQG�RWKHU�SURFHVVLQJ�ZLWKLQ�WKH�QHWZRUN��DV�ZHOO�DV�WKH�FOLHQW
V\VWHPV�RI� WKH�QHWZRUN��SURYLGH� WKH�RSSRUWXQLWLHV� IRU�VHQVLWLYH� LQIRUPD�
WLRQ� WR� OHDN� RXW� RU� EH� LOOLFLWO\� PRGLILHG�� DV� GHVFULEHG� DERYH�� 7KH� 17&%
SUHYHQWV�VXFK�OHDNDJH�DQG�LOOLFLW�PRGLILFDWLRQ�
7KH�HQKDQFHG�accessibility RI�WKH�FRQQHFWLRQV�EHWZHHQ�WKH�FRPSXWHUV�RU

VZLWFKLQJ� HOHPHQWV� RI� WKH� QHWZRUN� V\VWHP� LV� FRXQWHUHG� PRVW� RIWHQ
WKURXJK� WKH� XVH� RI� FU\SWRJUDSK\�� HLWKHU� DORQH� RU� LQ� FRPELQDWLRQ� ZLWK
RWKHU�VHFXULW\�VHUYLFHV��IRU�H[DPSOH��SK\VLFDO�SURWHFWLRQ�RI�WKH�ZLUH��DQG
VHFXULW\�VXSSRUWLQJ�SURWRFROV��7KH�HQKDQFHG�accessibility RI�RQH�FRPSXWHU
V\VWHP�IURP�DQRWKHU�LV�FRXQWHUHG�WKURXJK�DSSO\LQJ�WKH�reference monitor
concept�WR�WKH�FRPSXWHU�V\VWHPV�WKDW�PDNH�XS�WKH�QHWZRUN�V\VWHP�
7KH� XQLTXH� DVSHFWV� RI� EXLOGLQJ� VHFXUH� QHWZRUNV� DUH� GHVFULEHG� LQ� WKH

IROORZLQJ�WZR�VHFWLRQV��7KH�ILUVW�VHFWLRQ�DSSOLHV�WKH�WKHRU\�RI�computer se-
curity� WR�QHWZRUNV�ZLWK�D� FRKHUHQW�QHWZRUN� VHFXULW\�DUFKLWHFWXUH�� LQ� WKH
IRUP� RI� DQ� 17&%� >71,��@�� �7KH� VHFWLRQ� FRQWDLQV� VRPH� DFWXDO� H[FHUSWV
IURP�WKH�´7UXVWHG�1HWZRUN� ,QWHUSUHWDWLRQ�RI� WKH�7UXVWHG�&RPSXWHU�6\V�
WHP� (YDOXDWLRQ� &ULWHULDµ� >71,��@� WR� H[SODLQ� WKH� FRQFHSWV��� 7KH� VHFRQG
VHFWLRQ�GHVFULEHV� VRPH�RI� WKH� IXQGDPHQWDO�access control� SUREOHPV� WKDW
PXVW� EH� DGGUHVVHG� LQ� LPSOHPHQWLQJ� FU\SWRJUDSK\� ZLWKLQ� D� FRPSXWHU
V\VWHP��:H�ZLOO�QRW�RWKHUZLVH�GHOYH� LQWR� WKH�WHFKQRORJ\�RI�FU\SWRJUDSK\
RU�VHFXULW\�VXSSRUWLQJ�SURWRFROV�LQ�WKLV�HVVD\�

Network trusted computing base� $V�VWDWHG�SUHYLRXVO\��WKLV�VHFWLRQ�DS�
SOLHV�WKH�WKHRU\�RI�computer security�³�WKH� reference monitor concept�³�WR
QHWZRUNV��,Q�VR�GRLQJ��LW�DOVR�H[SDQGV�VRPHZKDW�RQ�WKH�DSSOLFDWLRQ�RI�WKH
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reference monitor concept� LQ�VWDQG�DORQH�FRPSXWLQJ�HQYLURQPHQWV�³�VSH�
FLILFDOO\�� LQ� WKH�DUHD�RI� LQSXW�RXWSXW�devices��6R��QRWH� WKDW� WKH� LQIRUPD�
WLRQ�SUHVHQWHG�KHUH�DERXW�devices�DOVR�SHUWDLQV�WR�VWDQG�DORQH�FRPSXWLQJ
HQYLURQPHQWV��LW�LV�SUHVHQWHG�KHUH�DV�D�FRQYHQLHQFH�WR�WKH�GLVFXVVLRQ�RI
QHWZRUNV�DQG�WKH�17&%�
2QH�RI�WKH�ILUVW�VWHSV�LQ�WKH�GHVLJQ�RI�D�VHFXUH�QHWZRUN�LV�WKH�GHYHORS�

PHQW�RI�FRKHUHQW�QHWZRUN�VHFXULW\�DUFKLWHFWXUH�DQG�GHVLJQ��7KH�QHWZRUN
VHFXULW\�DUFKLWHFWXUH�DGGUHVVHV�WKH�security�policies��REMHFWLYHV��DQG�SURWR�
FROV�RI�WKH�QHWZRUN��7KH�QHWZRUN�VHFXULW\�GHVLJQ�VSHFLILHV�WKH� LQWHUIDFHV
DQG�VHUYLFHV�WKDW�PXVW�EH� LQFRUSRUDWHG�LQWR�WKH�QHWZRUN�IRU� LW�WR�EH�VH�
FXUH��UHODWLYH�WR�LWV�security�policy�
7KH�RYHUDOO�QHWZRUN�security�policy� LV� WKH�security�policy� RI� WKH�17&%�� ,W

PD\�EH�GHFRPSRVHG�LQWR�security�policy�HOHPHQWV�WKDW�DUH�DOORFDWHG�WR�DS�
SURSULDWH� components� DQG� XVHG� DV� WKH� EDVHV� IRU� WKH� security� policies� IRU
WKRVH�components��7KLV�WHFKQLTXH�LV�UHIHUUHG�WR�DV�partitioning�D�QHWZRUN·V
security�policy� LQWR�component�security�policies�RU�NTCB partitions� >6&+(��@�
$V�XVHG�LQ�WKLV�HVVD\��D�component�LV�D�FROOHFWLRQ�RI�KDUGZDUH��ILUPZDUH�
DQG�VRIWZDUH�WKDW�SHUIRUPV�D�VSHFLILF�VHFXULW\�IXQFWLRQ�LQ�D�QHWZRUN�DQG
WKDW� FRQWDLQV� DQ� NTCB partition�� $� component� LV� GHILQHG� UHFXUVLYHO\�� LQ
WKDW� D� component� PD\� FRQVLVW� RI� RWKHU� components�� 7KH� GLVWLQJXLVKLQJ
TXDOLW\�RI�D�component�LV�WKDW�LW�KDV�D�security�policy partition�DOORFDWHG�WR�LW
³�LQGXFHG�RQ�LW�E\�WKH�RYHUDOO�QHWZRUN�security�policy��7KH�UHFXUVLYH�GHIL�
QLWLRQ�RI�component�LV�EDVHG�RQ�WKH�IXQGDPHQWDO�FRQFHSW�WKDW�LW�FRQWDLQV
DQ�NTCB partition��D�UHFXUVLYHO\�GHILQHG�FRQFHSW�EDVHG�RQ�WKH�´SDUWLWLRQµ�RI
PDWKHPDWLFV���$V�LQ�PDWKHPDWLFV��LI�D�VHW�LV�SDUWLWLRQHG�DQG�LI�RQH�RI�WKH
SDUWLWLRQV�LV�IXUWKHU�SDUWLWLRQHG��WKH�UHVXOW�LV�VWLOO�SDUWLWLRQV�RI�WKH�RULJL�
QDO� VHW��� 6XFK� UHFXUVLYH� GHILQLWLRQV� RI� component� DQG�NTCB partition� DUH
YHU\�XVHIXO�LQ�DFWXDO�SUDFWLFH��VLQFH��RQFH�WKH�VHFXULW\�RI�D�component� LV
HYDOXDWHG��WKH�UHVXOWV�RI�WKDW�HYDOXDWLRQ�PD\�EH�GLUHFWO\�UHXVHG�LQ�HYDOX�
DWLQJ� WKH� VHFXULW\� RI� D� component� ZKLFK� FRQWDLQV� LW�� �6HH� WKH� VHFWLRQ
´(YDOXDWLRQ�E\�SDUWVµ�LQ�(VVD\���IRU�D�IXUWKHU�GLVFXVVLRQ�RI�DSSO\LQJ�WKH
VWUDWHJ\�RI�´GLYLGH�DQG�FRQTXHUµ�E\�VHSDUDWHO\�HYDOXDWLQJ�NTCB partitions
DQG�XVLQJ�WKH�UHVXOWV�WR�HYDOXDWH�PRUH�FRPSOH[�components�ZLWKLQ�ZKLFK
WKH\�PD\�EH�FRQWDLQHG��
7KHUHIRUH��RQH�RI�WKH�SRZHUIXO�GHVLJQ�WRROV�SURYLGHG�E\�WKLV�DSSURDFK�LV

WKH�DELOLW\�WR�FRPSRVH�D�VHW�RI�components��DQG�WKHQ�WUHDW�WKH�UHVXOW�DV�D
VLQJOH� componentKDYLQJ� D� security� policy�PDGH� XS� RI� WKH� VHW� RI� DOORFDWHG
security� policies� DQG� GHILQHG� QHWZRUN� LQWHUIDFHV�� 2QFH� D� FRPSRVLWLRQ� LV
SHUIRUPHG�� WKH� UHVXOWLQJ� component� PD\� EH� FRQVLGHUHG� LQ� D� YDULHW\� RI
QHWZRUN�VHFXULW\�DUFKLWHFWXUHV�ZLWKRXW�KDYLQJ�WR�UHFRQVLGHU� WKH�RULJLQDO
components�RU�WKH�SURFHVV�RI�FRPSRVLWLRQ�
0XFK�RI�WKH�XVHIXOQHVV�RI�WKLV�DSSURDFK�OLHV�LQ�LWV�JHQHUDO�DSSOLFDELOLW\�

)RU�H[DPSOH��D�KRVW�FRPSXWHU�V\VWHP�WKDW�LPSOHPHQWV�D�IXOO�VHW�RI�XVHU
VHUYLFHV�PD\� EH� WUHDWHG� DV� D� component� IRU� SXUSRVHV� RI� FRPSRVLQJ� WKH
FRPSXWHU�V\VWHP�LQWR�WKH�QHWZRUN�V\VWHP�
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Components�FDQ�LQFOXGH�HQWLUH�VXEQHWZRUNV�ZLWKLQ�DQ�RYHUDOO�QHWZRUN�
HQFU\SWLRQ� V\VWHPV�� ORFDO� DUHD� QHWZRUNV�� GLJLWDO� 3$%;� V\VWHPV�� SDFNHW
VZLWFKHG�RU�FLUFXLW�VZLWFKHG�V\VWHPV��DQG�YLUWXDO�PDFKLQHV�UXQQLQJ�RQ�D
YLUWXDO�PDFKLQH�PRQLWRU��900��RQ�D�VLQJOH�FRPSXWHU�V\VWHP��ZKHQ�DQD�
O\]HG�DV�D�QHWZRUN��7KH�DELOLW\�WR�YLHZ�D�VHW�RI�YLUWXDO�PDFKLQHV�DV�GLV�
WLQFW� QHWZRUN� components� LV� D� SRZHUIXO� WRRO� WKDW� DOORZV� YDULHG� security
policies�WR�EH�LPSOHPHQWHG�LQ�YLUWXDO�PDFKLQH�components�RQ�WRS�RI�D�VMM
component��,W�LV�DQ�HIILFLHQW�WHFKQLTXH�LQ�WKDW�LI�WKH�XQGHUO\LQJ�VMM com-
ponent�KDV�DOUHDG\�EHHQ�H[DPLQHG�DQG� IRXQG� WR�HQIRUFH�D�security�policy
UHTXLUHG�IRU�WKH�QHWZRUN�V\VWHP��LW�GRHV�QRW�KDYH�WR�EH�UHH[DPLQHG�DIWHU
WKH� FRPSRVLWLRQ�� ,Q� WKH� FDVH� RI� QHWZRUN� FRPSRQHQWV� LPSOHPHQWHG� DV
YLUWXDO�PDFKLQHV��WKH�LQWHUIDFH�EHWZHHQ�WKH�VMM component�DQG�WKH�YLU�
WXDO� PDFKLQH� components� LV� WKH� VHW� RI� IXQFWLRQV� SURYLGHG� E\� WKH� VMM
component�� $Q� H[DPSOH� RI� WKH� XVH� RI� WKLV� WHFKQLTXH� LV� GHVFULEHG� HOVH�
ZKHUH�>,59,��@�
$EVWUDFWO\�� WKH� reference monitor� IRU� D�partitioned NTCB� LV� UHDOL]HG� DV� D

FROOHFWLRQ� RI� security kernels� IRU� LQGLYLGXDO� components�� 7R� REWDLQ� WKH� UH�
TXLUHG�OHYHOV�RI�assurance�WKDW�HDFK�VXFK�security kernel�HQIRUFHV�LWV�secu-
rity� policy�� D� formal security� policy� model� LV� IRUPXODWHG� IRU� HDFK� VXFK
component��+RZHYHU��LW�ZRXOG�EH�WRR�UHVWULFWLYH�WR�UHTXLUH�WKDW�WKH� formal
security�policy�model�IRU�HDFK�security kernel�EH�WKH�VDPH��RU�WKDW�DQ�RYHUDOO
formal�security�policy�model� EH� IRUPXODWHG� IRU� WKH�QHWZRUN�� ,QVWHDG�� HDFK
formal�security�policy�model�LV�VKRZQ�E\�FRQYLQFLQJ�DUJXPHQWV�WR�FRUUHFWO\
UHSUHVHQW�WKH�security�policy�DOORFDWHG�WR� WKH�component��6LQFH�WKH�RYHUDOO
security� policy� LV� VWDWHG� LQIRUPDOO\�� WKH� FRQYLQFLQJ� DUJXPHQWV� DUH� DOVR
VWDWHG� LQIRUPDOO\�� LQ� WKH� VDPH�PDQQHU� DV� WKDW� GHVFULEHG� LQ� WKH� HDUOLHU
VHFWLRQ�´7&%�GHVLJQ�DQG�VHFXULW\�verification�µ
7KH�formal�security�policy�models�RI�components�WKHUHIRUH�SURYLGH�WKH�ED�

VLV�IRU�WKH�security�policy�H[HUFLVHG�E\�WKH�17&%�RYHU�subjects�DQG�objects
LQ� WKH�HQWLUH�QHWZRUN��7KH�SXUSRVH�RI� WKH� formal�security�policy�model� IRU
HDFK�component�LV�WR�VHUYH�DV�D�SUHFLVH�VWDUWLQJ�SRLQW�LQ�WKH�FKDLQ�RI�DU�
JXPHQWV� OHDGLQJ� WR� WKH� VXIILFLHQW� OHYHOV� RI� assurance� UHTXLUHG� IRU� HDFK
component� LQ� WKH� QHWZRUN� DQG� XOWLPDWHO\� IRU� WKH� ZKROH� QHWZRUN�� 7KHVH
DUJXPHQWV� DUH� HDVLHU� WR�PDNH� LI� WKH� formal� security� policy�model� KDV� DQ
LQWXLWLYHO\� DWWUDFWLYH� UHVHPEODQFH� WR� WKH� DEVWUDFWLRQV� RI� subject, object,
DQG�DFFHVV�SURSHUWLHV�RI�WKH�FRPSXWHU�V\VWHP�7&%�RQ�ZKLFK�WKH�compo-
nent�LV�LPSOHPHQWHG�
7KXV��WKH�reference monitor�subject�DQG�object�GHILQLWLRQV�WKDW�SHUWDLQ�IRU

D� FRPSXWHU� V\VWHP� 7&%� DUH� VXIILFLHQW� DOVR� IRU� DQ� 17&%�� 7KH� reference
monitor�UHSUHVHQWV�WKH�IXQGDPHQWDO�security�policy�HQIRUFHPHQW�DW� WKH� LQ�
GLYLGXDO�component� OHYHO�EXW�PD\�QRW�GLUHFWO\�UHSUHVHQW�DOO�RI�WKH�RYHUDOO
QHWZRUN�security�policy�LVVXHV�VXFK�DV�WKH�QHWZRUN·V�FRQQHFWLRQ�SROLF\��,Q
PDQ\� QHWZRUNLQJ� HQYLURQPHQWV�� WKH� RYHUDOO� QHWZRUN� security� policy� LQ�
FOXGHV�FRQWUROOLQJ�WKH�HVWDEOLVKPHQW�RI�DXWKRUL]HG�FRQQHFWLRQV�DFURVV�WKH
QHWZRUN�� 7KH� access control� PHGLDWLRQ� SHUIRUPHG� E\� WKH� components� RI
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WKHVH�QHWZRUNV�HQIRUFHV� WKH�HVWDEOLVKPHQW�RI� FRQQHFWLRQV�EHWZHHQ�KRVW
FRPSXWHUV�RQ�WKH�QHWZRUN�DQG�SURYLGHV�WKH�EDVLV�IRU�D�connection-oriented
DEVWUDFWLRQ��8QGHUVWDQGLQJ�WKH�connection-oriented�DEVWUDFWLRQ�IRU�D�JLYHQ
QHWZRUN�PD\�EH�HVVHQWLDO�WR�XQGHUVWDQGLQJ�WKDW�QHWZRUN·V�RYHUDOO�security
policy�� 7KH� QHWZRUN� VHFXULW\� DUFKLWHFWXUH� GHVFULEHV� WKH� OLQNDJH� EHWZHHQ
WKH� connection-oriented� DEVWUDFWLRQ� DQG� LWV� UHDOL]DWLRQ� LQ� WKH� LQGLYLGXDO
components�RI�WKH�QHWZRUN�

Subjects� LQ�QHWZRUNV�DUH�WKHUHIRUH�DFWLYH�HQWLWLHV�RXWVLGH�WKH�SHULPHWHU
RI�WKH�reference monitor�LQ�HDFK�component��WKDW�reference monitor’s�objects
DUH� SDVVLYH� HQWLWLHV� WKDW� H[LVW� LQ� WKH� component� ZKLFK� LPSOHPHQWV� WKDW
reference monitor��Reference monitor�VXSSRUW�WR�HQVXUH�FRQWURO�RYHU�DOO�WKH
RSHUDWLRQV� RI� HDFK� subject� LQ� WKH� QHWZRUN� LV� FRPSOHWHO\� SURYLGHG�ZLWKLQ
WKH� VLQJOH�NTCB partition� RQ� ZKLFK� WKDW� subject� LQWHUIDFHV� WR� WKH� 17&%�
7KLV�PHDQV�WKDW�WKH�HQWLUH�SRUWLRQ�RI�WKH�formal�security�policy�model’s�´VH�
FXUH�VWDWHµ� WKDW�PD\�XQGHUJR� WUDQVLWLRQV�EHFDXVH�RI� WKH�DFWLRQV�RI� WKLV
subject�LV�OLNHZLVH�FRQWDLQHG�LQ�WKH�VDPH�component�
7KH�OHYHO�RI�DEVWUDFWLRQ�RI�WKH�formal�security�policy�model�DQG�WKH�VHW�RI

subjects� DQG� objects� WKDW� DUH� H[SOLFLWO\� UHSUHVHQWHG� LQ� WKH� formal� security
policy�model�DUH�FOHDUO\�DIIHFWHG�E\�WKH�NTCB partitioning��Subjects�DQG�ob-
jects�DUH�UHSUHVHQWHG�H[SOLFLWO\�LQ�WKH�formal�security�policy�model�IRU�D�SDU�
WLFXODU�component�ZKRVH�NTCB partition�H[HUFLVHV�access control�RYHU�WKHP�
*OREDO�QHWZRUN�security�policy�HOHPHQWV�WKDW�DUH�DOORFDWHG�WR�D�component
PXVW�EH�UHSUHVHQWHG�E\�WKH�formal�security�policy�model�IRU�WKDW�component�
(DFK�partition RI�WKH�17&%�WKHUHIRUH�HQIRUFHV� WKH�security�policy�RYHU�DOO

subjects�DQG�objects� LQ� LWV�component�� ,Q�D�QHWZRUN�� WKH� UHVSRQVLELOLW\� RI
DQ�NTCB partition�HQFRPSDVVHV�DOO�security�policy�IXQFWLRQV�LQ�LWV�component
WKDW�ZRXOG�EH�UHTXLUHG�RI�D�7&%�LQ�D�VWDQG�DORQH�V\VWHP��,Q�SDUWLFXODU�
subjects�DQG�objects�LQ�D�SDUWLFXODU�component�WKDW�DUH�XVHG�IRU�FRPPXQL�
FDWLRQ�ZLWK�RWKHU�components�DUH�XQGHU� WKH�FRQWURO�RI� WKH�VLQJOH�compo-
nent� ZKLFK� FRQWDLQV� WKHP�� &RQFHSWXDO� HQWLWLHV� DVVRFLDWHG� ZLWK
FRPPXQLFDWLRQ�EHWZHHQ�WZR�components��VXFK�DV�VHVVLRQV��FRQQHFWLRQV�
DQG�YLUWXDO�FLUFXLWV��PD\�EH�WKRXJKW�RI�DV�KDYLQJ�WZR�HQGV��RQH�LQ�HDFK
component��ZKHUH�HDFK�HQG�LV�UHSUHVHQWHG�E\�D�ORFDO�object��&RPPXQLFD�
WLRQ�LV�YLHZHG�DV�DQ�RSHUDWLRQ�WKDW�FRSLHV� LQIRUPDWLRQ� IURP�DQ�object�DW
RQH�HQG�RI�D�FRPPXQLFDWLRQ�SDWK�WR�DQ�object�DW�WKH�RWKHU�HQG��7UDQVLHQW
GDWD�FDUU\LQJ� HQWLWLHV�� VXFK� DV� GDWDJUDPV� DQG� SDFNHWV�� H[LVW� HLWKHU� DV
LQIRUPDWLRQ�ZLWKLQ�objects�DW�RQH�HQG�RI�WKH�FRPPXQLFDWLRQ�SDWK��RU�DV�D
SDLU�RI�objects��RQH�DW�HDFK�HQG�RI�WKH�FRPPXQLFDWLRQ�SDWK�
$FFHVV� E\� D� subject� LQ� RQH� component� WR� LQIRUPDWLRQ� FRQWDLQHG� LQ� DQ

object� LQ�DQRWKHU�component� UHTXLUHV� WKH� FUHDWLRQ�RI� D�subject� LQ� WKH� UH�
PRWH�component�WKDW�DFWV�DV�D�VXUURJDWH�IRU�WKH�ILUVW�subject��7KH�security
policy�PXVW�EH�HQIRUFHG�DW� WKH� LQWHUIDFH�RI� WKH� reference monitor� �WKDW� LV�
WKH� PHFKDQLVP� WKDW� FRQWUROV� SK\VLFDO� SURFHVVLQJ� UHVRXUFHV�� IRU� HDFK
NTCB partition�
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5HFDOO� WKH� LQWURGXFWLRQ� RI� devices� DQG� communication channels DQG� WKH
UROHV�WKH\�SOD\�LQ�WKH�reference monitor��7KH�RQO\�OLQNV�EHWZHHQ�NTCB par-
titions�DUH�WKH�YDULRXV�communication channels�SURYLGHG�E\�devices��Devices
PD\�import�RU�export LQIRUPDWLRQ�RQO\�XQGHU�WKH�H[SOLFLW�FRQWURO�RI�WKH�ref-
erence monitor�LQ�DFFRUGDQFH�ZLWK�WKH�security�policy�
$�EDVLF�FKRLFH�PXVW�EH�PDGH�DERXW�HDFK�device�RI�D�7&%�RU�RI�DQ�NTCB

partition�DOORFDWHG�WR�D�QHWZRUN�component��7KDW�FKRLFH�LV

�� ZKHWKHU� WKH� LQIRUPDWLRQ� WKDW�ZLOO� EH� imported RU� exported WKURXJK
WKH�device�DW�DQ\�SDUWLFXODU�SRLQW�LQ�WLPH�ZLOO�KDYH�LWV� label�DVVRFL�
DWHG�DQG�IORZLQJ�ZLWK�LW��RU

�� ZKHWKHU�WKH�access class�RI�WKH�LQIRUPDWLRQ�ZLOO�EH�HVWDEOLVKHG�DG�
PLQLVWUDWLYHO\� �WKDW� LV�� ZKHWKHU� WKH� security� administrator ZLOO� ´WHOOµ
WKH�TCB RU�NTCB partition�ZKDW�WKH�access class�RI�WKH�LQIRUPDWLRQ�LV
WKDW�FDQ�IORZ�WKURXJK�WKDW�device��

,I�WKH�access class�RI�WKH�LQIRUPDWLRQ�LV�DVVRFLDWHG�ZLWK�D� label�WKDW�IORZV
ZLWK�WKH�LQIRUPDWLRQ��WKDW�device�PD\�EH�XVHG�WR�import RU�export LQIRUPD�
WLRQ�ZKRVH�access class� YDULHV�ZLWKLQ� D� UDQJH� HQIRUFHG� E\� WKH� reference
monitor� LPSOHPHQWDWLRQ��DQG� LW� LV� FDOOHG�D�multilevel device��2Q� WKH�RWKHU
KDQG��LI�WKH�access class�RI�WKH�LQIRUPDWLRQ�WKDW�PD\�IORZ�WKURXJK�WKH�de-
vice�LV�HVWDEOLVKHG�DGPLQLVWUDWLYHO\�DQG�WKXV�FDQQRW�YDU\��XQWLO�D�GLIIHUHQW
access class�LV�DGPLQLVWUDWLYHO\�HVWDEOLVKHG���WKDW�device�LV�FDOOHG�D�single-
level�device��,W�VKRXOG�EH�H[SOLFLWO\�UHFRJQL]HG�WKDW�D�device�RU�D�communi-
cation channel�WKDW�GRHV�QRW�VXSSRUW�WKH�WUDQVPLVVLRQ�RI� labeled� LQIRUPD�
WLRQ� LV��E\�GHILQLWLRQ��single-level�� ,Q�D�QHWZRUN�component�� WKHUHIRUH�� WKH
devices� FRXSOLQJ� WKH�communication channel� WR� WKH�SURFHVVLQJ�QRGHV�PD\
EH�single-level�devices��DGPLQLVWUDWLYHO\�VHW�WR� import RU�export LQIRUPDWLRQ
RI�WKH�VDPH�access class��RU�WKH\�DUH�multilevel devices��FDSDEOH�RI�KDQGOLQJ
LQIRUPDWLRQ�RI�VRPH�LQWHUVHFWLQJ�access class�
$�single-level�device�PD\�EH�UHJDUGHG�HLWKHU�DV�D�subject�RU�DQ�object��$

multilevel device� LV� UHJDUGHG�DV�D�subject� WKDW� LV�ZLWKLQ� WKH�TCB RU�NTCB
partition��WKDW�LV��LW�LV�D� trusted�subject�³�WUXVWHG�WR�FRUUHFWO\�DVVRFLDWH�LQ�
IRUPDWLRQ� DQG� labels� ZLWKLQ� VRPH� UDQJH� RI� access classes��� +RZHYHU�� DV
ZLWK�DOO�subjects��LW�LV�RXWVLGH�WKH�reference monitor��)RU�D�multilevel device�
WKH�UDQJH�RI�WKH�subject�LV�WKH�PLQLPXP�PD[LPXP�UDQJH�RI�access classes
RI�LQIRUPDWLRQ�WKDW�PD\�EH�WUDQVPLWWHG�RYHU�WKH�device�
7R�VXSSRUW�single-level devices��WKH�7&�RU�17&%�LQFOXGHV�D�trusted�subject

RU�D�UHOLDEOH�FRPPXQLFDWLRQ�PHFKDQLVP�E\�ZKLFK�WKH�7&%�RU�17&%�DQG
D�security�administrato �YLD�D� trusted path�� FDQ�GHVLJQDWH� WKH� VLQJOH�access
class� RI� LQIRUPDWLRQ� imported RU� exported�� $� single-level devic� DOVR� KDV� D
UDQJH�RI�access classes�ZLWKLQ�ZKLFK� WKH�access class� VHW�E\� WKH�security
administrator PXVW�IDOO��EXW�LW�LV�LPSRUWDQW�WR�QRWH�WKDW�single-level devices
KDYH�RQO\�D�VLQJOH�access class�DW�RQH�WLPH�
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7KH� DOORFDWLRQ� RI� mandatory� DQG� discretionary� access control� policies� WR
GLIIHUHQW� components� LQ� D� QHWZRUN�PD\� UHTXLUH� FRPPXQLFDWLRQ� EHWZHHQ
trusted�subjects�WKDW�DUH�SDUW�RI�WKH�NTCB partitions�LQ�GLIIHUHQW�components�
7KLV� FRPPXQLFDWLRQ� LV� QRUPDOO\� LPSOHPHQWHG� ZLWK� D� SURWRFRO� EHWZHHQ
WKH� subjects� DV� SHHU� HQWLWLHV�� 7KH� SURWRFROV� DQG� GDWD� ZKLFK� WKH\� FDUU\
EHWZHHQ� WKHVH� subjects� WKDW� DVVRFLDWH� WKH� access class� ZLWK� exported LQ�
IRUPDWLRQ��IRU�multilevel channels��RU�WKDW�GHVLJQDWH�WKH�VLQJOH�access class
RI�LQIRUPDWLRQ�imported RU�exported �IRU�single-level channels��UHTXLUH�VSHFLDO
DWWHQWLRQ� WR� HQVXUH� WKH� 17&%·V� LQWHJULW\�� 7KHVH� SURWRFROV� DUH� DFWXDOO\
EHLQJ� XVHG� WR� FRPPXQLFDWH� LQWHUQDO� 17&%� GDWD� DPRQJ� 17&%� subjects
�WKDW�LV��trusted�subjects�RXWVLGH�WKH�reference monitor�EXW�LQVLGH�WKH�17&%�
EHORQJLQJ�WR�GLIIHUHQW�NTCB partitions��7KLV�GDWD�PXVW�EH�SURWHFWHG�DJDLQVW
H[WHUQDO�LQWHUIHUHQFH�RU�WDPSHULQJ��)RU�H[DPSOH��D�cryptoseal �VHH�WKH�QH[W
VHFWLRQ��RU�SK\VLFDO�PHDQV�PD\�EH�XVHG�WR�SURWHFW�VXFK�GDWD�H[FKDQJHG
EHWZHHQ�NTCB partitions�
7KH�QHHG�WR�EH�FRQFHUQHG�DERXW�WKH�LQWHJULW\�RI�LQWHUQDO�17&%�GDWD�LV

FOHDU�LI�RQH�FRQVLGHUV�WKDW� labels�DUH�DPRQJ�WKH�VRUW�RI�LQIRUPDWLRQ�FRP�
PXQLFDWHG�EHWZHHQ�NTCB partitions��6LQFH�WKHUH�LV�QR�VWDQGDUG�UHSUHVHQ�
WDWLRQ� IRU� labels� FRPPXQLFDWHG� EHWZHHQ� components�� HDFK� component
QHHGV�WR�EH�DEOH�WR�WUDQVODWH�IURP�WKH�IRUP�LQ�ZKLFK�WKH�label�LV�FRPPX�
QLFDWHG�WR�LWV�RZQ�LQWHUQDO�UHSUHVHQWDWLRQ�LQ�D�KLJKO\�UHOLDEOH�ZD\�

Subjects�RXWVLGH�WKH�17&%�EXW�QRW�GLUHFW�VXUURJDWHV�IRU�D�XVHU��KXPDQ�
DUH� WHUPHG� internal subjects�� 3URWRFRO� KDQGOHUV� DUH� H[DPSOHV� RI� VHUYLFHV
WKDW� DUH� XVXDOO\� SURYLGHG� E\� internal subjects�� ,W� LV� LPSRUWDQW� WR� XQGHU�
VWDQG� WKDW�D�NH\�GLVWLQFWLRQ�RI� internal subjects� IURP�´UHJXODUµ�subjects� LV
WKDW�VLQFH�WKH\�DUH�QRW�DFWLQJ�IRU�XVHUV��WKHUH�LV�OLWWOH�RU�QR�QHHG�IRU�D�dis-
cretionary�access control�policy� WR� EH� HQIRUFHG� RYHU� WKHP�� 6LPLODUO\�� VLQFH
WKH�SXUSRVH�RI�supporting�policy�LV�WR�SURYLGH�WKH�WLH�EHWZHHQ�SHUVRQV�DQG
access control� policies�� WKHUH� LV� QR� QHHG� IRU� supporting� polic� �IRU� H[DPSOH�
identification/authentication�DQG�audit�policies��WR�EH�FRQFHUQHG�ZLWK�WKHP�
7KHUHIRUH��D�FUXFLDO�VWHS�LQ�WKH�GHVLJQ�RI�D�QHWZRUN�LV�WKH�DOORFDWLRQ�RI

WKH�17&%�security�policy�WR�LQGLYLGXDO�components�ZLWKLQ�WKH�QHWZRUN�WKDW
VKDUH� LQIRUPDWLRQ� XVLQJ� devices� WR� SURYLGH� communication channels�� 7KLV
SDUWLWLRQLQJ�LQWR�components�PXVW�EH�GRQH�LQ�VXFK�D�ZD\�WKDW�DOO�RI�WKH
IROORZLQJ�FRQGLWLRQV�FDQ�EH�HDVLO\�YDOLGDWHG�

�� $�subject�LV�FRQILQHG�WR�D�VLQJOH�component�WKURXJKRXW�LWV�OLIHWLPH�
�� $�subject�PD\�GLUHFWO\�DFFHVV�RQO\�objects�ZLWKLQ�LWV�component�
�� (YHU\�component�FRQWDLQV�D�component�reference monitor� �RU��IRU�VH�

FXULW\�HQKDQFHG�V\VWHPV��WKH�IXQFWLRQV�RI�D�reference monitor�� WKDW
PHGLDWHV�DOO�DFFHVVHV�PDGH�ORFDOO\�WR�HQIRUFH�DQ�RYHUDOO�access con-
trol�policy�IRU�WKH�ZKROH�QHWZRUN�

�� $OO� communication channels� OLQNLQJ� components� GR� QRW� FRPSURPLVH
WKH�VHFXULW\�RI�WKH� LQIRUPDWLRQ�HQWUXVWHG�WR�WKHP��7KLV�DOORZV�WKH
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FRQFOXVLRQ�WKDW�WKH�WRWDO�FROOHFWLRQ�RI�components�HQIRUFHV�WKH�QHW�
ZRUN·V�RYHUDOO�security�policy�

Access control� DQG� FU\SWRJUDSK\� LQ� QHWZRUNV�� Access control� DQG
FU\SWRJUDSK\� LQWHUUHODWH� LQ� DW� OHDVW� WZR� IXQGDPHQWDO� ZD\V�� )RU� RQH�
FU\SWRJUDSK\� PD\� EH� XVHIXO� LQ� VXSSRUWLQJ� access control� GHFLVLRQV�� $V
VWDWHG� DERYH�� WKH� reference monitor� UHSUHVHQWV� WKH� IXQGDPHQWDO� security
policy�HQIRUFHPHQW�DW�WKH� LQGLYLGXDO�componen� OHYHO�EXW�PD\�QRW�GLUHFWO\
VDWLVI\� DOO� WKH� RYHUDOO� QHWZRUN� security� policy� UHTXLUHPHQWV� VXFK� DV� WKH
QHWZRUN·V� FRQQHFWLRQ� SROLF\�� ,Q� PDQ\� QHWZRUNLQJ� HQYLURQPHQWV�� WKH
RYHUDOO� QHWZRUN� security� policy� LQFOXGHV� FRQWUROOLQJ� WKH� HVWDEOLVKPHQW� RI
DXWKRUL]HG� FRQQHFWLRQV� DFURVV� WKH�QHWZRUN� DQG�SURWHFWLQJ� WKH� LQIRUPD�
WLRQ�GXULQJ�WUDQVPLVVLRQ��7KH�access control�PHGLDWLRQ�SHUIRUPHG�E\�WKH
components�RI�WKHVH�QHWZRUNV�HQIRUFHV�WKH�HVWDEOLVKPHQW�RI�FRQQHFWLRQV
EHWZHHQ� KRVW� FRPSXWHUV� �LQFOXGLQJ�� IRU� H[DPSOH��PDLQIUDPHV�� ZRUNVWD�
WLRQV��DQG�RU�SHUVRQDO�FRPSXWHUV��RQ�WKH�QHWZRUN��&U\SWRJUDSK\�PD\�EH
XVHG��ZLWK�VSHFLILF�VHFXULW\�HQKDQFLQJ�FRPPXQLFDWLRQ�SURWRFROV��WR�VXS�
SRUW�WKH�access control�GHFLVLRQV��WKDW�LV��WR�SURYLGH�WKH�PHFKDQLVP�WR�HQ�
VXUH� WKDW� WKH� KRVW� FRPSXWHUV�PD\� FRPPXQLFDWH� RQO\� DV� DXWKRUL]HG� E\
WKH�RYHUDOO�QHWZRUN�security�policy���2I�FRXUVH��WKLV�LV�QR�GLIIHUHQW�LQ�SULQ�
FLSOH�IURP�WKH�XVH�RI�FU\SWRJUDSK\�LQ�PHGLD�HQFU\SWLRQ��$OO�GDWD�RQ�D�PH�
GLXP�VXFK�DV�D�GLVN�RU�WUDQVPLVVLRQ�FDEOH�LV�HQFU\SWHG�WR�HOLPLQDWH�WKH
ULVN�RI�H[SRVXUH�LQ�FDVH�WKH�PHGLXP�LV�VWROHQ�RU�WDSSHG�LQWR�³�LQ�RWKHU
ZRUGV��WR�SUHYHQW�LOOLFLW�DFFHVV�WR�WKH�PHGLD�
7KDW�LV�DOO�ZH�DUH�JRLQJ�WR�VD\�VSHFLILFDOO\�DERXW�WKH�XVH�RI�FU\SWRJUDSK\

WR� HQIRUFH� access control�� ,QVWHDG�� WKLV� VHFWLRQ� IRFXVHV� RQ� access control
LVVXHV� LQYROYHG� LQ� WKH� LPSOHPHQWDWLRQ� RI� FU\SWRJUDSK\� RQ� D� FRPSXWHU
V\VWHP��&U\SWRJUDSK\�LV��RI�FRXUVH�� LQ� LWV�VLPSOHVW�DSSOLFDWLRQ��D�ZD\�RI
SURWHFWLQJ� LQIRUPDWLRQ� IURP�GLVFORVXUH��+RZHYHU�� WKH� VXFFHVV� RI� FU\SWR�
JUDSKLF� WHFKQLTXHV� IXQGDPHQWDOO\� GHSHQGV� RQ� WKH� SURWHFWLRQ� RI� FHUWDLQ
NH\V�IURP�disclosure�DQG�WKH�assured�DSSOLFDWLRQ�RI�WKH�LQWHQGHG�NH\V�DQG
DOJRULWKPV��,I�WKH�NH\V�WKDW�UHTXLUH�SURWHFWLRQ�IURP�disclosure�DUH� LQ�DQ\
ZD\�disclosed�� WKH� LQIRUPDWLRQ�ZKRVH� SURWHFWLRQ� GHSHQGV� RQ� WKRVH� NH\V
FDQ�QR�ORQJHU�EH�DVVXPHG�WR�EH�SURWHFWHG��,I�LQFRUUHFW�NH\V�RU�DOJRULWKPV
�WKDW� LV�� WKRVH� VXSSOLHG�E\�DQ�DWWDFNHU�� DUH�XVHG�� WKH� SURWHFWLRQ� LV� LOOX�
VRU\�
,W� LV� EHFDXVH� UHVRXUFH�VKDULQJ� FRPSXWHU� V\VWHPV� KDYH� GLIILFXOW\� ZLWK

VHFXUH�VLPXOWDQHRXV�SURFHVVLQJ�RI�VHQVLWLYH�DQG�QRQVHQVLWLYH�LQIRUPDWLRQ
WKDW� computer security� KDV� DULVHQ� DV� DQ� LPSRUWDQW� GLVFLSOLQH�� )RU� WKDW
VDPH�UHDVRQ��V\VWHPV�KDYH�GLIILFXOW\�ZLWK�VHFXUH�VLPXOWDQHRXV�SURFHVV�
LQJ�RI�plaintext, ciphertext,�DQG�NH\V�� ,Q�D�QXWVKHOO�� WKLV� LV�ZK\�GHSHQGLQJ
RQ�FU\SWRJUDSK\�WR�HQFU\SW�DQG�NHHS�VHSDUDWH� LQGLYLGXDO� ILOHV� LV�XVXDOO\
QRW�D�JRRG�LGHD�³�EHFDXVH��WR�EH�VHFXUH��WKH�V\VWHP�RQ�ZKLFK�WKH�FU\S�
WRJUDSK\� LV� LPSOHPHQWHG� PXVW� DOUHDG\� KDYH� WKH� FDSDELOLW\� RI� NHHSLQJ
VHSDUDWH�WKH�LQIRUPDWLRQ�RI�GLIIHUHQW�sensitivities��7KDW�PHDQV�WKDW�RQH�FDQ
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GR�QR�PRUH�IRU�access control�ZLWK�FU\SWRJUDSK\�WKDQ�ZKDW�D�7&%�HQIRUF�
LQJ�D�mandatory�access control�policy�DOUHDG\�VXSSRUWV��3URYLGLQJ�LQGLYLGXDO
ILOH�HQFU\SWLRQ�LV��WKHUHIRUH��TXLWH�VXVFHSWLEOH�WR�Trojan horses�ZLWKRXW�WKH
SUHVHQFH�RI�D�7&%�WKDW�LV�HQIRUFLQJ�D�mandatory�access control�policy��UHQ�
GHULQJ� LW� DOVR� TXLWH� VXVFHSWLEOH� WR� IDOVH� assurance�� +RZHYHU�� XVH� RI� HQ�
FU\SWLRQ�XQGHU�WKH�FRQWURO�RI�D�7&%�HQIRUFLQJ�D�mandatory�access control
policy� WR� SURWHFW� LQIRUPDWLRQ� RQ� D� PHGLXP� �IRU� H[DPSOH�� D� GLVN� RU� D
WUDQVPLVVLRQ� FDEOH�� LV� TXLWH� DFKLHYDEOH�� DVVXPLQJ� RQH� KDV� VXFK� D� 7&%
>)(//����7+20����:(,6��@�
8S�WR�WKLV�SRLQW�LQ�WKLV�VHFWLRQ��ZH�KDYH�RQO\�H[SOLFLWO\�PHQWLRQHG�XVLQJ

FU\SWRJUDSK\�LQ�FRQMXQFWLRQ�ZLWK�D�7&%�WR�SURYLGH�SURWHFWLRQ�IURP�disclo-
sure��+RZHYHU��LW�VKRXOG�EH�QRWHG�WKDW�FU\SWRJUDSK\�FDQ�DOVR�EH�XVHG�LQ
FRQMXQFWLRQ�ZLWK�D�7&%�HQIRUFLQJ�D�mandatory�access control�policy�WR�SUR�
YLGH�SURWHFWLRQ�IURP�LOOLFLW�PRGLILFDWLRQ�
0RVW� UHDGHUV� DUH� SUREDEO\� IDPLOLDU�ZLWK� WHFKQLTXHV� RI� XVLQJ� SDULW\�� D

FKHFNVXP��RU�VRPH�RWKHU�FKHFNIXQFWLRQ��WKDW�LV��WKH�UHVXOW�RI�VRPH�DOJR�
ULWKPLF�IXQFWLRQ�FDUULHG�RXW�RQ�WKH�GDWD��WR�GHWHFW�GDWD�HUURUV��HVSHFLDOO\
LQ� FRPPXQLFDWLRQ��:KLOH� VXFK� WHFKQLTXHV� DUH� XVHIXO� IRU� GHWHFWLQJ� DQG
VRPHWLPHV�HYHQ�FRUUHFWLQJ�UDQGRP�RU�EXUVW�HUURUV�RQ�D�FRPPXQLFDWLRQ
OLQH�RU� LQ�PHPRU\��WKH\�FDQQRW�SURWHFW�DJDLQVW�DQ�LQWUXGHU��ZLWK�DFFHVV
WR�WKH�GDWD��LOOLFLWO\�PRGLI\LQJ�ELWV�RI�WKH�GDWD��,I�DQ�LQWUXGHU�FDQ�PRGLI\
ELWV�RI�WKH�GDWD��KH�FDQ�DOVR�UHFDOFXODWH�WKH�FKHFNIXQFWLRQ��VLQFH�WKH�DO�
JRULWKP�LV�W\SLFDOO\�ZHOO�NQRZQ��DQG�LQVHUW�WKLV�PRGLILHG�FKHFNIXQFWLRQ�
7KH�WHFKQLTXH�XVHG�WR�SURYLGH�YDOLG�SURWHFWLRQ�IURP�LOOLFLW�PRGLILFDWLRQ

LV�FDOOHG�cryptosealing��Cryptoseals WKHPVHOYHV�DUH�GDWD�WKDW�UHSUHVHQW�WKH
UHVXOW� RI� D� IXQFWLRQ� LQYROYLQJ� FU\SWRJUDSK\� EHLQJ� FDUULHG� RXW� RYHU� WKH
GDWD�EHLQJ�SURWHFWHG��Cryptoseals DUH�W\SLFDOO\�PDQ\�IHZHU�ELWV�RI�GDWD����
WR� ���� ELWV�� WKDQ� WKH� LQIRUPDWLRQ� WKH\� DUH� SURWHFWLQJ�� 7KH\� KDYH� WKH
SURSHUW\�WKDW�LI�DQ\�ELW�RI�GDWD��RU�RI�WKH�cryptoseal��LV�PRGLILHG��WKH�PRGL�
ILFDWLRQ�FDQ�EH�GHWHFWHG�E\�FDUU\LQJ�RXW�WKH�FU\SWRJUDSKLF�IXQFWLRQ�RYHU
WKH� GDWD� DJDLQ�� XVLQJ� WKH� VDPH� NH\�� ,I� WKH� UHVXOW� LV� GLIIHUHQW� IURP� WKH
cryptoseal��WKH�GDWD�ZDV�PRGLILHG��Cryptosealing LV�D�XVHIXO�WHFKQLTXH�ZKHQ
SK\VLFDO� FRQWUROV� RQ� DFFHVV� WR� WKH� PHGLXP� RQ� ZKLFK� WKH� GDWD� LV� KHOG
FDQQRW�EH�JXDUDQWHHG��)RU�H[DPSOH��EDQN� �$70��FDUGV�FRPPRQO\�XVH�D
IRUP�RI�cryptoseal WR�HQVXUH�WKDW�EDQN�DFFRXQW�QXPEHUV�DUH�QRW�´IRUJHG�µ
$�QXPEHU�RI�WHFKQLTXHV�IRU�JHQHUDWLQJ�DQG�XVLQJ�cryptoseals LQ�GLIIHUHQW
DSSOLFDWLRQV�KDYH�EHHQ�VWDQGDUGL]HG��IRU�H[DPSOH��&&,77�;�����DQG�$16,
;�����
7KH� SUREOHPV� ZLWK� WU\LQJ� WR� XVH� cryptosealing� RQ� D� UHVRXUFH�VKDULQJ

FRPSXWHU�V\VWHP�DUH�WKH�VDPH�DV�WKRVH�QRWHG�DERYH�IRU�FU\SWRJUDSK\�LQ
JHQHUDO��6LPLODUO\�ZLWK�WKH�JHQHUDO�FDVH�� WKH�SUREOHP� LV�VHFXUH�VLPXOWD�
QHRXV� SURFHVVLQJ� RI� GDWD� EHLQJ� cryptosealed�� WKH� cryptoseals� WKHPVHOYHV�
DQG�NH\V��7KDW�PHDQV�WKDW�RQH�LV�VXEMHFW�WR�WKH�VDPH�VHFXULW\�SUREOHPV
LQKHUHQW�WR�UHVRXUFH�VKDULQJ�FRPSXWHU�V\VWHPV�ZKHQ�XVLQJ�FU\SWRJUDSK\
RU�VSHFLILFDOO\�cryptosealing� LQVLGH�WKDW�FRPSXWHU�V\VWHP��,Q�RWKHU�ZRUGV�
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FU\SWRJUDSK\�DQG�cryptosealing�DUH�QRW�VXEVWLWXWHV�IRU�D�7&%�HQIRUFLQJ�D
mandatory�access control�policy��DQG��LI�LPSOHPHQWHG�LQ�D�FRPSXWHU�V\VWHP
WKDW�LV�QRW�HQIRUFLQJ�D�mandatory�access control�policy��WKHUH�LV�D�VLJQLILFDQW
SRVVLELOLW\�RI�IDOVH�assurance��$JDLQ��SURYLGLQJ�cryptosealing�RYHU�LQGLYLGXDO
ILOHV�LV�VXVFHSWLEOH�WR�Trojan horses�ZLWKRXW�WKH�SUHVHQFH�RI�D�7&%�HQIRUF�
LQJ�D�mandatory�access control�policy��+RZHYHU��XVH�RI�cryptosealing�XQGHU
WKH�FRQWURO�RI�D�7&%�HQIRUFLQJ�D�mandatory�access control�policy�WR�SURWHFW
LQIRUPDWLRQ�RQ�D�PHGLXP� LV�D�TXLWH�DFKLHYDEOH� WDVN��DVVXPLQJ�RQH�KDV
VXFK�D�7&%��7KH�DSSOLFDWLRQ�RI�WKLV�WHFKQLTXH�WR�GDWDEDVH�PDQDJHPHQW
V\VWHPV�KDV�EHHQ�DGGUHVVHG�UDWKHU�H[WHQVLYHO\�>'(11����'(11��@��DQG
WKH�VDPH�EDVLF�WHFKQLTXHV�FDQ�EH�XVHG� IRU�QHWZRUNV��DV�RYHUYLHZHG�EH�
ORZ�
:LWK�D�7&%�WKDW�HQIRUFHV�D�mandatory�access contro�policy�WR�LPSOHPHQW

cryptosealing��DQ�LPSRUWDQW�FODVV�RI�17&%�H[WHQVLRQ�FDQ�EH�EXLOW�³�FRP�
PRQO\�WHUPHG�guards��7KH�FRQFHSW�RI�D�guard�ZDV�ILUVW�LQWURGXFHG�LQ�WKH
HDUO\� ����V� LQ� D� VWXG\� E\� 5RJHU� 6FKHOO� IRU� WKH� .RUHDQ� $LU� ,QWHOOLJHQFH
6\VWHP�RU�.$,6� >'(11��@�� -LP�$QGHUVRQ� WKHQ�XVHG� WKHVH� LGHDV� WR� GH�
YHORS�WKH�recon guard�>$1'(��@��Guard�LV�D�WHUP�VRPHWLPHV�XVHG��LPSUH�
FLVHO\� DQG� LPSURSHUO\�� WR� LQGLFDWH� DOPRVW� DQ\� IRUP� RI� DSSOLFDWLRQ
SURYLGLQJ�D�VHFXULW\�IXQFWLRQ�LQ�D�QHWZRUN��:H�XVH�WKH�WHUP�SUHFLVHO\�DQG
FRQVLVWHQWO\�ZLWK� WKH�KLVWRULFDO�XVDJH� WR� UHIHU� WR� D� WHFKQLTXH� IRU� LPSOH�
PHQWDWLRQ�RI�D�VSHFLILF�IXQFWLRQ��FRPPXQLFDWLRQ�RI�LQIRUPDWLRQ�RI�PXOWL�
SOH� VHQVLWLYLWLHV� EHWZHHQ� VHFXUH� FRPSXWHUV� E\� XVLQJ� D� system high
QHWZRUN��RSHUDWLQJ�ZLWK�WKH�access class�RI�WKH�PRVW�VHQVLWLYH�LQIRUPDWLRQ
EHLQJ�FRPPXQLFDWHG�
7KH� guard� PHWKRG� ZRUNV� LQ� WKH� IROORZLQJ� PDQQHU�� )RU� D� SDUWLFXODU

WUDQVPLVVLRQ�RI� LQIRUPDWLRQ�� WZR�guards� DUH� LQYROYHG��2QH� LV� DVVRFLDWHG
ZLWK�WKH�WUDQVPLWWLQJ�FRPSXWHU�DQG�KDV�D�VHFXUH�FRPPXQLFDWLRQV�SDWK
WR� WKH� WUDQVPLWWLQJ� FRPSXWHU·V�7&%��DQG�RQH� LV� DVVRFLDWHG�ZLWK� WKH� UH�
FHLYLQJ�FRPSXWHU�DQG�KDV�D�VHFXUH�FRPPXQLFDWLRQV�SDWK�WR�WKH�UHFHLYLQJ
FRPSXWHU·V� 7&%�� 7KH� guard� DVVRFLDWHG� ZLWK� WKH� WUDQVPLWWLQJ� FRPSXWHU
UHFHLYHV� WKH� GDWD� WR� EH� FRPPXQLFDWHG� DQG� D� label� LQGLFDWLQJ� LWV� access
class�IURP�WKH�WUDQVPLWWLQJ�FRPSXWHU·V�7&%���1RWH�WKDW�WKH�ODEHO�LV�RIWHQ
LPSOLFLW��VD\��DW�WKH�VLQJOH�system high�OHYHO�RI�WKH�WUDQVPLWWLQJ�FRPSXWHU��
7KH� WUDQVPLWWLQJ� guard� WKHQ� cryptoseals� WKH� GDWD� WR� EH� WUDQVPLWWHG�� WR�
JHWKHU�ZLWK�D�UHSUHVHQWDWLRQ�RI�WKH� label��7KLV�GDWD�PD\�QRZ�EH�exported
IURP�WKH�WUDQVPLWWLQJ�guard��VLQFH�WKH�QHWZRUN�LV�DW�D�VLQJOH�OHYHO�ZKLFK
dominates� WKDW� RI� WKH� GDWD�� DQG� LW� FDQ� EH� VXEVHTXHQWO\� UHFHLYHG� E\� WKH
UHFHLYLQJ�guard��7KH�UHFHLYLQJ�guard�QRZ�FKHFNV�WR�VHH�ZKHWKHU�WKH�crypto-
seal�LV�LQWDFW��LQGLFDWLQJ�WKDW�QR�PRGLILFDWLRQ�RI�WKH�GDWD�RU� label�KDV�RF�
FXUUHG��$VVXPLQJ�WKH�cryptoseal�FKHFNV�RXW��WKH�UHFHLYLQJ�guard�KDQGV�RII
WKH�GDWD�DQG�LWV�label�WR�WKH�UHFHLYLQJ�7&%�IRU�SURSHU�GLVSRVLWLRQ�EDVHG�RQ
WKH�YDOLGDWHG�label��1RWH�WKDW�WKH�system high�QHWZRUN�FDQ�EH�FDUU\LQJ�GDWD
RI�YDULRXV�VHQVLWLYLWLHV�IURP�RQH�RU�PRUH�SDLUV�RI�guards��7KH�guards�KDYH
QRZ� ORJLFDOO\� LPSOHPHQWHG�D�multilevel QHWZRUN�RXW� RI� D� system high� QHW�
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ZRUN�� DOEHLW� D� QHWZRUN� SURYLGLQJ� WUDQVPLVVLRQ� SURWHFWLRQ� �WKDW� LV�� YLD
FU\SWRJUDSK\��IRU�XS�WR�WKH�PRVW�VHQVLWLYH�LQIRUPDWLRQ�
6RPH� SDVW� HIIRUWV� KDYH� XVHG� WKH� WHUPV� guard� DQG� filter DOPRVW� LQWHU�

FKDQJHDEO\��,W�LV�XVHIXO��KRZHYHU��WR�GLVWLQJXLVK�EHWZHHQ�WKHVH�WZR��,Q�D
VHQVH�� ERWK� GHYLFHV� SHUIRUP� VDQLWL]DWLRQ� DQG�RU� GRZQJUDGLQJ� IURP� RQH
access class�WR�DQRWKHU�LQ�D�PDQQHU�QRUPDOO\�FRXQWHU�WR�WKH�access control
policy��7KH\�SHUIRUP�WKLV� IXQFWLRQ�DJDLQVW�GDWD�VHQW� WR� WKHP��SUHYHQWLQJ
XQDXWKRUL]HG�disclosure�EDVHG�RQ�VRPH�SROLF\��DQG�WKHQ�UHOHDVH�WKH�GDWD�
7KH�QDWXUH�RI�WKLV�SROLF\�DOORZV�XV�WR�GLVWLQJXLVK�EHWZHHQ�WKH�UHODWLYHO\
ZHDN�QDWXUH�RI�filters DQG�WKH�PRUH�UREXVW�QDWXUH�RI�guards��$�SROLF\�IRU�D
filter PD\�UHO\�RQ�YLUWXDOO\�DQ\�FRQWHQW�RU�FRQWH[W�GHSHQGHQW�FULWHULD�IRU�LWV
GHFLVLRQ�WR�UHOHDVH�WKH�GDWD��$Q�H[DPSOH�RI�D� filter LV�D�GHYLFHSHUIRUPLQJ
´GLUW\� ZRUGµ� VDQLWL]DWLRQ�� ZKHUH� GDWD� FRQWDLQLQJ� VSHFLILF� FRGH� ZRUGV� RU
FRPELQDWLRQV�RI�FRGH�ZRUGV�ZLOO�EH�GHHPHG�XQUHOHDVDEOH��7KXV��filters FDQ
EH�GHVFULEHG�DV�GHYLFHV� WKDW�GHWHUPLQH� WKH� UHOHDVDELOLW\� RI�GDWD� E\� ´ILJ�
XULQJ�RXWµ�WKH�VHQVLWLYLW\�RI�WKH�GDWD�
7KH�PDMRU�GLVWLQFWLRQ�EHWZHHQ� filters�DQG�guards� OLHV� LQ� WKH�RXWFRPH�RI

WKHLU�FRUUHFW�RSHUDWLRQ��$�filter�H[DPLQHV�GDWD�IURP�D�system high�HQYLURQ�
PHQW�DQG�DWWHPSWV� WR�GRZQJUDGH� WKLV�GDWD� WR� VRPHWKLQJ�RWKHU� WKDQ� LWV
RULJLQDO�system high�access class��,Q�WKH�IDFH�RI�malicious software��QR�FODLP
FDQ� EH�PDGH� DERXW� ZKHWKHU� WKLV� GRZQJUDGH� LV� YDOLG� RU� QRW�� VLQFH� DQ\
QXPEHU�RI�WULFNV�FDQ�EH�XVHG�E\�DQ�DWWDFNHU�WR�´VQHDN�LQIRUPDWLRQ�SDVWµ
WKH�filter��LQ�D�PDQQHU�OLNH�WKDW�GHVFULEHG�HDUOLHU�IRU�LOOLFLW�indirect access��$
guard��RQ�WKH�RWKHU�KDQG��EDVHV� LWV�VDQLWL]DWLRQ�GHFLVLRQ�RQ�WKH�FUHGLEOH
label��ZKLFK� LV�DVVLJQHG�DQG�FKHFNHG�DW�D�SODFH�ZKHUH� LW� LV� UHOLDEOH�DQG
ZKLFK�LV�SURWHFWHG�E\�D�cryptoseal��7KHUHIRUH��HYHQ�WKRXJK�WKHUH�DUH�VRPH
SUREOHPV� WKDW� OLPLW� WKH� SURWHFWLRQ� DJDLQVW� D� GHWHUPLQHG� DWWDFNHU
>'(11��@��guards�GR�RIIHU�VRPH�UHDO�SURWHFWLRQ�DJDLQVW�malicious software�

&RQFOXVLRQ

:H�KDYH�SUHVHQWHG�DQ�LQWURGXFWLRQ�WR�WKH�FRQFHSWV�DQG�WHUPLQRORJ\�RI
computer security� DQG� WR� WKH� reference monitor concept� WKDW� DOORZV� XV� WR
EXLOG�VHFXUH�V\VWHPV�LQ�DQ�RUGHUO\�ZD\��:H�KDYH�SUHVHQWHG�DQ�LQWURGXF�
WRU\� YLHZ� RI� WKH� UROH� RI� D� security� policy� LQ� WKH� GHYHORSPHQW� RI� D� VHFXUH
V\VWHP�DQG�KDYH�RXWOLQHG� WKH�SURFHVVHV�RI� VSHFLI\LQJ��GHVLJQLQJ�� LPSOH�
PHQWLQJ��DQG�HYDOXDWLQJ�D�7&%��:H�KDYH�DOVR�SURYLGHG�D�VXPPDU\�RI�WKH
DSSOLFDWLRQ� RI� computer security� WR� QHWZRUNV�� ,Q� DOO�� ZH� KDYH� DGGUHVVHG
FRQFHSWV� DQG� WHUPV� WKDW� ZH� FRQVLGHU� WR� EH� DPRQJ� WKH�PRVW� FULWLFDO� WR
JDLQLQJ�D�IXQGDPHQWDO�XQGHUVWDQGLQJ�RI�WKLV�WHFKQRORJ\�
7KH� reference monitor concept�� LI�DSSOLHG�SURSHUO\�� LV�D�SRZHUIXO� WRRO� IRU

WKH� FRQWURO� RI� FRPSXWHU�PLVXVH��:KLOH�KXPDQ� HUURU� DQG�XVHU� DEXVH� RI
DXWKRULW\�DUH�ODUJHO\�H[WHUQDO�SUREOHPV��D�7&%�LV�D�YHKLFOH�IRU�FRQVWUDLQ�
LQJ�XVHUV�WR�WKHLU�DXWKRUL]HG�GRPDLQ�DQG�IRU�REWDLQLQJ�GDWD�IRU�DQ�audit
trail�RI�WKH�XVHUV·�DFWLRQV��$SSOLFDWLRQ�RI�WKH� reference monitor concept� OHWV



�� ,QIRUPDWLRQ�6HFXULW\

XV�HQKDQFH�WKH�VHFXULW\�RI�DQ�RSHUDWLQJ�V\VWHP�DQG�PDNH� LW�HVVHQWLDOO\
LPPXQH�WR�probing�
)LQDOO\�� WKH� FRQVLVWHQW�DSSOLFDWLRQ�RI� WKH� reference monitor concept� DQG

WKH�V\VWHP�LPSOHPHQWDWLRQ�WHFKQLTXHV�WKDW�KDYH�JURZQ�XS�ZLWK�LW�DOORZV
XV� WR� GHYHORS� D� security kernel� IRU� SUHYHQWLQJ� penetration� RU� subversion RI
VHFXULW\� PHFKDQLVP� ZLWK� D� KLJK� GHJUHH� RI� assurance�� 7KHUH� LV� D� ILUP
WHFKQLFDO�IRXQGDWLRQ�RQ�ZKLFK�WR�EXLOG�D�security kernel�IRU�D�VSHFLILF�V\V�
WHP� LQ�D�PDQQHU� WKDW�\LHOGV�JRRG�SHUIRUPDQFH��7KH�GHVLJQV�DQG� LPSOH�
PHQWDWLRQV� WR� GDWH� KDYH� HPSLULFDOO\� YDOLGDWHG� WKH� SULQFLSOHV� QHHGHG� WR
XVH�WKH�security kernel�ZLWKRXW�GHJUDGLQJ�V\VWHP�FDSDELOLWLHV�>6&+(��D@�

(SLORJXH

7KH�VWDWHPHQWV�DERYH�DUH�VWURQJ�RQHV��7KH�UHDGHU�PD\�ZHOO�DVN��´,V�DOO
RI� WKLV� UHDO"µ� ,Q� IDFW�� WKH� WHFKQRORJ\� KDV� EHHQ� DSSOLHG� WR� UHDO� V\VWHPV�
6HFXULW\�HQKDQFHG�V\VWHPV�EDVHG�RQ�WKH� reference monitor concept�DUH� LQ
XVH�WRGD\�LQ�FRPPHUFLDO�RUJDQL]DWLRQV�� LQ�WKH�'HIHQVH�'HSDUWPHQW��DQG
LQ� RWKHU� SODFHV� WKURXJKRXW� WKH� ZRUOG�� 6HYHUDO� RUJDQL]DWLRQV� KDYH� VXF�
FHVVIXOO\�GHYHORSHG�security kernels��LQFOXGLQJ�WKH�*HPLQL�7UXVWHG�1HWZRUN
3URFHVVRU� �*713�� IURP� *HPLQL� &RPSXWHUV� >7+20��@�� WKH� +RQH\ZHOO
6&203� >)5$,��@�� WKH� ;76�����6723� IURP�+RQH\ZHOO� )HGHUDO� 6\VWHPV�
,QF��� WKH� %RHLQJ� 0XOWLOHYHO� 6HFXUH� /RFDO� $UHD� 1HWZRUN� 6HUYHU� 6\VWHP
>6&+1��@�� WKH�9$;�900�6HFXULW\�.HUQHO� IURP�'LJLWDO�(TXLSPHQW�&RUS�
>.$5*��@�� DQG�%ODFNHU� >:(,6��@�� 7KH� WHFKQRORJ\� WKDW� ZH� GHVFULEH� KDV
VXIILFLHQW� FUHGLELOLW\� WR� EH� WKH� EDVLV� RI� WKH� 1DWLRQDO� &RPSXWHU� 6HFXULW\
&HQWHU·V�HYDOXDWLRQ�FULWHULD�IRU�7&%V�>7&6(��@��WUXVWHG�QHWZRUNV�>71,��@�
DQG�WUXVWHG�GDWDEDVH�PDQDJHPHQW�V\VWHPV� >7',��@� �SUHVHQWHG� LQ�(VVD\
����DV�ZHOO�DV�WKH�EDVLV�RI�PXOWLQDWLRQDO�HYDOXDWLRQ�FULWHULD�>,76(��@�
:H�KRSH�WKDW� WKLV�HVVD\�KDV�JLYHQ�WKH�UHDGHU�D�VHQVH�RI� WKH�FRQFHSWV

DQG� WHUPLQRORJ\� RI� WKH� WHFKQRORJ\� WKDW� DOORZV� XV� WR� VROYH� D� VLJQLILFDQW
SRUWLRQ�RI� WKH�computer security�SUREOHP��7KH�PRUDO�RI� WKLV�HVVD\� LV�SHU�
KDSV�VXPPDUL]HG�E\�WKH�IROORZLQJ�TXRWDWLRQ�>6&+(��@��´'R�QRW�WUXVW�VH�
FXULW\�WR�WHFKQRORJ\�XQOHVV�WKDW�WHFKQRORJ\�LV�GHPRQVWUDEO\�WUXVWZRUWK\�
DQG�WKH�DEVHQFH�RI�GHPRQVWUDWHG�FRPSURPLVH�LV�DEVROXWHO\�QRW�D�GHPRQ�
VWUDWLRQ�RI�VHFXULW\�µ

$FNQRZOHGJPHQWV

:H�ZRXOG�OLNH�WR�JLYH�D�VSHFLDO�DFNQRZOHGJPHQW�WR�WKH�FRQWULEXWLRQV�RI
6WHYHQ�%��/LSQHU�RI�7UXVWHG�,QIRUPDWLRQ�6\VWHPV��6XEVWDQWLDO�SRUWLRQV�RI
WKH�WH[W�DV�ZHOO�DV�VHYHUDO�NH\�LQVLJKWV�UHODWHG�WR�WKH�reference monitor�DUH
GUDZQ�IURP�PDWHULDO�KH�SUHYLRXVO\�SUHSDUHG�DQG�KH�KDV�JUDFLRXVO\�SHU�
PLWWHG�XV�WR�XVH�LQ�WKLV�HVVD\�
,Q� DGGLWLRQ�� DFNQRZOHGJPHQW� LV� JLYHQ� WR� ´7UXVWHG�1HWZRUN� ,QWHUSUHWD�

WLRQ�RI�WKH�7UXVWHG�&RPSXWHU�6\VWHP�(YDOXDWLRQ�&ULWHULD�µ�1DWLRQDO�&RP�



&RQFHSWV�DQG�7HUPLQRORJ\�IRU�&RPSXWHU�6HFXULW\ ��

SXWHU�6HFXULW\�&HQWHU�>71,��@��IURP�ZKLFK�H[FHUSWV�KDYH�EHHQ�GUDZQ�IRU
LQFRUSRUDWLRQ�LQWR�WKH�GLVFXVVLRQ�RI�17&%�UHODWHG�FRQFHSWV�
:H�DOVR�JUDWHIXOO\�DFNQRZOHGJH�WKH�VXEVWDQWLDO�FRQVWUXFWLYH�FRPPHQWV

DQG�VXJJHVWLRQV�SURYLGHG�E\�-DPHV�3��$QGHUVRQ�RQ�DQ�HDUOLHU�YHUVLRQ�RI
WKLV�HVVD\�
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